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Abstract – Data collection in wireless sensor networks (WSNs) has a significant impact on the network’s performance and lifetime. 
Recently, several data collection techniques that use mobile elements (MEs) have been recommended, especially techniques that 
focus on maximising data delivery. However, energy consumption and the time required for data collection are significant for many 
WSN applications, particularly real-time systems. In this paper, a review of data collection techniques is presented, providing a 
comparison between the maximum amount shortest path (MASP) and zone-based energy-aware (ZEAL) data collection protocols 
implemented in the NS-3 simulator. Finally, the study provides a suitable data collection strategy that satisfies the requirements of 
WSN applications in terms of data delivery, energy consumption, and the time required for data collection.

Keywords: wireless sensor networks, data collection, routing protocols, mobility

1.	 INTRODUCTION

Wireless sensor networks (WSNs) were introduced in 
1994. A WSN is an ad hoc network that collects data of 
the deployment area.  WSNs are used in various appli-
cations, especially in environment monitoring applica-
tions [1].

WSNs consist of independent devices called sensors 
or nodes, of which there may be thousands in large-
scale networks. Sensors have many components for 
processing, sensing, power supply, and other functions. 
The nodes in WSNs have limited resources for process-
ing, energy, memory, and bandwidth. Therefore, it is 
important to use these resources wisely. 

Sensors collect and process the environment’s data 
and send it to their neighbouring nodes (intermediate 
nodes) to reach the destination (base station). Accord-
ing to sensor type, two types of networks can be dis-
tinguished: homogenous and heterogeneous WSNs. 
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Homogenous WSNs consist of identical nodes in terms 
of their capabilities. Heterogeneous WSNs, in contrast, 
have more than one type of sensor [2]. Fig. 1. shows the 
structure of a WSN.

Data collection operations mainly consume network 
energy, so energy management is vital for prolonging 
a network’s lifetime. Therefore, using an effective data 
collection strategy should be considered to enhance a 
WSN’s efficiency.

Fig. 1. Wireless sensor network



208 International Journal of Electrical and Computer Engineering Systems

Many WSN designs distribute the energy consump-
tion between the deployed sensors according to their 
locations and the location of the sink node (or its tra-
jectory if it is a mobile data collector). In addition, they 
specify the periods in which the sensors are active or at 
standby to save energy.

Although the main goal of the data collection strat-
egy is to collect the maximum amount of data, the time 
required for the data collection has a significant effect 
on energy consumption. This issue will be discussed in 
more detail in the following sections.

The structure of the rest of the paper is as follows. 
Section 2 presents the routing protocols in WSNs and 
provides their challenges. Section 3 presents the con-
cepts of clustering in WSNs. Mobility and WSNs are 
introduced in Section 4. The data collection process 
in WSNs and the related mobility issues are discussed 
in Section 5. A review of the data collection studies is 
covered in Section 6. A detailed comparison between 
the maximum amount shortest path (MASP) and zone-
based energy-aware (ZEAL) data collection protocols is 
given in Section 7. Finally, conclusions and future work 
are mentioned in Section 8.

2.	 ROUTING PROTOCOLS IN WSNS

Routing protocols are one of the most significant 
research areas in WSNs. Routing in WSNs faces some 
challenges that are a trade-off between responsive-
ness and efficiency. This balance must deal with limited 
communication capabilities and sensor suspension 
versus the overhead required to adapt to this situation. 
In a WSN, the total overheads are calculated primarily 
on the basis of bandwidth usage, energy consumption, 
and processing requirements for sensor nodes. A strat-
egy for balancing these parameters is the basis for test-
ing the routing efficiency.

Routing protocols in ad hoc networks can be divided 
into categories depending on the way the data are cap-
tured and the manner in which paths are estimated on 
the basis of the captured data. Routing protocols can 
be categorised as follows [3]:

2.1. Proactive routing

The proactive routing protocols require that the in-
formation is spread according to accurate routing ta-
bles. The sensing nodes set their routing tables before 
the sink nodes request the data. The routing tables are 
updated according to the network’s topology struc-
ture. 

The network’s structure may be flat or hierarchical. In 
the flat type, the nodes send their data to reach the sink 
node through intermediate nodes using multi-hops. In 
contrast, in the hierarchical type, the network is organ-
ised in adjacent groups called clusters. Each node in a 
cluster sends its data to the cluster head to forward it 
to the sink node. The hierarchical type is often used in 

large-scale WSNs for saving energy. Clustering will be 
presented in detail in Section 3.

2.2. Reactive routing

Reactive routing creates dynamic paths from the 
sensing nodes to the sink node according to the appli-
cation’s requirements. The routing path selection does 
not depend on the global information of the network 
or the routing tables. This type of routing usually in-
volves flooding a discovery query. The use of flooding 
raises the number of messages through the network. 
As a result, the number of connections increases, which 
increases energy consumption. Therefore, it is vital to 
use a method for controlling the flooding process.

2.3. Hybrid routing

In WSNs, many applications use a mix of reactive and 
proactive routing, which is called a hybrid routing proto-
col. Hybrid routing protocols rely on the network’s archi-
tecture for stability and scalability in large-scale networks.

3.	 CLUSTERING AND WSNS

The communication process in a WSN is an essential 
factor in energy consumption. Numerous researchers 
are trying to find an efficient communication method 
to reduce energy consumption. They try to decrease 
the number of communication messages to decrease 
the total communication overload. One of the well-
known models is clustering.

The clustering components are the following [4]:

•	 Sensor node: the essential component of a WSN. 
It has the capability of sensing and processing 
the data.

•	 Cluster head (CH): the coordinator for a selected 
group (cluster). The CH is responsible for many 
activities in the group, such as data collection 
and data transfer to the base station.

•	 Base station: the central node for data collection 
in a WSN. It is the ultimate source of data for the 
end-user of the network. 

•	 Cluster: the network's structural unit that is used 
to facilitate communication in WSNs.

In the clustering model, the sensing nodes send their 
data to the cluster head in their region. The cluster 
heads, in turn, forward their data to the base station. 
Using this strategy achieves a reduction in energy con-
sumption and the number of transmitted messages. 
Fig. 2. shows the components of the cluster model.

Clustering has many advantages: it helps transfer the 
data to the base station, decreases the number of in-
termediate nodes involved in the transmission, saves 
energy, supports network scalability, and reduces data 
transmission. However, the main problem occurs when 
one of the cluster heads is down because of energy 
depletion [4].
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Fig. 2. Clustered sensor network

4.	 WSNS WITH MOBILITY

Many studies proposed mobility in the architecture 
of WSNs: mobility in sensing nodes or sink nodes or 
both. Using mobility can reduce the number of trans-
ferred messages and energy consumption.

Mobile wireless sensor networks (MWSNs) are differ-
ent from the fixed WSNs. Incorporating navigation into 
network nodes can change many network features. The 
following features can be changed as a result of naviga-
tion [5, 6]:

•	 Localisation: In fixed sensor networks, the sen-
sors are static as soon as they are deployed, so it 
is possible to obtain information about the loca-
tion of the adjacent sensors. In MWSNs, the sen-
sors move within the grid, so energy and trans-
mission techniques are important for getting the 
location of the adjacent sensors.

•	 Network topology: Because of the continuous 
motion of the sensors, the routing tables are up-
dated in each period. Note that most common 
WSN routing algorithms do not consider the 
dynamic changes in the routing tables used in 
MWSNs.

•	 Energy consumption: An MWSN requires dynam-
ic motion between sensors, which consumes a 
large amount of energy. In the applications of 
WSNs, the energy consumption is taken care of 
by providing the nodes with a large source of 
power or recharging capability.

•	 Network sink: Most WSN types use a static sink 
node. However, in some cases, the sink can be 
mobile, as in an MWSN. This mobile sink node 
visits the sensor nodes to gather their data. 
Therefore, data collection techniques are differ-
ent in an MWSN.

•	 Complexity: The algorithms used in an MWSN 
are more complex than those in a fixed WSN.  
The mobile sensor deployment mechanism is 
considered to be one of the biggest design chal-
lenges for the algorithms in MWSNs. In addition, 
a complicated node design is used in MWSNs.

The mobility approach provides many advantages in 
terms of connectivity, cost, reliability, and energy effi-

ciency. However, using navigation in WSNs comes with 
many challenges that do not exist in fixed WSNs, such 
as connection discovery, perceived power manage-
ment for mobility, reliable data transfer, and navigation 
control [6].

An MWSN contains two main components:

•	 Regular nodes, which acquire the environment 
data. 

•	 Sink nodes, which receive the data from the oth-
er nodes. 

The previous WSN-ME (mobile element) architec-
ture is called homogeneous or flat. Otherwise, in some 
WSN-ME architectures, support nodes are used as an 
intermediate data collector or gateway. This WSN-ME 
architecture is called heterogeneous or tiered.

5.	 DATA COLLECTION IN MWSNS

Data collection is one of the most important research 
fields in WSNs. The sensors’ energy is consumed mainly for 
data transmission through the network. Radio frequency 
(RF) shared broadcasting is responsible for up to 80% of 
the energy consumption, so many researchers are trying 
to reduce the number of transmitted messages.

The goal of the data collection protocol is to collect 
the maximum amount of data and reduce the data loss 
by considering energy consumption. Through effective 
data collection techniques, the performance and effec-
tiveness of the network can be improved, thereby also 
prolonging the network’s lifetime.

Traditional data collection protocols depend on col-
lecting data directly from the sensing nodes or using 
intermediate nodes to forward the network’s data to 
the sink node. The intermediate nodes utilise more en-
ergy than the other nodes and deplete faster. The tradi-
tional method is effective in data collection but has an 
impact on prolonging the network’s lifetime, especially 
in large-scale networks. Additionally, these nodes are 
distributed randomly in a dynamic environment, so it 
is hard to use routing tables or to gather geographic 
information for each node.

The traditional protocols transfer huge messages, 
thereby consuming a lot of energy, so mobile data col-
lectors (MDCs) have been introduced to solve these 
problems. The mobile collector moves on a pre-defined 
or random path to get the sensed data from the nodes 
within its communication range.

Mobility may be incorporated into the network's com-
ponents. For example, the nodes may be moving, and 
the sink nodes may be static. This architecture is called a 
WSN-ME architecture with relocatable nodes. Converse-
ly, the nodes may be static, and the sinks may be mobile. 
This architecture is called a WSN-ME architecture with 
MDCs, which use a mobile sink or mobile relay. The net-
work can be regarded as a WSN-ME architecture when at 
least one of the components listed above is mobile [6].
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Data collection in a WSN-ME architecture is different 
from the data collection operations in traditional WSNs 
(static networks).  Several main phases are needed to 
collect the data in WSN-ME architectures. Below, these 
phases are described together with their requirements 
and challenges [6].

•	 Discovery protocols:  These protocols are used 
to detect contacts as soon as the connection be-
comes available. Many different approaches exist. 
In mobility-independent protocols, the MEs can 
be recognised by their navigation style (sched-
uled rendezvous, on-demand, and asynchro-
nous). With prior knowledge about the mobility 
of nodes, the sensors are in an inactive mode and 
are activated when the ME device is expected to 
contact a node. Asynchronous detection proto-
cols are used to verify that the ME is within the 
range of the network nodes. In this case, mes-
sages are constantly emitted from the ME while 
the fixed sensors are set ready. When the ME is de-
tected, the sensors start storing the communica-
tion time to prepare their routing table.

•	 Data transfer protocols: These protocols are de-
signed to maximise the number of successfully 
transmitted messages from each node while 
minimising energy consumption. The MDC 
speed and the distance between the MDC and 
the sensors affect the data collection ratio.

•	 Routing to mobile elements: When the network 
density is sufficient, multiple paths may be al-
lowed. Routing techniques with uncontrollable 
MEs can be classified into two classes. In horizon-
tal (flat) routing, all nodes operate with identical 
mechanisms and roles. In proxy-based routing, 
several agents or gates are chosen from the sensor 
nodes, and these agents are considered the means 
of communication between static sensors and MEs.

•	 Motion control: The node’s movements are either 
under control or uncontrollable. With uncontrol-
lable navigation, the sensors are compatible with 
the path of the ME across the network. When nav-
igating is controllable, the ME’s movements can 
be designed to achieve specific objectives and to 
improve the performance standards. Mobility can 
be improved by selecting an efficient trajectory 
for the ME’s movements and speed.

6.	 DATA COLLECTION METHODOLOGIES AND 
TECHNIQUES: AN OVERVIEW

In this section, a review of data collection method-
ologies and techniques in MWSN are presented with 
their structures and concepts. Additionally, some open 
research areas are mentioned for future work.

Nguyen et al. [7] presented compressive sensing for 
data collection in WSNs using mobile sensors distrib-
uted randomly in the network. These mobile sensors 

move randomly in any direction with different veloci-
ties but within their neighbours' transmission range 
to exchange their sensed data. The sensors execute 
rounds of movements to collect data about the current 
position. Finally, they are able to reconstruct the data 
about the sensing area. However, using more than one 
mobile sensor requires additional techniques to handle 
the coordination between the nodes.

The clustering mechanism is successful in maintain-
ing energy resources for network activities. Many un-
balanced aggregation algorithms have been proposed 
to overcome the issue of hotspots (using intermediate 
nodes in a traditional WSN). However, the energy de-
pletion problem remains because the activities of the 
head of the cluster are closely related to its position in 
the network. Clustering in an MWSN involves an addi-
tional challenge: how to control the motion of the ME 
to access the cluster heads when the model does not 
depend on routing tables.

Gattani et al. [8] proposed a data collection algorithm 
that depends on compressive sensing using score-
based load balancing. The sensed area is divided into 
clusters. Each cluster contains a head selected by the 
other nodes. The cluster head is selected from the two 
best nodes according to their remaining energy and 
the distance between them and the base station. The 
sensed data is compressed by compressive sensing in 
the cluster head and forwarded to the final destination. 
The network data is reconstructed from several mea-
surements in the final destination. Through this model, 
the overall amount of transmitted data and energy 
consumption are reduced.

Du et al. [9] tried to overcome the memory limitation 
(or buffer-overflow) problem. The authors proposed 
a mobile-sink data collection approach that depends 
on heterogeneous sensors in which each sensor has 
its sampling rate, buffer size, and buffer-overflow time. 
The proposed algorithm divides the sensed area into 
groups (clusters). Each group contains a cluster head 
with buffer-overflow time. The buffer-overflow time is 
increased by adding a temporary cache to the cluster 
head as a deputy cluster head. Finally, they proposed 
an algorithm to determine a moving path to the mo-
bile sink to reach the cluster head on time to prevent 
buffer-overflow problems.

Luo et al. [10] presented a two-tier data dissemination 
(TTDD) protocol that depends on building a grid-based 
structure. The grid structure consists of cells (squares) 
and crossing points (the intersections of the grid lines). 
In forwarding the data, the source sensor is considered 
a transit point that sends an announcement message to 
its four adjacent junctions, thereby reducing the spread 
of the network data by exploiting the location of the 
crossing points. For example, only the nearest node to 
the intersection will process the message. The repetitive 
publication spreads to the sensors and acts as a proxy to 
identify routing paths. The MDC begins the data collec-
tion process by sending a query message to its region. 
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The deployment points publish the query within the 
network and retrieve the network data from the nodes. 
In a TTDD protocol, it is assumed that the nodes' posi-
tions are known, and the protocol takes advantage of 
the geographical location of the nodes.

Kumar et al. [11] presented a scheme for data collection 
in WSNs with an integer linear formulation. The sensed 
area is divided into grids that contain many nodes with 
a random distribution. Each grid has a cache point to re-
ceive the sensed data from the sensors in the same grid. 
After that, an ME collects the data from the cache points. 
The actions in the scheme are split into two parts. First, 
find the cache points. Secondly, find the shortest path 
between the cache points, and use it as the ME’s path.

Gao et al. [12] presented the maximum amount short-
est path (MASP) protocol. The MASP protocol is a data 
collection strategy that uses a mobile sink moving along 
a constrained path. The sensors in the communication 
range of the sink are chosen as gateways to gather the 
data from the other nodes using multi-hop routing. In-
teger linear programming with a genetic algorithm de-
creases the transmission steps from the sensing nodes 
to their destination (a sub-sink node). The authors men-
tioned the bottleneck problem, which occurs when a set 
of proxies has many messages with a short contact time 
with the ME (the problem of hot spots). This problem 
is handled by allocating proxy nodes according to the 
length of the contact time to increase the throughput 
with minimum energy consumption. They use a two-
phase data collection protocol, called ME discovery, and 
data gathering to implement this scheme. The MASP 
protocol operates with and supports the use of many 
MEs. By using the OMNET++ simulator, the authors 
show that this scheme performs better than the shortest 
path tree (SPT) method according to the amount of data 
collected and the energy consumption. The authors use 
three cycles in the discovery phase to identify the net-
work topology and distribute the topology information 
to assign the members' nodes to their corresponding 
sub-sinks. Consequently, the data collection consumes 
overall a large amount of energy and time. Another issue 
is that the protocol depends on a synchronised trans-
mission between the mobile sink and sub-sink nodes, 
thus requiring a perfectly synchronised clock between 
the nodes, which is not available in many systems.

Gallegos et al. [13] presented an implementation of 
the MASP routing protocol using a network simulator 
(NS-3). The authors show that the protocol uses three 
rounds (a mobile sink going back and forth to the be-
ginning of its trajectory is called a round) to complete 
the data collection process. Their results show that the 
MASP routing protocol performs better in terms of 
energy consumption than the ad hoc on-demand dis-
tance vector (AODV) protocol.

Gallegos et al. [14] proposed an energy-aware data 
collection protocol (ZEAL) based on the MASP protocol. 
The protocol is based on dividing the environment into 
independent zones according to the movement path 

of the mobile sink. The mobile sink moves through a 
pre-defined trajectory to set routing zones and select 
sub-sink nodes. The mobile sink collects data from the 
sub-sinks that receive data from the sensors. After that, 
a communication time-slot assignment algorithm is 
used to assign the sub-sink nodes to the mobile sink 
to overcome the hot-spot issue. The mobile sink calcu-
lates the number of member nodes assigned to each 
sub-sink node according to their contact time. When 
the sub-sink nodes receive the number of nodes as-
signed to them, they send it to each member node to 
calculate the priority to select one sub-sink node and 
send their data to the targeted sub-sink. The mobile 
sink goes inside the network to collect the sensed data 
from the sub-sinks.  In addition, the member nodes 
use duty cycling to reduce energy consumption. The 
authors presented an implementation of the protocol 
using the NS-3 simulator. The results show that the per-
formance of the ZEAL protocol is better than that of the 
MASP protocol in terms of both energy consumption 
and packet delivery rate.

7.	 MASP AND ZEAL PROTOCOLS 

In this section, the MASP [12] and ZEAL [14] protocols 
are compared in detail.

7.1. Main features

The MASP and ZEAL protocols use the following 
three types of nodes (Fig. 3.):

•	 Sink: a node that collects data from the sub-sink 
nodes.

•	 Sub-sink: a node that is within the communica-
tion range of a sink node and that is in direct 
connection with it.

•	 Member: a node that is not in direct connection 
with a sink and that uses sub-sink nodes as inter-
mediate nodes. 

The MASP and ZEAL protocols use random node 
deployment, hybrid routing protocols, and multi-hop 
communication modes. In addition, they can be ap-
plied in large-scale WSNs. Table 1 shows the different 
features of the ZEAL and MASP protocols in detail.

Fig. 3. Node types [14]
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Feature MASP ZEAL

Routing type Proactive Hybrid

Number of cycles 3 2

Number and names of rounds 2  
Discover, data collection

2  
Setup, data collection

First phase Assigning members to sub-sinks Creating independent zones, populating 
routing, and assigning a sub-sink to each zone.

Second phase

Member nodes start collecting data from 
the monitoring area to send the data to the 

assigned sub-sink, and the sub-sink sends its 
data to the mobile sink

Member nodes start collecting data from their 
zone to send the data to the assigned sub-sink, 

and the sub-sink sends its data to the mobile 
sink

Method to assign sub-sinks According to the length of the contact time According to the number of zones

Methods to solve overlap in communication 
contact time

Minimum, shared, or optimally shared 
overlapping time Minimum, shared, or selective time assignment

Method to assign member nodes to sub-sinks A centralised heuristic solution based on a 
genetic algorithm

Member requirements in terms of number of 
hops

Zone partitioning No Yes, automatic

Data collection mechanism Synchronised Poll

Energy saving No Yes

Table 1. Different features of the MASP and ZEAL protocols.

The main discussion point is how the time required 
for the data collection operations affects the overall 
data collection performance in terms of data delivery 
and energy consumption.

In [12,14], the authors use the terms cycle and round 
with the same meaning. A cycle is defined as the tour 
of a mobile sink from the start point of the path to the 
end and back to the start point again.

According to this definition of a cycle, the total data 
collection time (Tcol) is

Tcol=N × Ctime
(1)

where N is the number of cycles and Ctime is the time 
for one cycle.

Gao et al. [12] presented the MASP protocol and 
proposed a data collection process that is completed 
within three cycles for ME discovery only, another cycle 
for the data collection process.

Gallegos et al. [13] presented an implementation of 
the MASP protocol using the NS-3 simulator and pro-
posed that the data collection process can be achieved 
within three cycles.

Gallegos et al. [14] presented the ZEAL protocol. The 
data collection process can be achieved within two 
cycles (one cycle for setting up the network and an-
other cycle for the data collection process). However, 
the authors use three cycles (one cycle for setting up 
the network and two cycles for data collection) in the 
simulation’s implementation. 

In the next section, the MASP and ZEAL protocols 
are implemented with a well-known simulator (NS-3) 
to show the effect of the time-saving method on data 
delivery and energy consumption.

7.3. Implementations and evaluation 
	 of the results

The MASP and ZEAL protocols are implemented in the 
NS-3 simulator, using randomly distributed nodes. The 
network area is assumed to be a rectangle (400 x 200 
m). The mobile sink moves on a constrained path at the 
bottom of the rectangle. The initial energy of the nodes 
is 3000 J with a 52-m communication range. The speed of 
the mobile sink is 5 m/s. The data transmission rate from a 
sub-sink to a mobile sink is 20000 bps; the data transmis-
sion rate from a member node to a sub-sink is 8232 bps.

In this section, the data collection performance of the 
MASP protocol (with three cycles) and that of the ZEAL pro-
tocol (with two and three cycles) is compared in terms of

•	 Data delivery (Data Del): the percentage of the 
delivered data (the sink node) relative to the to-
tal number of nodes.

•	 Average of the remaining energy (Avg Re Eng): 
the percentage of the average remaining energy 
relative to the initial energy.

According to Eq. (1), the number of cycles affects the 
total data collection time. In the data collection pro-
cess, the ZEAL protocol saves one movement cycle of 
the mobile sink, so the ZEAL protocol saves 33% of the 
total time needed for the data collection. This saving is 
highly relevant in many WSN applications, especially in 
emergency applications.

Figs. 4 and 5 show that the ZEAL protocol with two 
cycles is better in saving energy than the MASP and 
ZEAL protocols with three cycles. This saving occurs by 
reducing the time needed for data collection and the 
number of transmitted messages. Therefore, if the ob-
jective of a WSN application is saving energy, then it is 
better to use the ZEAL protocol with two cycles only.
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In contrast, the MASP and ZEAL protocols with three 
cycles are better in data delivery than the ZEAL proto-
col with two cycles.

Figs. 4 and 5 show the trade-off between data deliv-
ery and the average reaming energy, indicating that 
maximising the data delivery implies more energy con-
sumption. In contrast, increasing the time of data col-
lection improves the data delivery.

Fig. 6 shows that the MASP protocol is better than the 
ZEAL protocol in data delivery with an increasing num-
ber of nodes. The results show that the MASP protocol 
is more suitable for large-scale networks.

Fig. 4. MASP and ZEAL with 120 or 140 nodes

Fig. 5. MASP and ZEAL with 150 or 170 nodes

Fig. 6. MASP and ZEAL with 180 or 200 nodes

8.	 CONCLUSION AND FUTURE WORK

Using mobility in data collection improves the en-
ergy consumption and affects the network’s lifetime.  
However, mobility causes new challenges, such as rout-
ing the mobile sink, contact discovery, data transfer, 
and motion control.

Recently, zone-based protocols have proved to be ef-
ficient in the data collection process while minimising 
energy consumption.  

This study presented a detailed comparison between 
the MASP and ZEAL protocols, which will be helpful for 
researchers in selecting the most suitable protocol for 
a WSN application. The results indicated that the ZEAL 
protocol with two cycles saved 33% of the total time 
needed for the data collection in the MASP protocol, 
therefore, it is suitable for emergency applications.

However, if time is not critical, the MASP protocol 
with three cycles can be used to maximise the data 
delivery. In addition, the results showed that the MASP 
protocol is more suitable for large-scale networks.

Future work will be related to developing zone-based 
protocols using artificial intelligence features to im-
prove the contact discovery and data transfer methods.
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