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Abstract - Network security has grown to be a major concern in recent years due to the popularity and development of Wi-Fi networks.
However, the use of Wi-Fi networks is expanding quickly, and so is the number of attacks on Wi-Fi networks. In this paper, a novel WiFi
Unauthorized Access Detection System (WUADS) technique has been proposed to detect unauthorized access in the WiFi network.
Initially, the Wi-Fi frames are collected from the AWID dataset. The features of the Wi-Fi frame are extracted by using Principal Component
Analysis (PCA). Finally, the Deep Belief Network (DBN) is employed for classification into authorized access and unauthorized access. The
efficiency of the proposed WUADS technique was evaluated based on the parameters like accuracy, F1score, detection rate, precision,
and recall. The performance analysis of the proposed WUADS technique achieves an overall accuracy range of 99.52%. The proposed
WUADS method has a high success rate and the quickest attack detection time compared to deep learning techniques like CNN, RNN,
and ANN. The proposed WUADS improves the overall accuracy better than 1.12%, 0.1%, and 14.22% comparative analysis of the SAE
(Stacked AutoEncoder), WNIDS (wireless Network Intrusion Detection System), and 3D-ID (3 Dimensional-Identification) respectively.

Keywords: Wi-Fi networks, unauthorized access detection system, Principal Component Analysis, Deep Belief Network.

1. INTRODUCTION (WLANSs) utilize access points and wireless media, ex-
panding rapidly as a wired technology alternative [4].
Found in numerous sectors like finance, telecommu-
nications, healthcare, education, and public agencies,
WLANSs establish an invisible pathway between devices
and the internet [5]. The growing popularity of WiFi can

be attributed to its high data rate, flexibility, affordabil-

A Wi-Fi network comprises a wireless gateway fa-
cilitating internet access for various devices, with the
router acting as a central hub connected to the internet
modem [1]. Globally, wireless networks face increasing
cyber threats, marked by sophisticated and persistent

attacks that can bypass traditional security measures.
The ubiquity of WiFi in diverse settings, such as busi-
nesses, coffee shops, and educational institutions,
makes it challenging to verify users, leading to poten-
tial vulnerabilities [2, 3]. Wireless Local Area Networks
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ity, efficiency, mobility, and universal accessibility [6].

Data is transmitted and received by WiFi (sometimes
referred to as a transceiver). AWLAN and fixed wire net-
work can be connected by an access point, which also
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creates links between users on the network [7]. WiFi
data usage and communication are growing and are
now considered necessities of an ever-expanding mod-
ern society; they are present in almost all homes, busi-
nesses, and public places [8, 9]. The Wi-Fi-Protected-
Access/Preshared-Key (WPA2-PSK) does not guarantee
100% security and is still vulnerable to some types of
attacks, including de-authentication, downgrade, and
network security can be compromised by Denial-of-
Service (DoS) attacks [10]. The challenge is coming up
with a proactive and efficient method for quickly identi-
fying illicit WiFi access. Current intrusion detection sys-
tems frequently fail to provide alerts in real time or may
produce false positives, which negatively affects user
experience and network performance. Furthermore, a
solution that can detect unwanted access across a vari-
ety of devices and network configurations and react to
developing threats is required due to the growth of loT
devices and diverse network designs. To overcome the
above problem, a novel WUADS technique has been
proposed to detect unauthorized access in the WiFi
network. The main contributions are as follows:

« Initially, all Wifi frames are collected from the
network traffic and from that data, a dataset has
been constructed.

. After that, the features of the WiFi frames are
extracted using Principal Component Analy-
sis (PCA) to reduce the dimensionality of Wi-Fi
frames and capture the most significant varia-
tions in the data.

- Then, the extracted features are given as input
to the Deep Belief Network (DBN) for the clas-
sification of Wi-Fi frames into authorized access
and unauthorized access.

- If Wi-Fi frames signal unauthorized access, the
subsequent steps may include generating alerts
and blocking the unauthorized device.

«  The criteria F1 score, recall, precision, specificity,
and accuracy are used to analyse the proposed
technique's performance.

The remainder of the analysis is divided into the fol-
lowing sections: The literature review is thoroughly
described in Section Il. The recommended WUADS
method is described in Section Ill. Section IV presents
the findings, while section V summarizes the results.

2. LITERATURE SURVEY

Wi-Fi attacks fall into two main groups: those targeting
network security and those affecting network deploy-
ment strategies. Here's an overview of recent advance-
ments in security management for Wi-Fi networks.

Ref. [11] had analysed various wireless network as-
saults and performed network attack classification us-
ing stacked autoencoder (SAE) and deep neural net-
works (DNN). The experimental result shows that the
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classification accuracies achieved a 98.4%, 98.3% and
73.12%, respectively. The paper lacks discussion on
model interpretability, essential for practical deploy-
ment in real-world scenarios.

Ref. [12] had analysed various risks to users' personal
activities in light of growing business interest in track-
ing openly broadcast wireless data. Additionally, it
demonstrates how an utterly inert eavesdropper can
identify the data being transferred over the network.
The lack of workable remedies for dangers to user pri-
vacy that have been outlined in the study leaves users
in the dark about how to reduce the risks.

A Wireless Network Intrusion Detection system
(WNIDS) [13] was developed to effectively detect at-
tacks. In order to order the network data as normal or
belonging attack. With a smaller set of features, WNIDS
gets a multi-class classification accuracy of 99.42%.
Drawback of the proposed WNIDS is that it has identi-
fied some flooding assault events in the test dataset as
regular records.

A 3D-ID, a WiFi vision-based person re-ID system [14]
was proposed in three dimensions. WiFi can picture
a person in their actual surroundings thanks to WiFi
equipment and a 2D AoA (Angle of Arrival) assessment
of the signal reflections. The precision of the 3D-ID sys-
tem is 85.3%. A disadvantage is that it has trouble with
limited user evaluation, sensing range, and crowded
areas.

CSl-based localization [15] was proposed, using an
active device in place of ajamming harmful signals and
disrupting communications, which serves as a relay
and passes the received frames with a random delay.
Promising initial results and a prototype show efficient
location obfuscatio. The drawback is that it faces limi-
tations and complexities, particularly in MIMO systems
and real-world deployment challenges.

An automatic feature selection system and two-
phase hybrid ensemble learning NIDS based on ma-
chine learning [16] was proposed Using four distinct
machine learning classifiers. With a detection rate of
0.9314 and a false alarm rate of 0.0144, the THE-AFS-RF
model outperformed the others for the wireless appli-
cation. Drawback is the Proposed NIDS struggles with
data volume, lacks external validation.

A method for training artificial neurons to identify
intrusions on WiFi networks using a bio-inspired opti-
mization algorithm (BOA) [17] was proposed. The WiFi
intrusion detection framework works better than any
other method, therefore it might be considered a back-
up plan for protecting WiFi networks. Proposed WiFi
intrusion detection faces challenges handling complex
features, potential convergence issues in real-world
scenarios.

A high-performing, low-complexity machine learn-
ing-based WiFi intrusion detection system (WiFi IDS)
[18] was proposed. According to the results, it performs
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better than other classifiers and offers enhanced ac-
curacy with 20% fewer test runs and 26 times shorter
training times than XGBoost. One disadvantage of WiFi
Intrusion Detection Systems (IDSs) is that they are sus-
ceptible to difficulties with outdated models and pro-
cessing costs.

Although these techniques function better than those
previously created, they have significant disadvantages,
including data loss, privacy infringement, high ser-
vice costs, hosting, and server issues. In this research, a
unique proposed approach called WUADS has been of-
fered to address the aforementioned shortcomings.

3. PROPOSED SYSTEM

In this section, a novel WUADS technique has been
proposed to detect unauthorized access in the WiFi
network. Initially, the Wi-Fi frames are collected from
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the AWID (Aegean Wi-Fi Intrusion Dataset) dataset. The
features of Wi-Fi frame are extracted by using Principal
Component Analysis (PCA). Finally, the Deep Belief Net-
work (DBN) is employed for classified into authorized
access and unauthorized access. WUADS is an anoma-
ly-based Wi-Fi network detection system. By searching
for the state machine, which encapsulates the normal
behavior of the protocol through its state transitions,
one can keep an eye on state transitions in the Wi-Fi
protocol. WUADS mimics the WiFi protocol's typical
behavior. The results of network experiments can vary
depending on the protocol that is utilized. Each proto-
col may have quite different communication protocols,
and there is a chance that the experiment's channel
and bandwidth will not work as intended. 802.11n is
the most widely used wireless communication stan-
dard in the real world. Figure 1 shows the overview of
proposed WUADS methodology.
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Fig. 1. An overview of proposed WUADS methodology

3.1. WORKFLOW OF WUADS METHODOLOGY

The proposed method's overview consists of a pro-
cedure for gathering and analyzing data. A variety
of technologies, including computers, smartphones,
tablets, the internet, modems, routers, firewalls, and
switches, are used to gather data. After gathering the
data, a dataset has been constructed. Principal com-
ponent analysis is used to extract features from the
dataset that the deep belief network can analyze. The
authorization or unauthorizedness of data access is de-
termined by the deep belief network. Either permitted
or unauthorized access is the process's outcome.
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3.2. DATASET COLLECTION

The dataset contains Wi-Fi activity that was captured
over around five days and simulates a WUADS scenario.
It has a desktop in monitor mode collecting frames, an
access point, and Wi-Fi stations. One gadget invades the
other. The dataset has four identified classes—three at-
tack classes and one normal class—and provides multi-
ple variations, including attack-specific and attack-class
variants. The three types of assault are impersonation,
flooding, and injection. 17 different Wi-Fi assaults are
assigned to traffic records by the attack-specific version.
We use the condensed attack-class form of the dataset,
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which is available in both big and smaller variants to ac-
commodate varying processing capacities.

3.3. PRINCIPAL COMPONENT ANALYSIS (PCA)

In this section, describe the WiFi frames can be fea-
ture extraction process by using PCA [19]. It is a widely
used technique to reduce the dimensions of features.
When the feature space is complex, conventional PCA
cannot produce effective results since it linearly lowers
the dimensions. To enhance the feature reduction pro-
cess generalizes standard PCA to nonlinear dimension
reduction. A useful feature dimension reduction ap-
proach is PCA, which is applied after the features have
been normalised. To lower the dimensionality of huge
datasets, eigenvectors of the covariance matrix with
the greatest eigenvalues are identified using dimen-
sionality reduction techniques like PCA. PCA algebraic
definition is as follows:

Calculate the mean of B for data framework B as fol-
lows:

w=E(B)
Determine B's covariance as follows:

CU = Cpy(B) = E[(B — W)(B — 0

(1

(2)

Count the eigenvalue )\j, and eigenvector a,a,...a,
j=1,2...N of the covariance CV. The equation is solved
for the Covariance CV;

_ Tt
Wi = M An

4)

The mutual range should be 83% greater than the
size of the major segments, therefore choose the first
K eigenvalue that did this, information about a more
compact measurement subspace,

P=Wt-Y (5)

Where Y is the original data that was knotted, and ¢t
denotes the transfer matrix. Operating the main K ei-
genvector independently from n to K (K<n).) increases
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the number of variables or measurements. The Wi-Fi
network packets contain the attributes listed in Table 1.

(6)

Whereas, [ give the identity matrix credit for having
dimensions that resembles CV. Decide on the A_Eigen-
values of the component K by counting the proportion
of the data that the first component accounts for. The
weight matrix W,, whose columns are B, B eigenvalues,
is established as follows:

|Al—CV|=0

Table 1. Initial feature set from dataset

SI.No Features Description
1. frame_epoch_time Epoch time
2. IP Add 1 Mac add 1
3. IP Add 2 Mac add 2
4. frame_type Frame type
5. frame_subtype Framesubtype

To extract the frame epoch time from an unpro-
cessed Wi-Fi frame, which represents the moment that
the network device first noticed the frame, 1 and 2 ad-
dresses. The address frame type and frame variation
can be found in two different places in a Wi-Fi frame.
Using a set of frame source and frame destination ad-
dresses, we divide the Wi-Fi data into flows or sessions
with a time interval of "t seconds". Depending on the
type of Wi-Fi frame and how the Wi-Fi protocol is imple-
mented, we can use the first four Wi-Fi addresses to de-
termine the source and target Wi-Fi addresses.

3.4. DEEP BELIEF NETWORK (DBN)

WiFi frames may be divided between authorized and
unauthorised access using the Deep Belief network. This
network is referred from [20-22]. The DBN, which is able
to extract the deep characteristics of the original data, is
created by superimposing Boltzmann finite devices on a
number of layers. The DBN's goal is to raise the likelihood
of training data. Architecture of DBM shown in Fig. 2.
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\‘: ""‘ ; Authorized
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A Unauthorized
AA
/’,‘Q access

/ %

7
4

Fig. 2. Architecture of DBN
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The DBN inputs are first sent to a low-level Restrict-
ed Boltzmann machine (RBM), which then begins the
training process. After training the DBN outputs-con-
taining top level RBM, the training process proceeds
gradually up the hierarchy. Application of the energy
function comprises:

p(LyLy) = Fyt x e "lxt) (6)

Where L, and L, stand for the binary states of the
hidden unit k and the visible unit j, respectively, and F
designates the partition function created by combin-
ing probable pairings of exposed and hidden units,

By = Tty e 00 7)

The following formula is used to get the energy of
the entire hidden and visible unit configuration.

F(Lx' Ly) = —Xj=1bjly; — 2jjeLyjLyk Zjie (8)

Where ZJ stands for the ratio of visible to hidden
units, and b and c, refer to the overt and covert unit
biases, respectlvely Updating the RBM weight requires:

En(LjLyx) (9)

Where F, (ij L,)and Fm:(LX] L ) represent the expec-
tations of the model and the training set, respectively.
Ultimately, WiFi frames are categorized into allowed
and unauthorized access using a DBN.

D=1 Ci Ly —

AZj = Fy (LyjLyx) —

4. RESULT AND DISCUSSION

In this section, the experimental arrangement of the
suggested WUADS was implemented using MATLAB to
detect authorized and unauthorized access. Accuracy,
precision, recall and specificity, are the different met-
rics used to evaluate it.

4.1. PERFORMANCE ANALYSIS

The following statistical metrics, including precision,
specificity, F1 score, recall, and accuracy, are used to
evaluate the success of the classification technique.

TP+TN

Accuracy = —————0b (10)
Precision = TPT-:)FP (11)
Recall = —— (12)
Specificity = TNTiVFP (13)
F1lscore =2 (%m) (14)

Where TB, FP stands for the true and false of the sam-
ple and TN, FN stands for the true and false negatives.

Table 2 displays the classification of various WiFi
security classes in relation to specific factors. the sug-
gested WUADS's average accuracy, F1score, precision,
recall, and specificity with the given parameters. The
suggested WUADS have an average accuracy of 99.49%
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and 99.56%, respectively. Presentation scrutiny of the
proposed model shown in Fig. 3.

Table 2. Performance Analysis of the proposed

model
Class Accuracy Specificity Precision Recall F1 Score
Authorized 99.49 95.56 89.25 85.97 88.89
Unauthorize ~ 99.56 96.25 90.31 86.69 88.75
100
95
90
85
80
75
Authorized Unauthorized
B Accuracy Specificity = Precision Recall m®F1 Score

Fig. 3. Performance analysis of the proposed model
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Fig. 4. Accuracy of proposed approach training and
testing
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Fig. 5. Loss of proposed approach in training and
testing

Figures 4 and 5 show how the recommended meth-
od has produced excellent accuracy throughout both
training and testing. Performance is determined by ac-
curacy, specificity, precision, recall, and the F1 score,
and the proposed model's accuracy is 99.52%.

141



4.2. COMPARISON ANALYSIS

The proposed model and the current deep learning
models are compared and analysed in this section. Pre-
cision, specificity, recall, accuracy, and F1 score were
castoff to assess the presentation of current approach-
es in order to prove that the recommended strategy's
outcome is more successful. Table. 3 compares the pro-
posed model to CNN, RNN, ANN, and DBN, four types of
machines learning neural networks.

Table 3. comparison between the suggested model
to current deep learning networks.

Network Success Rate (%) Detection Time (sn)
CNN 70.5 710
RNN 74.8 736
ANN 85.4 787
Proposed(DBN) 929 863

From Table 3 compares the various algorithms such
as CNN, RNN, ANN, DBN and it determined the unau-
thorized access at the highest rate and in the short-
est time. It would be instructive to also list in Table 4
the corresponding optimal scores by the other deep
learning algorithms. And it clearly indicates that the
proposed DBN achieved better result than other algo-
rithms. Successive rate of prevailing deep learning net-
works and the proposed model shown in Fig. 6.

: L
80
60
40 2
20
0
CNN RNN ANN DBN

Networks

Success Rate (%)

Fig. 6. Successive rate of existing deep learning
networks and the proposed model

Fig. 6 illustrate, the successive rate of existing deep
learning networks and the suggested technique. It
clearly shows the proposed WUADS method has high
success rate compare to deep learning techniques like
CNN, RNN, and ANN.

900
800
2 700
< 600
E 500
= 400
£ 300
£ 200
k3
& 100

0
CNN RNN ANN DBN

Networks

Fig. 7. Detection time of existing deep learning
networks and the proposed model
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The typical time required to spot one assault is shown
in Fig. 7. The proposed WUADS outperforms CNN, RNN,
and ANN by roughly 75% and has the shortest attack
detection time when compared to existing methods.

Table 4. Comparison of the current and suggested

models
Authors Methods Accuracy
Wang et al.[11] SAE 98.4%
Reyes et al. [13] WNIDS 99.42%
Ren et al. [14] 3D-ID 85.3%
Proposed WUADS 99.52%

From Table 4 the proposed WUADS progresses the
inclusive accurateness better than 1.12%, 0.1%, 14.22%
Wang et al. [11], Reyes et al. [13], and Ren et al. [14].
The various recommended techniques are contrasted
in Table 4. The data clearly demonstrates that the aver-
age accuracy value is 99.52%, meaning that the clas-
sifier used in the feature extraction and classification
approach provides a higher accuracy number.

An extensive comparison of accuracy amongst exten-
sive approaches is shown in Fig. 8, Sharp differences dem-
onstrate proposed WUADS better performance and dem-
onstrate how well it works to produce accurate results
when compared to other models. The proposed WUADS
improves the overall accuracy of 1.12%, 0.1%, 14.22%
than existing SAE, WNIDS, 3D-ID correspondingly.

100 c
95
= |
9] :
2 8 ‘
80
75
SAE WNIDS  3D-ID  Proposed

Fig. 8. Comparison in terms of Accuracy

5. CONCLUSION

In this paper, a novel WiFi Unauthorized Access De-
tection System (WUADS) technique has been proposed
to detect unauthorized access in the WiFi network.The
AWID dataset is where the Wi-Fi frames are first gath-
ered. PCA is used to extract the Wi-Fi frame's features.
Lastly, approved and illegal access are classified using
the DBN. The efficacy of the suggested WUADS tech-
nique was evaluated based on variables such as detec-
tion rate, F1score, precision, accuracy, and recall. The
suggested WUADS technique's performance analysis
yields an overall accuracy range of 99.52%. Comparing
the suggested WUADS method against deep learning
techniques such as CNN, RNN, and ANN, it has the fast-
est attack detection time and a high success rate.
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Comparative examination of the SAE, WNIDS, and
3D-ID shows that the proposed WUADS improves over-
all accuracy by 1.12%, 0.1%, and 14.22%, respectively.
Although proposed WUADS provides a solid solution,
it has several drawbacks, such as dataset dependence
and possible noise in the feature extraction process
the future work will be to integrate user authentica-
tion procedures to DBN-based detection, resulting in
a multi-layered security strategy that blends machine
learning and conventional techniques.
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