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Abstract - The Internet of Things (loT) is a vast network of real, tangible objects or "things" that can communicate and share data
with other systems and gadgets over the Internet. A vital component of assuring the secure and dependable operation of IoT systems
and devices is loT security. Attackers may use loT devices to get unauthorized access, change functionality, or compromise the data
that the device collects and transmits. The risks of loT security breaches grow as more devices connect and exchange sensitive data.
To check the vulnerability in lot devices, a novel Blockchain enabled lot based Security Assessment for intrusion (Block-ISAl) technique
has been proposed. Bag of Words (BoW) technique is used for feature extraction of APl documents which helps to make the document
simpler. Blockchain technology is utilized for secure data storage and IoT device registration. In order to detect intrusion, a deep learning
architecture is designed using the verified data The attack is either detected or not detected when the vulnerability is found using the
GloVe-CNN-BIiLSTM Model. If the vulnerability is detected then alerts will be given. Utilizing evaluation measures like accuracy, time
efficiency, precision, F1 score, detection rate, recall, false alarm rate, usability and reliability the efficacy of the suggested ISAl technique
has been assessed. By the comparison analysis, the proposed ISAl technique’s detection rate is 18.22%, 19.43%, and 3.13% higher than
the existing HIDS, NIDS, and ML-DDoS techniques respectively. The accuracy of the proposed system is increased by 0.69%, 6.04%, and
36.15% as compared to the HIDS, NIDS, and ML-DDoS method using UNSW-NB 15 dataset and increases by 2.37%, 18.32%, and 5.95%
using KDDCUP 19 dataset respectively.
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1. INTRODUCTION Device security, which focuses on protecting specific
devices from unwanted access, tampering, or exploi-
tation, is a vital component of IoT security [7]. Making
sure that only permitted parties can access and control
loT devices, entails designing secure hardware and
firmware designs, enabling encryption methods, and
utilizing authentication techniques [8,9]. loT device se-

curity is used for the security procedures implemented

Internet of Things (loT) is to connect a collection of
connected objects so that they may exchange data
and communicate with one another online [1]. Its ap-
plications extend across numerous industries, enabling
companies, boosting productivity, and raising people's
quality of life all across the world [2]. loT's fundamen-

tal idea is that by enabling communication between
linked things and people, a massive network of inter-
connected devices can be built [3-5]. Smart homes,
healthcare, transportation, agriculture, manufacturing,
and many other sectors and businesses have the po-
tential to undergo major transformations as a result of
loT technology [6].
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to protect loT devices and the data they gather, trans-
port, and store [10]. loT devices are real-life objects that
have sensors, software, and connection built into them
so they can communicate with other loT devices and
systems via the Internet [11, 12]. A block, which is a sort
of digital information, and a chain, which is an open
database, make up the first blockchain. As soon as in-
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formation is embedded into the immutable sequence
of blocks, it becomes impossible to change, providing
protection against data poisoning attacks [12]. Decen-
tralized architecture enables smart contracts to im-
prove trust between the parties involved in data trans-
fer. These smart contracts carry out and enforce the
conditions of the contract on their own. Moreover, con-
sensus processes provide an extra degree of security by
securing the integrity of the distributed data stored in
the blockchain [13].

loT devices regularly capture and communicate sen-
sitive data, such as private information, health data, or
financial details. If vulnerabilities are present and not
discovered, hackers may use them to intercept data or
obtain unauthorized access to the device. loT device
adoption has increased worries regarding security, pri-
vacy, and dependability [14]. loT devices could include
security flaws that would be easy for bad actors to use if
vulnerability detection wasn't present [15]. The need to
address potential vulnerabilities and defend against ma-
licious attacks is becoming more and more important as
the number of loT devices increases. In this paper, a nov-
el Blockchain enabled loT based Security Assessment for
intrusion (Block-ISAI) technique has been proposed to
detect the vulnerability attack in loT devices. The follow-
ing is a list of the paper's main contributions.

« Initially, APl documents are collected from the loT
vendors and then the APl document undergoes
into feature extraction process.

« In the feature extraction process, the document is
analyzed and the Bag of Words (BoW) technique is
used for feature extraction and then the output is
given to the input message creation module from
the feature extraction module.

« A new input message is created and the text mes-
sage is given to the loT devices, it generates the re-
sponse and it is verified by the verifier.

«  Blockchain technology is utilized for secure data
storage and loT device registration. In order to de-
tect intrusion, a deep learning architecture is de-
signed using the verified data.

«  The vulnerability is detected by using the GloVe-
CNN-BiLSTM Model and the output is generated as
attack detected and attack not detected.

The remainder of this study is explained in the man-
ner that follows: Section Il analyses the study based on

the literature. Section Il provides a detailed description
of the proposed system. Section IV represents the result
and discussion, and Section V represents the conclusion.

2. LITERATURE REVIEW

In 2019, Khraisat et al. [16] suggested a unique en-
semble Hybrid Intrusion Detection System (HIDS) to
safeguard Internet of Things devices. The findings in-
dicate that, in comparison to SIDS and AIDS methods,
the suggested hybrid IDS yields a higher detection rate
and a smaller percentage of false positives. In 2021, Roy
and Srirama [17] suggested a decentralized security
system for the Internet of Things (loT) mobile edge and
fog computing. The trial results shows that it outper-
forms all other methods in its sector and can be used
effectively and efficiently as a security feature.

In 2021, Kumar et al, [18] presented a fog-cloud
architecture-driven framework for ensemble learning
that is used to detect cyberattacks on Internet of medi-
cal devices. The experimental results show that the it
can achieve 99.98% detection rates, an accuracy of
96.35, and limit false alarm rates up to 5.59%. In 2021,

In Qaddoura et al. [19] recommended a strong intru-
sion detection system that makes use of a thorough
multi-layer categorization method. The proposed tech-
nique outperforms the alternatives in terms of the G-
mean, which is 78% instead of KNN's 75%.

In 2021, Awotunde et al. [20] proposed several Net-
work Intrusion Detection Systems (NIDSs) to defend
and combat IloT systems in terms of FPR, detection
rate, and accuracy, the recommended technique out-
performs other pertinent methods by 99.0%, 99.0%,
and 1.0%, respectively. In 2022, Hamza et al. [21] sug-
gested the HSAS-MD analyzer, a new hybrid (static and
dynamic) SAS that highlights loT programs from a thor-
ough analytical perspective. The results of the test indi-
cate that HSAS-MD provides 93%, 91%, 94%, and 95%
F-measure, recall, precision, and accuracy, respectively.

In 2022, Hayat et al. [22] suggested a multilayer DDoS
mitigation technique (ML-DDoS) that uses a block-
chain-based infrastructure to protect devices. The find-
ings show that, proposed framework offers up to 35%
throughput improvement, up to 40% latency improve-
ment, and up to 25% better CPU utilization.

The comparison table of existing methods are given
in the Table 1.

Table 1. Comparison with existing Techniques

Authors Methods

Khraisat

etal.[16] HIDS

Roy and Sgcurlty system for the IoT'
Srirama [17] mobile edge and fog computing

with block chain
Ensemble learning and fog-cloud
Kumar . .
etal.[18] architecture-driven cyber-attack
’ detection framework.
388

Evaluation Criterion

True positive rate, F-measure, false positive rate, and
accuracy

Accuracy, precision, detection rate, F1 score and
false alarm rate

Results

The accuracy of malware detection is 94%.

Mathew correlation coefficient (MCC), Positive
Predictive Value (PPV), Identification Rate (IR),
Accuracy, F-Score, Identification Time (IT)

It has the accuracy of 95.2%

The experimental results show a 99.98%
detection rate, a 96.35% accuracy rate.
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Qaddoura A deep multi-layer classification

etal.[19] approach
Awotunde,
etal.[20] NIDS
Hamza HSAS-MD analyzer
etal.[21] 4
Hayat
etal.[22] ML-DDo5

3. BLOCKCHAIN ENABLED IOT BASED SECURITY
ASSESSMENT FOR INTRUSION (BLOCK-ISAI)
TECHNIQUE

In this paper, a novel Blockchain enabled lot based
Security Assessment for intrusion (Block-ISAl) tech-
nique has been proposed to detect vulnerabilities in
loT devices. Initially, APl documents are collected from
the loT vendors and then the APl document undergoes
into feature extraction process. These APl docs provide
details on the acceptable inputs for calling the API-
based functionality of loT devices. The Bag of Words

FEATURE EXTRACTION R ———

E nET a6F

N Bag of i ®Q s §®

o1 ] oo INPUT MESSAGE “eDw

= = | (Bow) )| CREATION |[=)| #*0asm

. i Format Text B aaEH

o T Messages ————
VENDORS ANALYSIS 10T DEVICES

Accuracy, Recall, and G-mean measures
F1-score, recall, specificity, accuracy, and precision

Assessed using the widely accepted metrics of
recall, accuracy, precision, and F1 score

Precision of detection, efficacy of mitigation,
scalability, and resilience against hostile assaults

G-mean's value of 78% is in contrast to
KNN's 75%

Accuracy, detection rate, and FPR by
99.0%, 99.0%, and 1.0%, respectively

For accuracy, precision, recall, and
F-measure, it offers 95%, 94%, 91%, and
93%, respectively

It improves throughput by up to 35%,
latency by up to 40%, and CPU utilization
by up to 25%

(BoW) algorithm is used for feature extraction of API
documents provided by the loT vendors a new input
message is created and the text message is given to
the loT devices, it generates the response and it is veri-
fied by the verifier. Blockchain technology is utilized
for secure data storage and loT device registration. In
order to detect intrusion, a deep learning architecture
is designed using the verified data. GloVe-CNN-BiLSTM
Model is used to detect vulnerability in loT devices.
The proposed Block-ISAl method's whole framework is
shown in Fig 1.
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Fig. 1. Blockchain enabled loT-based Security Assessment for Intrusion (Block-ISAI) Framework

3.1. APIDOCUMENTS FOR IOT DEVICES

To assist developers in using their device APIs, the
majority of loT vendors publish an APl document. The
APl document is semi-structured, published in HTML
pages, and is available to the public on the Internet.
The specifics of the API requirements are usually the
first section of an APl document. API specifications are
information obligatory to construct an appeal note to
use a certain device API.

3.2. FEATURE EXTRACTION

In the feature extraction process, the Bag of Words
(BoW) technique is used for extracting features and
analyzing the document is a key stage, especially when
working with textual materials.
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3.2.1 Bag of Words (BoW) technique

The Bag of Words is a simple and commonly used
feature extraction technique. Text representation is the
first step for a machine to comprehend the text. The
formula for the bag of words representation of a docu-
ment is given in (1).

bow(dg ):[count(wo , dn ),
count (WOZ, da)..., countl(wg , da)]

(1)

Where n represents vocabulary size and the docu-
ment as d, bow(d ) represents the bag of words rep-
resentation. Text tokenization is the process of seg-
menting text into words by utilizing white space and
punctuation as delimiters. Using the BoW technique,
every document is represented by a numerical vector,
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resulting in a fixed feature set. Word frequency in the
document is indicated by values in the vector. Formula
(2) expresses the BoW design.

z=lz, 2, Zy.....Z_ ] (2)

Where, z=n, if the j-th word appears in the text and
z=0 if the j-th word does not appear in the text. Two
types of features—permission and APl function calls—
are extracted from the API specification using the BOW
approach. The permissions may be collected from the
manifest files, and the API function calls are taken from
the Java source files. Then, they will include the two
collections into the feature set, which serves as an in-
put for the deep learning network's training and test-
ing purposes. Two classes can be distinguished from
the classification result based on the DL model. Table 2
provides some instances for the List of Permission Fea-
ture Groups from the APl document.

Table 2. Permission Feature Groups from API
document

Permission Group Permissions

android. permission. READ_CALENDAR

e android. permission. WRITE_CALENDAR
STORAGE android.permission.READ_EXTERNAL_STORAGE
android.permission.WRITE_EXTERNAL_STORAGE
SENSORS android.permission.BODY_SENSORS

android.permission.USE_FINGERPRINT

3.3. INPUT MESSAGE CREATION

The feature extraction module generates numerical
vectors for the input message creation, aligning with
target loT device APIs. User-configured values serve as
templates, with default parameters in input vectors. In
the advanced block, unnecessary parameters are ran-
domly discarded, and missing ones are created. The
module efficiently updates a parameter subset, en-
suring a formatted message is sent to loT devices. Re-
sponses are directed to a blockchain-enabled security
architecture. Fig 2 shows the proposed ISAl technique’s
flow chart.

3.4. BLOCK CHAIN ENABLED SECURITY
ARCHITECTURE

Six separate processes comprise the first degree of
security: 1) Starting; 2) Registration and Authentica-
tion; 3) Encoding and Decoding; 4) Block Generation
and Verification; 5) Data Creation and Updation of
block; and 6) Consensus. Below is a full explanation of
how each phase operates.

3.4.1. Starting Phase

In order to register the loT device (ID), the trusted ver-
ifier (V) assesses this phase and bootstraps the frame-
work parameters. Stage 1: The verifier V) selects the
largest prime value (BP ) suitable for a non-singular el-
liptical arc. Random generator g is chosen for g1, and
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bilinear mapping b, is established from glxgl—g2.
Stage 2: The Prwk (private key) is selected at random
by the verifier.

Detailed explanation is as follow
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Fig. 2. Flowchart of the proposed Block-ISAl method

Next, Pb k= Pr, kis used to generate the public key,
or Pb k where K.g stands for multiplication points on
an elliptic curve. Stage 3: Vr then selects the one-way
cryptographic hash function Hh(.).

3.4.2. Registration and Authentication Phase

loT device ID requests verifier Vr to join the block-
chain (BC) network during the registration step. The loT
device's mac address (M) and device identification (i)
are the two main components that ID uses to construct
the provisional key PL,.Timestamp (TS) is saved for ID
registration verification when the PL, is successfully
produced. Both PL,, along with matching i, and M,
are sent to the verifier.
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3.4.3. loT-generated data encryption and
decryption Phase

Following the successful registration of the loT de-
vice (ID) with the verifying authority, V_is a public key
Pb, and Pr, private key is produced. Next, the secret
keySK, is computed over the infinite field ZBP and
random picked point BP_over the elliptic curve. Equa-
tions (3) and (4) illustrated the two distinct ciphertexts
from which the encrypted data are separated.

C, = (BB,1 X BP,,) + SK;p (3)
C, =M + (BR,1+ Pb;p) + SKjp 4)
M = ((Cq — Pbjp) X Cq — SKjp (5)

The message created by an loT device is represented
by M, while C, and C, indicate the ciphertext. Equation
5 is finally used to decrypt the message.

3.4.4. Block Generation and Verification phase

The process of creating and validating blocks begins
after a successful ID registration. Stage 1: The first step
consists of key pairs for loT devices (ID), such as Pb,,
and, where Pb  is a public key and Pr, is a private key.
Stage 2: Ed generates Edsg and sends it to ID for verifica-
tion. ID validates the signature, and submits a request
for Edsg to join the BC network. Stage 3: A new block
i, Pis created and sent for blockchain.

3.4.5. Data Creation and Updation of Block

This stage explains the process of creating data and up-
dating the corresponding block. Stage 1: Initially, a new
transaction (i, ''*) is established along with Sig, , Pb,, and
i, of ID. Stage 2: Furthermore, records are verified Pb
for the corresponding i, in addition to i ™ and Sig,.
Stage 3: Further, i " is successfully appended to the

BC network and updated.

3.4.6.Consensus Phase

The i, is generated, transmitted to loT devices, and
integrated into the BC following ZP verification. The
PBFT consensus technique is employed for transaction
authentication and addition to the blockchain network
(i,“by i, ). The SHA-512 algorithm computes the trans-
action hash and the block is added to the BC.

3.5. GLOVE-CNN-BILSTM MODEL

GloVe-CNN-BIiLSTM Model is the combination of
Global Vectors for Word Representation (GloVe) with
Convolution Neural Networks-Bidirectional Long
Short-Term Memory (CNN-BiLSTM) algorithm to detect
the vulnerability in the loT devices.

3.5.1. GloVe Model

A GloVe model is a useful tool for using data from the
global corpus and adjusting the learning model based
on the context window. The following equation (6) can
be used to define the GloVe model:

Volume 15, Number 5, 2024

K=Y W Wi+a+a -] (6)

where Y is the cooccurrence matrix, Y,-,- represents
how many times the terms j and i appear together in
a single window, w, and W, stand for the word vectors
of j and i. M is the dimension of the cooccurrence ma-
trix MxM, a, and a, are the deviation terms, and fis the
weight function. The following is the formula for f(y):

0/ Yma)® s Y < Vmax
fo) { L Y2 Ymax

3.5.2. CNN-BiLSTM Model

(7)

The GloVe model output is fed into the CNN-BiLSTM
Model for vulnerability detection. the CNN structure
comprises input, pool, and convolution layers, followed
by a classifier. Fora comment message M={m(1),m(2),...
..,m(n)}, each word w (j) is transformed into the corre-
sponding word vector V (w (j)) by GloVe, generating a
sentence matrix SM].,, (8) from the word-by-word state-
ment wo(j).

SMy; = {Vo(wo (D), Vs (W, (2)), oo . Ve (wo (D)} 1 < j <1 (8)

SM_is the convolution layer's input in the CNN mod-
el, and the convolution layer convolves SM].,. with a size
filter sxt to derive the regional semantic traits of SM,,.
The calculation formula is given in (9)

bji = f(F X V,W)(:j +s—1) +a) )

Where, F, represent the filter of sxt, f indicates the
ReLU nonlinear conversion Finally, all pooled attributes
are integrated at the entire connection layer to pro-
duce the output vector.

is = U(Viys + Xihs—l) (1 0)

Let, i_be the input gate function of the BiLSTM net-
work at time s and V7, X" are the weight matrices.

fi=0W 'y, + X hy_y) (11)

In (11), f, denotes the forget gate function at time
step s, o is the activation function, V/, X’ indicates the
weight matrices of the forget gate function. h_is the
hidden state at time step s.

Os = G(Voys + Xohs—l) (1 2)

From equation (12), o_is the output gate function,ys
is the input at the time step s. 1%, X° are the weight ma-
trices of the output gate function.

cs = tanh(Vy, + Xhg_4) (13)

CSZiSXC;XfSXC;_l (14)

In equations (13), (14), c, and c'are the cell state dur-
ing time step s, h_, is the concealed state and tanh is

the hyperbolic tangent activation function.
hg = og X tanh (c) (15)

h_represents the LSTM cell's final hidden state at the
most recent time step (s), while o, denotes the output
gate activation at the last time step (s).

391



The BiLSTM model integrates past and future knowl-
edge using feature data from time t. The CNN pooling
layer's output, feeds into opposing LSTM networks.
Both forward and backward LSTMs capture input se-
quence information. Vector splicing produces the final
hidden layer representation. The GloVe-CNN-BiLSTM
Model issues alerts upon detecting attacks.

4. RESULT AND DISCUSSION

The experimental results of the Block-ISAI method
are analyzed, and performance is discussed using vari-
ous evaluation metrics. KDDCUP 19 and UNSW 15 da-
tasets are employed for assessment. Effectiveness is
compared with HIDS [16], NIDS [20], and ML-DDoS [22]
across F1-Score, accuracy, detection rate, precision,
false alarm rate, usability, and reliability.

4.1. DESCRIPTION OF DATASETS

The KDDCUP 19 dataset, a subset of the 1998 DARPA
IDS evaluation program, features 28 dimensions out
of 41, totalling 31,279 instances. Additionally, the ISCX
subset contributes 33,746 instances. The UNSW-NB15
dataset, with 42 features (39 numeric, 3 categorical), is
split into UNSW-NB15-TRAIN for training and UNSW-
NB15-TEST for testing, serving as a crucial evaluation
resource [23-25].

4.2. COMPARATIVE ANALYSIS

This section includes simulations to evaluate the ef-
fectiveness of the proposed technique.

KDDCUP 19

al -I
I' UNSW-NBI3
KDDCUP 19

Accuracy Precision F1 score

UNSW-NBI15

100

Performance (%)

[0.0]
o

Fig. 3. Performance Comparison

Fig 3 evaluates model performance on KDDCUP 19
and UNSW-NB 15 datasets. For KDDCUP 19, the model
achieves outstanding accuracy, precision, and F1 score
of 94.6%, 95.8%, and 95.3%. On UNSW-NB 15, it dem-
onstrates strong performance with scores of 89.3%,
92.6%, and 85.7% for accuracy, precision, and F1 score.

Fig 4 compares the accuracy of the proposed Block-
ISAI strategy with other approaches (HIDS, NIDS, ML-
DDoS) using KDDCUP 19 and UNSW-NB 15 datasets. Our
method exhibits significant accuracy improvements of
0.69%, 6.04%, and 36.15%, showcasing superior vulner-
ability detection compared to existing techniques.
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In Fig. 5, the performance comparison of the pro-
posed ISAl technique and existing methods (HIDS,
NIDS, ML-DDoS) is depicted, focusing on detection
rates using datasets. The Block-ISAI technique exhibits
a superior detection rate, surpassing HIDS, NIDS, and
ML-DDoS by 18.22%, 19.43%, and 3.13% respectively

100 "KDDCUP 19 " UNSW-NBI15

v

Accuracy
(a1
o

WHN

NIDS ML-DDoS Proposed

Fig. 4. Performance comparison in terms of accuracy

o KDDCUP 19 UNSW-NBI15

100 A 75 7
¢ .
=
[~
5 50
<
@
@
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0 Z V7

HIDS NIDS

ML-DDoS Prows«’

Fig. 5. Comparison in terms of detection rate

BKDDCUP19 + UNSW-NBI15

40

. mé}\A\A\A\

NIDS ML-DDoS Proposed

FALSE ALARM RATE

Fig. 6. Comparison in terms of False alarm rate

Fig. 6 compares false alarm rates of our ISAI tech-
nique with HIDS, NIDS, ML-DDoS using datasets. Block-
ISAl exhibits a lower false alarm rate, demonstrating
greater accuracy in threat identification compared to
HIDS, NIDS, and ML-DDoS.

Fig. 7 displays results of a blockchain-driven security
architecture examination. Block generation and access
timings (Figs. 7a and 7b) show stability at 350 TC with up
to 40 nodes. However, with 80 nodes, block creation and
access take longer than with 60, highlighting scalability
challenges in blockchain systems with increased nodes.

International Journal of Electrical and Computer Engineering Systems



20 nodes = 40 nodes
1500

60 nodes m 80 nodes

1000

- ,add)

150TC 200TC 250TC 300tc 350TC
Quantity of transactions

Time of execution (s)

Fig. 7. (a) Block access time across various
transaction sizes (TCs)
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Fig. 7 (b). Block creation time across various
transaction sizes (TCs)

Fig. 8 compares our blockchain-enabled loT security
assessment method with traditional approaches, high-
lighting superior usability and reliability. Enhanced
usability comes from a user-friendly interface and ro-
bust data integrity procedures, while the decentralized
blockchain foundation ensures heightened security for
loT ecosystems.

100
& 50
8
=
(5}
=
(5}
A0
HIDS NIDS ML-DDoS Proposed
Usability = reliability

Fig. 8. Comparison in terms of usability and reliability

5. CONCLUSION

In this paper, a novel blockchain enabled loT based
Security Assessment Intrusion (Block-ISAl) technique
has been proposed to detect the vulnerability in loT
devices. By extracting the most pertinent and impor-
tant information, feature extraction helps to make the
document simpler. Blockchain technology is utilized

Volume 15, Number 5, 2024

for secure data storage and loT device registration. The
vulnerability is detected by using GloVe-CNN-BIiLSTM
Model and the output is generated as attack detected
and attack not detected. The effectiveness of the pro-
posed Block-ISAI technique has been determined us-
ing evaluation metrics such as false alarm rate, accu-
racy, recall, precision, detection rate, F1 score, usability
and reliability. According to the comparative analysis,
the accuracy of the proposed system is increased by
0.69%, 6.04%, and 36.15% as compared to the HIDS,
NIDS, and ML-DDoS method using UNSW-NB 15 data-
set and increases by 2.37%, 18.32%, and 5.95% using
KDDCUP 19 dataset. Future work will focus on devel-
oping user-friendly interfaces for simple configuration,
management, and monitoring of security assessments.
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