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Abstract - With the rise of multimedia technology, audio file encryption has become increasingly significant, especially for voice
messages in popular social media applications like WhatsApp. Voice messages hold great social significance, and to ensure their
security, they must be encrypted before being transmitted over the internet. This paper proposes an efficient algorithm to securely
encrypt voice messages. The innovative algorithm is based on a magic cube to reduce the execution time of the advanced encryption
standard (AES) cipher algorithm. This is achieved by replacing the MixColumn function with a 3 x 3 x 3 magic cube FG (278) irreducible
polynomial. This work reduces the execution time of the AES cryptosystem and enhances complexity by utilizing additional keys
generated by a 3 x 3 X 3 magic cube. to develop a block cipher algorithm that encodes audio files using two types of finite fields: GF
(P) and GF (2/8). This algorithm places a key of three cells and a voice message of six cells on each face of a 3 x 3 x 3 magic cube. Time
complexity and encryption quality are evaluated according to National Institute of Standards and Technology standards, and the
differential attacks' peak signal-to-noise ratio is calculated. The total complexity achieved for both GF (P) =256° x 251'¢ and GF (2/\8)
=256° x 256" is measured for comparison. Simulation results demonstrate a significant reduction in execution time and increased
encryption complexity. Moreover, the magic cube with three faces (3 x 3 x 3) exhibits superior performance in terms of complexity
and speed compatred to the third-order magic square.
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1. INTRODUCTION such as chaotic systems [4, 5] DNA coding, and clas-
sical logistic chaotic systems, are used to deal with
speech data. In addition, traditional encryption algo-
rithms, the advanced encryption standard (AES) [6-10],
have been extensively employed in audio encryption
and have yielded unsatisfactory results. AES encodes

128-bit plaintext blocks using master key blocks of

In today’s world, when data is transferred between
individuals, a high level of security is required. Cryp-
tography focuses on the use of encryption and de-
cryption algorithms to ensure private communication
[1, 2, 3]. Due to the rapid development of the inter-
net, wireless voice communication technology has

become widely utilized. During the data transmission
process, there is a risk of information leakage, mak-
ing research on audio information encryption highly
significant. Many chaos-based encryption algorithms,
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128, 192, or 256 bits. Accordingly, AES is referred to
as AES-128, AES-192, and AES-256 based on the key
sizes. Before generating the 128-bit ciphertext block,
the plaintext block undergoes a predefined number
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of rounds using the round function: 10 rounds for
AES-128, 12 rounds for AES-192, and 14 rounds for
AES-256. A 4 x 4-byte array can represent plaintext, ci-
pher text, intermediate state blocks, and the primary
key, which is implemented accordingly. The number
of columns in the array is determined by dividing the
key length by 32 [11]. The encryption method utilizes
the following operations:

1. Sub-byte transformation or inverse sub-byte
transformation: This technique involves a non-
linear byte-to-byte transformation achieved
through a multiplicative inverse operation fol-
lowed by an affine transformation.

2. Shift rows: The shift row transformation is more
significant than the initial arrangement because
the state, cipher input, and output are treated as
arrays of four 4-byte columns.

3. Mix columns: This operation analyses the state
column-by-column, treating each column as a
four-term polynomial.

4. Add round key: A round key is added to the state
using an XOR operation.

The inverse cipher follows the same procedure as the
encryption process but in the opposite direction. The in-
verse sub-byte transformation comes next after perform-
ing the Shift Rows operation in the opposite direction.
next, the mixed columns operation is applied, and the
add round key operation is performed. The resulting array
(either plaintext or encrypted text) is obtained once these
state operations are completed [12, 13]. Magic squares
have a long history and have served various purposes.
They have been the basis for many intelligence-testing
games [14, 15]. A magic square of size, n X n is an arrange-
ment of numbers from 1 to n? in a square such that the
sum of every row, column, and diagonal is the same. Al-
pha magic squares consist of discrete words or numbers
engraved or printed. They can be arranged vertically,
horizontally, or diagonally to produce the same number
or form the same words. When a dimension is added to a
magic square [15-26], it becomes a “magic cube” towards
computer ethics and information security, as computer
security and computer ethics are important components
of the management information system. The probabil-
ity of constructing a magic cube is similar to that of con-
structing a magic square, especially for large values of n.
Our proposed method addresses the weak delay [27] in
the mix columns operation in the AES algorithm.

[S'1] [020301017 [S1]
S2 010203011 |52
S'3 01010203 [S3
[S'4] 1030101021 LS4

'S'1] [0060d09] [S1]
s2| _ [090e0n0d| |52
53| = |0d090e0n| |53 (2)
s'4]  lobodo9oe] |sa.

This multiplication operation can be computation-
ally expensive, especially with large input matrices.
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To overcome this, we introduce a 3 x 3 X 3 magic cube
[22, 25, 28] in GF (2A8) irreducible polynomial [28-30],
which allows for faster processing of the matrices [31].
This approach involves using a more complex key in GF
(2/8)° and voice messages with two types, GF (251)'®
and (2/8)'8, The corresponding results demonstrate the
new block cipher algorithm is proposed that utilizes
three faces of a 3 x 3 x 3 magic cube irreducible poly-
nomial instead of Mixcolumn. The technique proposal
focuses on improving and enhancing the security of
encrypted messages by increasing the complexity and
decreasing encryption and decryption time. Hence, the
protection of encrypted audio messages is effectively
guaranteed. Thereby, it can be applied to secure and en-
crypt communications, messages, and voice messages
on platforms that hold significant social importance. The
contributions of this paper are as follows:

Development of a new and innovative symmetric
block cipher algorithm.

Utilize a magic cube with three faces and 27 cells,
where the sum of each row, column, or diagonal is
equal.

«  The block cipher incorporates 9 keys and is repre-
sented by a system of 18 linear equations, solved
using Gaussian elimination.

The algorithm’s key complexity enhances security
and makes hacking more challenging.

« Implement the magic cube GF (2A8) algorithm to
increase complexity and achieve high speed.

The algorithm is computationally inexpensive.

« It provides a secure environment for transmitting
and receiving audio files, specifically voice mes-
sages.

The rest of the paper is organized as follows: Sec-
tion 1 provides an overview of related work. Section 2
describes the proposed methodology, while Section 3
describes the algorithm used to build the magic cube.
Section 5 thoroughly evaluates the results, and finally,
Section 6 concludes the paper.

2. RELATED WORKS

In [31], the cipher employs a substitution permuta-
tion network structure with six dimensions for parallel
encryption of 128-bit data blocks in six directions, en-
hancing processing efficiency for large data volumes.
The proposed multi-dimensional symmetric cipher al-
gorithm focuses on encryption and does not address
decryption procedures. However, the research paper
does not provide information on the proposed algo-
rithm's comparative analysis with other symmetric block
ciphers to showcase its efficiency and effectiveness.

An advanced method named 3D-BERC for encrypt-
ing images in three dimensions, using Rubik's cube
principles and bit-level encryption, was introduced in
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[32]. This advanced encryption scheme ensures image
security by implementing effective permutation and
diffusion techniques to scramble and spread changes
across cipher images. Experimental results and simula-
tion analysis prove this. However, there is no mention of
a comparative study with existing encryption schemes
to demonstrate the superiority or effectiveness of the
proposed 3D-BERC method.

The authors in [21] have proposed a data-hiding
strategy that utilizes modification directions (EMD)
to embed large payload information without causing
distortion. The traditional EMD technique encodes a
secret digit using the (2n+1)—ary system, with a maxi-
mum payload capacity of 1.161 bits per pixel (bpp).
This study involves concealing a secret digit using the
(3n) 3—ary notational system. The secret digit is buried
within a group of 3 pixels selected based on a random
sequence. This process results in a payload of log2(n).
An increase in the dimension, n, of the neighbor-
hood set leads to a higher payload. Nevertheless, the
research primarily addresses the effectiveness of em-
bedding in terms of efficiency and visual quality of the
stego image without delving into a thorough analysis
of the computational complexity or processing time in-
volved in the embedding process.

In [20] introducing a cryptographic method known
as the symmetric magic cube. This method focuses on
constructing magic cubes of the form m x 21. It enables
encryption and decryption of various types of images,
including numeric digits and special characters, while
also addressing the issue of repetition in the ciphertext.
However, the proposed algorithm was applied only to
medical images, and no other files were taken into con-
sideration to demonstrate the validity of the application

The paper [33] proposes a lightweight image encryp-
tion algorithm based on Rubik's Revenge cube move
patterns. The study primarily focuses on creating highly
nonlinear S-boxes derived from the cube's permuta-
tions forimproved security and effectiveness. However,
the algorithm's efficiency in practice needs to be evalu-
ated further to ensure it can handle real-world image
encryption requirements.

The paper [34] presents a multiple remote sens-
ing image (MRSI) encryption scheme that enhances
salient image regions' security and transmission ef-
ficiency. The scheme uses a 4D-IDTLN chaotic system
and knowledge-oriented and vision-oriented saliency
techniques to create a mask contour positioning model
(MCPM) and then fuses the MRSIs into a cube. The en-
cryption is then further encrypted using closed-loop
diffusion. The security of the proposed scheme is evalu-
ated, showing higher security and better transmission
efficiency. However, the paper does not address poten-
tial decryption methods or the process.

This paper [24] proposes a method for recognizing
and restoring the color block of the magic cube using
machine vision. The magic cube color block is recog-
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nized by machine vision, followed by image color space
transformation and K-means clustering. The color block
information is packaged and sent to the cube explore
5.14 through negotiation. This paper focused on a spe-
cific type of robot (a magic cube-solving robot), limiting
the generalizability of the findings to other robotics ap-
plications involving color recognition and manipulation.

This paper [22] proposes a multiple remote sensing
image (MRSI) encryption scheme based on saliency ex-
traction and magic cube circular motion to improve sa-
lient regions' security and transmission efficiency in re-
mote sensing images. The scheme provides two tiers of
privacy protection for airport locations in the images.
First, a 4D improved discrete tabu learning neuron (4D-
IDTLN) chaotic system is proposed, which exhibits rich
dynamic behaviors. Second, the salient regions of the
images are classified and extracted using knowledge-
oriented saliency (KOS) and vision-oriented saliency
(VOS) techniques to create a mask contour positioning
model (MCPM), which is then encrypted. The MRSIs are
fused into a cube, encrypted using magic cube circular
motion and chaotic sequences, and further encrypted
using closed-loop diffusion. The security of the pro-
posed encryption scheme is evaluated, indicating that
it provides higher security and better transmission ef-
ficiency for MRSIs. However, the paper focuses on en-
cryption techniques but does not delve into potential
decryption methods or address the decryption pro-
cess, which is crucial for understanding the complete
security framework. Proposed Methodology

This paper addresses the security concerns related
to voice messages on social media platforms. To tackle
this problem, a new block cipher algorithm is proposed,
which utilizes the three faces of a 3 X 3 X 3 magic cube.
The algorithm will be discussed in detail in the remain-
ing sections.

3. PROPOSED ALGORITHM TO BUILD
A MAGIC CUBE USING GF (2/8)

The audio file [35] media is divided into two main parts:

The first part is the structure, which contains infor-
mation about the file, such as file type (single chan-
nel, dual channel, etc.), sampling rate, representation
depth, file length (duration), and any other information
that defines the file's properties [4].

The second part is the data containing the audio
samples' numerical values. These samples are arranged
chronologically according to the sampling rate, and
each sample represents the sound level at a particular
moment. The digital audio file is split into digital audio
files [36]. The structure (header), which contains infor-
mation about the file and the data, represents the au-
dio's numeric values. These two parts go hand in hand
and together form the digital audio file [4]. The pro-
posed algorithm for encrypting the data of any audio
file has preserved the file structure, and the algorithm's
output is an encrypted audio file.
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A finite field, commonly known as a Galois field, is
named after the mathematician 'Evariste Galois, who
discovered it. A restricted number of components
characterizes finite fields and are increasingly used,
particularly in translating computer data. The desig-
nated domains are extensively used in several scientific
disciplines, including mathematics, programming, and
number theory. The finite field was used for the deci-
mal number, with the whole field constructed upon a
prime number (P), represented succinctly as GF(P).

A polynomial is termed an "irreducible polynomial” if
it cannot be expressed as the product of two or more
lower-degree polynomials. Additionally, all non-zero
elements possess a multiplicative inverse. Irreducible
polynomials are utilized in various encryption meth-
ods, particularly in modern encryption techniques
such as AES and elliptic curve cryptography.

A finite field has limited elements, and all outcomes
of operations conducted inside it are within its range.
We can execute mathematical operations for polyno-
mial expressions like addition, subtraction, multiplica-
tion, division, and positive integer exponents.

The transition from decimal to polynomial numbers
has occurred due to the need for modern electronics
to operate on 8 bits. The coefficients of the polynomial
may rely on 8 bits, represented as GF (2/8).To elucidate
the need to transition to GF (2A8), using GF(P) will pro-
vide all resultant numbers that are less than the select-
ed (P), given the present circumstances[11].

AES Where provides a convenient and efficient repre-
sentation of operations on bytes. The arithmetic in GF
(218) is typically implemented using a primitive poly-
nomial of degree eight, which defines the structure of
the field [11, 37-40].

A magic cube [21, 41, 42] is similar to a magic
square[45], but it has multiple sizes, such as order 3, 4,
5,6,7,and so on. The size of a magic square determines
the number of elements it contains, with larger sizes
having more numbers.

In the AES algorithm, the mix columns transforma-
tion involves a computationally expensive multiplica-
tion operation, especially when dealing with large in-
put matrices. To mitigate this, the multiplication opera-
tion can be replaced by utilizing a 3 X 3 X 3 magic cube
in GF (2A18), filled with the cells from 1 to 27.

3.1. DETAILS OF THE ALGORITHM

Based on the known characteristics of a 3 x 3 X 3
magic cube, as shown in Fig. 1, the cube can be divided
into three faces, each resembling a 3 x 3 square. This
division allows us to obtain six equations for the rows,
six for the columns, and six for the main and secondary
diagonals. In total, we have 24 equations derived from
the magic cube structure.
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Fig. 1. lllustration of a 3 x 3 X 3 magic Cube
dissected into three faces

Face 1 of the magic cube consists of 1 to 9 cells. As a
result, the message to be encrypted will contain only six
cells corresponding to the number of equations derived
from the rows, columns, and diagonals of face 1. The key
will occupy the remaining three positions on face 1, as
depicted in Fig. 2. Two equations are excluded from the
resulting sums obtained from the equations. These ex-
cluded sums will be treated as encrypted voice messag-
es, and their number will be comparable to the number
of positions in the message (as shown in Figs. 2b and 2f).

Po [ Ko | P1 m Py | Ko | P1 Po | Ko | P2

K | Ko | P2 || K [ P | [ K [ Ko [ P2 | [ K0 | Ko | P2

Ps | Pa | Ps || ps [NBRM P || Ps | P Ps | [ps| P P
(a) (b) (©) (d)

Po | Ko | P1 Po| Ko | P1 Po | Ko | P1 Po | Ko | P1

Ki | Ka | P2 Ki | K2 | P2 Ki | K2 | P2

Ps | Pa | Ps P3| Pa | Ps Ps | Ps | Ps Ps | Pa | Ps
(e) (f) (9) (h)

Fig. 2. Cube face 1. The highlighted sums are used
in the magic cube algorithm

Face 2 of the magic cube consists of 1 to 9 cells. As a
result, the message will contain six cells, equivalent to
the number of equations. There will be three remaining
positions designated for the key, as shown in Fig. 3. The
resulting sums obtained from these equations will be
treated as encrypted voice messages, and their num-
ber will correspond to the number of positions in the
message. Two equations have been removed from the
calculations (as depicted in Figs. 3j and 3n).

Pe Ks | P || Ps | Pe | K | Py | | Ps | Ks | Py

Ko | Ks | Ps Ps Ks | Ks | Ps Ks | Ks | Ps

Py | Py | Pu Pu || Py | P | Pu Py | Py | Pu
(i) (j) (k) ()

Ps ‘ K3 | P7 Pe | Ks | Ps Ps | Ks | Pr

Ko | Ks | Ps Ko | Ks | Pg Ka | Ks ‘ Ps
Pg  Pio | Puu|| Py | Pwo| Puu|| Py | Pwo| Pus Py | Py | Pu
(m) (n) (o) (o))

Fig. 3. Cube face 2. The highlighted sums are used
in the magic cube algorithm.

Face 3 of the magic cube consists of 1 through 9 cells.
Consequently, the message will consist of six cells, equal
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to the number of equations, and the remaining key posi-
tions will only contain three cells, as illustrated in Fig. 4.
The sums obtained from these equations will be treated
as encrypted voice messages. Their number will match
the number of message positions. The calculations have
excluded two equations (as shown in Figs. 4r and 4w).

m Ke | K7 | P Ke | K7 | Pr2
P13 | Ks | Py m m P3| Ks | Pus P13 | Ks | Pia
Pis | P | Py m Pis | P | Piy Pis | P1s | P17
(i) (j) (k) ()
Ke | K7 | P12 Ke | Kz | Pr2 Ke | K7 | P2
P13 | Ks | Pua P3| Ks | Pus P13 | Ks | P
Pis | P16 | Py Pis | Pis | P17 Pis | Pis | Pi7 | | Pis | P | Pi7

(m) (n) (o) (p)

Fig. 4. Cube face 3. The highlighted sums are used
in the magic cube algorithm

Ke | K7 | Pn2

A total of 18 equations are to be employed in the
proposed method. The positions and values of the keys
within the magic cube are not restricted to fixed loca-
tions. Instead, a flexible selection process is employed,
and the locations are expected to be chosen using GF
(2/78), as shown in Fig. 5.

Fig. 6. The message on the created magic cube
(colored sections) and keys (remaining areas)

Fig. 6 depicts the formation of 18 sites corresponding
to 18 sums in 3 x 3 X 3 magic cubes after filling in the
essential locations. Referring to Fig. 6, the sums of the
18 equations for each of the 3 faces are found, and the
equations are formed as in (3).

Volume 16, Number 3, 2025

el: PO+ K1 +P3 = Suml )
e2: P1 + P2 +P5 = Sum2

e3: PO + KO+ P1 =Sum3

e4: PO+ KO +P1 = Sum4

e5: P3 + P4 + P5 = Sum5

e6: P1 + K2 + P3 = Sumb6

e7: P6 + K4 + P9 = Sum7

e8: P7+P8+ P11 =Sum8

€9: P6 + K5+ P11 =Sum9

¢10: P6 + K3 + P7 =Sum10 — G
ell: P9 +PI10+Pl1=Sumll
el2: P7 + K5+ P9 =Suml2
el3: K6 +P13 +P15=Suml3
el4: P13 + P14 + P17 = Suml4
el5: K6 + K8 + P17 = Suml5
el6: K6 + K7+ P12 =Suml6
el7: P15+ P16 +P17 = Suml7
el8: P12 + K8 + P5 = Suml8

_

Consequently, we obtain 18 quanta representing the
encoded voice message to be sent to the recipient. Each
data packet will be encrypted using the magic cube
algorithm. The keys will be placed in the agreed-upon
positions on the recipient's end. In contrast, the remain-
ing positions will remain unknown, with their number
matching the number of encoded voice messages. The
issue will be solved mathematically by arranging the ele-
ments so that the primary diameter does not equal zero
at any of its coordinates. The computations and analyses
in this work used the Gaussian elimination method to
solve the equations and derive the communication.

After completing and implementing this work, a fur-
ther development was made by replacing the phonetic
letters GF (P) with the key complexity of GF (2A8). This
modification was introduced because of the magic
cube, as illustrated in Fig. 7.

Algorithm 1-a: The proposed algorithm for en-

cryption symmetric cipher based on a magic cube.
Input: voice message, key values, and key positions.
Output: Cipher text.

Begin:

Step 1: Placing the key values in the agreed
positions.

Step 2: The remaining positions are filled with
the values of the message.

Step3: Find the final results for each equation
of (1), of which there are 18 equations.
The end result of the algorithm will be the
encrypted voice message sent to the other
party

End.

Algorithm 1-b: The proposed algorithm for de-
cryption symmetric cipher based on a magic cube.

Input: Cipher text, key positions, and key value.
Output: voice message

Begin:

Step 1: The key value is placed at the agreed

positions.
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Step 2: The remaining positions will remain
unknown. They will be found by solving
18 mathematical after arranging the
equations by not making the main
diagonal = 0. The final results will be the
original data (voice message).

End.

Key Generators RNG
MOD 256
Sub-Byte

Shift-Row

magic cube GF (28) irreducible polynomial
Add Round Key

Input audio file

Output cipher audio file

Fig. 7. Diagram replacement of a magic cube
Instead of a mix column for the proposed AES
technique for encrypting audio file

4. EVALUATION

Cryptology is concerned with encryption and de-
cryption using specific algorithms. To ensure message
integrity and security, the decryption process requires
a private key that is kept confidential between the
communicating parties. It is important to maintain the
privacy of the key to protect the encrypted messages.
This study will discuss the speed, complexity, and statis-
tics measures defined by the (NIST), (PSNR) tests. These
measures will be applied to analyze the performance of
the proposed algorithm for voice messages (encryption
and decryption). The statistics of the voice messages will
be plotted and compared with earlier algorithms that
operate on similar data types, considering both types of
finite fields. The proposed algorithm was implemented
using Python 3.10.5 and Jupyter Notebook Anaconda 3.
The simulation was conducted with an Intel(R) Core (TM)
i7-6500U CPU @ 2.50GHz, 2.60 GHz, and 8.00 GB (7.88 GB
usable) of RAM. The operating system used was a 64-bit
version with x64-based processor.

4.1. COMPLEXITY OF THE KEY

Key complexity is a computed statistic that quantifies
the difficulty of a brute-force attack on a cryptograph-
ic key. It indicates the number of attempts required to
crack the key successfully through an exhaustive search.

Using GF (P), the solution to the 3 x 3 x 3 magic cube
is the value of the prime number employed raised to
the power of the number of keys, represented by three
keys per face:

For GF (2/8), the key’s strength is 22 raised to the
power of 3:

258

the complexity of face 1 key using GF (2A8) =256° (7)
the complexity of face 2 key using GF (2A8) = 256° (8)
the complexity of face 3 key using GF (2A8) =256° (9)

5.2. GENERALIZED COMPLEXITY OF THE
PROPOSED SYSTEM

The data complexity of the proposed system is con-
stant for both variants, GF (P) and GF (2A8). It is deter-
mined by the number of possible ASCII codes, which is
256, raised to the power of the number of message sites
in the system, which is 18. This represents the total num-
ber of possible combinations of the message data. The
total complexity of the system, when using GF (2/A8) and
keeping the keys secret, can be calculated as in (14):

(10)
complexity in face 2 using GF (P) = 256% x 251¢ a1
complexity in face 3 using GF (P) = 256° x 251° (12)
total complexity using GF (P) = 256° x 2518 (13)
total complexity using GF (2/8) = 256° x 251'® (14)

The complexity of the 3 X 3 x 3 magic cube system is
compared with the system based on a magic square of
order 3 (MS3) in Fig. 8, using both types of finite field.

complexity in face 1 using GF (P) = 256° x 251¢

General Complexity

E magic cube
. MS3

Millisecond
= = N
o o o o o

8

0

3 min

1 min 2 min

Fig. 7. The general complexity of the MS3 system
and the 3 X 3 X 3 magic cube system

4.2. EXECUTION TIME

The encryption and decryption times were measured
for audio messages using GF (P) and GF (2A8), as shown
in Table 1, and for voice messages using GF (p) and GF
(2A78), as shown in Table 1.

Table 1 shows that the proposed algorithm is faster
than the original. Using the finite field to type GF (P)
and GF (2/8) irreducible polynomial gives a relatively
good advantage as it gives faster execution. corre-
spondingly, the original AES algorithm suffers from
high calculation and computational overhead prob-
lems. However, the encryption and decryption process
is equal in execution time. In the proposed algorithm,
additional calculations are involved in performing
Gaussian demodulation for decoding.

The corresponding plots illustrating the execution
times can be found in Figs. (9-10). Furthermore, Figs.
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(11-12) Compare the execution times of the proposed
magic cube algorithm and the older MS3 method.

Table 1. Compare the execution time of the magic
cube algorithm and the original AES algorithm for
encrypting and decrypting voice

Audio Audio Basic AES
GF file file encryption Encryption Decryption
size  duration time(ms) time (ms) time (ms)
(MB) (min.) Ref.[45]
GF (218) 1.61 1 61 140.670 142.560
GF (218) 2.76 2 82 241.392 243.490
GF (218) 3.90 3 14 328.218 330.115
GF (251) 1.61 1 61 184.394 186.415
GF (251) 2.76 2 82 316.028 326.567
GF (251) 3.90 3 14 362.494 365.631
GF(251)
—— Encryption Time (ms)
= Decryption Time (ms)
40000
__ 0000
£
I

£ 20000

10000

0

1 min 2 min 3 min

audio duration

Fig. 9. Comparison of the execution time of the
proposed algorithms using GF (P)

GF(2"8)

= Encryption Time (ms)
~— Decryption Time (ms)
40000

Time (ms)

20000

10000

1 min 2 min 3 min
audio duration

Fig. 10. Comparison of the execution time of the
proposed algorithms using GF(2A8)

GF (278)

N Magic Cubic
300 1 mmm MS3

Time (ms )

1 min 2 min 3 min

Fig. 11. Encryption time (m.s) and decryption time
(m.s) when using the magic cube GF(P) algorithm
for a voice
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GF (251)

EEE Magic Cubic
. MS3

Time (ms )

1 min 2 min 3 min

Fig. 12. A comparison in terms of execution time
between MS3 and magic cube GF (2A8) for a voice

4.3. PSNRTEST

PSNR measures the ratio between the original signal
and the encrypted signal. When it comes to encrypted
audio, a lower PSNR [42] indicates a higher noise pres-
ence in the cryptogram. This means that the ciphertext
is more resistant to attacks. The mathematical equation
the PSNR [44], of the voice messages can be calculated
using equation (15).

PSNR =10 log;, (“425)

MSE

(15)

Where MSE is the mean square error used to measure
the error in voice messages, equation (16) calculates
the MSE for voice messages.

> (Al 1~ BG )2
ij

MSE =
MxNZL

(16)

In this context, M and N denote the width and height
of the audio, respectively, whereas (i, j) indicates the
position of the sample value point. A and B denote the
original and encrypted voice messages, respectively,
while representing the highest value inside the mes-
sage. shown in Table 2 presents the results.

Table 2. illustrates the outcomes of the (PSNR and
MSE) tests conducted on both the input and output
voice messages

duudiofle Audio file size MSE PSNR
96.6 s 256 bytes 0.00 Inf dB
165.6 s 256 bytes 0.00 Inf dB
234s 256 bytes 0.00 Inf dB
96.6 s 251 bytes 0.00 InfdB
165.6s 251 bytes 0.00 Inf dB
234s 251 bytes 0.00 InfdB

4.4. ANALYSES OF NISTTESTS

The proposed magic cube algorithm comprehen-
sively evaluated its encryption capabilities using seven
statistical tests recommended by the NIST. These tests
assess the randomness of the binary sequences gener-
ated by the algorithm, ensuring its effectiveness in en-
cryption. One of the devised tests is the randomization
test, which examines the encrypted output audio file of
the encryption methods. This test encompasses various
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randomization techniques, including frequency tests,
frequency testing within blocks, and entropy tests.
The results of these tests are presented in Table 3. In
particular, the entropy measure is utilized to assess the
randomness of the binary sequences. A higher entropy
value indicates a higher probability when the number

of zeros and one’s equals (entropy = 1.000000). A lower
entropy value suggests a lower probability when the
number of ones and zeros differs (entropy 0.000000).
When employing various blocks, any variation in the
distribution of ones and zeros leads to a corresponding
variation in the entropy value.

Table 3. The NIST test results for the two different forms of finite field

GF Audio file Audio duration Block Cumulative
size (MB.) (min.) Frequency Sums

GF (218) 1.61 1 1.000000 0.288242
GF (218) 2.76 2 1.000000 0.727622
GF (218) 3.90 3 1.000000 0.917917
FG (251) 1.61 1 1.000000 0.115559
FG (251) 2.76 2 1.000000 0.359368
FG (251) 3.90 3 1.000000 0.727622

<=1.000000 <=1.000000

Condition Final results
All success  All success

magic cube using GF(278)

10000

5000

Time
(=]

-5000

—10000

(a)

80000

o 20000 40000

1 min

60000

Sample Cipher voice messages 1min. GF (2/8)

b5000000c4000000ce0000003201000004
01000046000000130100008a0100000c00
0000b5000000df0100001c0000003e0100
006b010000d4000000a300000031010000
€c000000b5000000c4000000ce00000032

magic cube using GF(2°8)

15000

10000

5000

Time
=

—5000

—10000

—15000

(b)

200000

o 50000 100000

3 min

150000

Sample Cipher voice messages 2 min. GF (2/8)

00308000001060000€0050000260500008
3020000e2080000a203000020050000600
300004d0500003007000052030000a70a0
0001a07000061050000b0070000c708000
0a10500000308000001060000€00500002

magic cube using GF(27°8)

15000

10000

5000

Time
=]

—5000

—10000

—15000

(c)

o 20000 40000 60000 80000 100000 120000 140000
2 min

Sample Cipher voice messages 3 min. GF (2/8).
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Longest

FFT Frequency D Rank Runs
0.767097 0.144127 1.000000 0.000000 0.674990
0.468160 0.654721 1.000000 0.000000 0.342806
0.468160 0.654721 1.000000 0.000000 0.342806
0.123812 0.057780 1.000000 0.000000 0.843325
0.468160 0.371093 1.000000 0.000000 0.852179
0.468160 0.371093 1.000000 0.000000 0.456057

<=1.000000 <=1.000000 <=1.000000 <=1.000000 <=1.000000
All success  Allsuccess  Allsuccess Allsuccess All success

99020000b70100004c0100009501000061010
0009502000086010000530400002e030000be
0300006203000048040000b4020000ad03000
0a7020000f302000068040000c 10200009902
0000b70100004c010000950100006101000095

magic cube using GF(251)

10000

5000

Time
(=]

—-5000

-10000

(d)

80000

o 20000 40000

1 min

60000

Sample Cipher voice messages 1Tmin. GF (251)

df0100001c0000003e0100006b010000d4
000000a300000031010000cc000000b5
000000c4000000ce00000032010000040
100004100000c000000b50000000a3000
00031010000cc000000b5000000c40000

magic cube using GF(251)

15000

10000

5000

Time
o

—-5000

-10000

—-15000

(e)

0 20000 40000 60000 80000 100000 120000 140000
2 min

Sample Cipher voice messages 2 min. GF (251)

000061050000b0070000c7080000a1050
0000308000001060000e0050000260500
0083020000e2080000a220300002005000
0600300004d0500003007000052030000
a70a00001a07000061050000b0070000c
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magic cube using GF(251)

Time

—-15000 (f)

° 50000 100000 150000 200000
3 min

Sample Cipher voice messages 3 min. GF (251)

ce000000320100000401000046000000130
100008a0100000c000000b5000000df01000
01c0000003e0100006b010000d4000000a3
00000031010000cc000000b5000000c40000
00ce0000003201000004010000460000001

Fig. 13. Samples of encoded voice messages with
corresponding Cipher voice messages using : (a) 1
min. GF(2A8), (b) 2 min. GF(2A8), (c) 3 min. and
(d) T min. GF(P), (e) 2 min. GF(P), (f) 3 min. GF(P)

5. CONCLUSION

Developing a new block cipher algorithm by replac-
ing the MixColumn function with a 3 x 3 x 3 magic cube
GF (218) irreducible polynomial. Introduced several
noteworthy characteristics. Firstly, it exhibited a higher
key complexity and an increased number of equations
compared to the MS3 algorithm GF (2A8), where the
magic cube was larger but resulted in faster execution.
Additionally, two peculiarities were observed in the case
of voice messages: GF (P) demonstrated faster execution
time, while the GF (2A8) variant showed lower execution
times. The complexity of the keys in the algorithm de-
pends on the desired level of security and the specific
implementation. In the magic cube algorithm, the keys
play a crucial role in the encryption and decryption pro-
cesses, involving linear equations solved using Gaussian
elimination. The complexity of the keys enhances the
randomness and unpredictability between messages,
as confirmed by statistical analysis using NIST and PSNR
tests. The complexity of the algorithm is enhanced by
utilizing the three faces of the magic cube for keys. Con-
sequently, this would increase the system’s overall se-
curity and complexity. The proposed algorithm can be
applied to various platforms, including smartphones,
computers, and other devices involved in the exchange
of voice messages. Its effectiveness in securing voice
message communications makes it a suitable choice for
ensuring privacy and security in such scenarios.
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