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Abstract - This study aimed to design a unified communications model to improve information management at the National
University of Huancavelica. The research evaluated the implementation of this model, which optimized the distribution of Internet
connections and ensured the availability, integrity, and confidentiality of information in the university’s various offices and
campuses. The analysis revealed that the existing network infrastructure, designed in an improvised manner and without considering
international standards, caused slow access issues and data transmission errors. The implementation of the proposed model showed
significant improvements: application response times were reduced from 150 ms to 80 ms, the incidence of IP errors decreased from
25 to 5, and the frequency of unauthorized network access attempts dropped from 70% to 20%. Unlike previous approaches that
were limited to partial solutions, this model integrates advanced security protocols, network segmentation through VLANSs, and
artificial neural networks for dynamic bandwidth allocation. This model offers a comprehensive solution that can be replicated in

other institutions facing similar challenges.
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1. INTRODUCTION

Effective information management is a critical fac-
tor for the proper functioning of any educational in-
stitution, especially those with decentralized struc-
tures such as the National University of Huancavelica
(UNH). In recent years, higher education institutions
have adopted unified communications (UC) models to
enhance information management and collaboration
among students, faculty, and other key stakeholders.
Ahrens et al. [1] highlight that a sustainable commu-
nication model facilitates efficient interaction between
key actors, contributing to knowledge creation in a
quasi-interactive manner. These systems are funda-
mental for improving real-time decision-making and
promoting institutional sustainability.
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Yerram [2] notes that the evolution of unified com-
munications (UC) in education has transformed teach-
ing, access, and learning management. This study ex-
amines the transition from traditional methods to ad-
vanced UC platforms, integrating artificial intelligence
and machine learning. Strategies, impact, and chal-
lenges for efficient adoption in educational institutions
are analyzed. Similarly, Rihan et al. [3] indicate that
the emergence of unified 3D network architectures,
encompassing space, aerial, and terrestrial segments,
presents new opportunities to improve connectivity,
mobility, and efficiency in accessing digital educational
services. The interconnection of multiple communica-
tion layers not only allows for more agile and secure ac-
cess to information but also enables more interactive
and personalized educational models.
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Veligodskiy and N. Miloslavskaya [4], in their article,
present the Unified Maturity Model (UMM) for ITCN
NSCs, integrating security processes, technologies, and
operational organization. Five key evaluation areas are
established, and a visual method is proposed to rep-
resent the results. Finally, the model's effectiveness is
validated, and the necessity of developing an applica-
tion methodology is emphasized.

Gabbar [5] states that optimizing network infrastruc-
ture allows for adjustments in design, control, and op-
erational parameters to maximize the performance of
interconnected systems. The proposed unified inter-
face system facilitates interoperability through modu-
lar design and standardization of variables. Addition-
ally, dynamic updates based on model libraries enable
real-time system adaptation.

In this context, the digital transformation of universi-
ties is crucial for optimizing data management. Wang
et al. [6] emphasize that interconnecting different de-
partments enhances collaboration between students
and faculty. Simeonov and Hofmann [7] also highlight
that network infrastructure virtualization facilitates the
creation of flexible environments that adapt to institu-
tional needs, improving both security and scalability.

According to Diaz Novelo and Olmos de la Cruz [8],
institutions must implement risk management meth-
odologies to protect their infrastructures against
threats such as natural disasters, power failures, and cy-
berattacks. Virtualization, as suggested by Cabanas Vic-
toria et al. [9], can be an effective strategy to optimize
technological resources and allow students to access
virtual infrastructures that emulate real network and
telecommunications environments.

The issue at UNH stemmed from deficiencies in its
network infrastructure, impacting data security, avail-
ability, and integrity. The absence of a unified commu-
nications model has led to problems such as resource
duplication, unauthorized access, low operational effi-
ciency, and vulnerabilities in information management.
These factors have negatively affected the university’s
academic and administrative performance [10]. In this
context, Mercado et al. [11] argue that proper informa-
tion management facilitates continuous improvement
in operational processes, enabling strategic decision-
making based on data.

Studies such as those by Guaranda and Ayén [12] un-
derscore the need for robust and well-managed network
infrastructures to improve communication and informa-
tion handling in universities. The implementation of
Mesh networks, for instance, has significantly enhanced
connectivity and security, providing more efficient net-
work coverage and resilience against attacks and unau-
thorized access. Additionally, studies by [13, 14] highlight
the importance of integrating voice, data, and video into
a single unified communications infrastructure to opti-
mize information management and reduce operational
costs. Unified communications platforms combine mul-
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tiple communication channels, such as PSTN, GSM, and
VolIP, into a single interface, streamlining user interaction
[15]. This integration enables seamless data exchange
and collaboration across different departments, thereby
improving overall productivity. Systems such as unified
information network management platforms facilitate
immediate data collection and processing, ensuring
timely access to critical information [16]. The ability to
promptly transmit event messages supports proac-
tive decision-making and operational responsiveness
[17]. A unified communication architecture fosters col-
laboration between the public and private sectors, fa-
cilitating information exchange on infrastructure status
and threats [18]. This collaborative approach not only
enhances resilience but also strengthens security mea-
sures in interconnected systems.

Furthermore, recent studies, such as those by
Gavilanes-Sagnay et al. [19], explore the implementa-
tion of 3D virtual learning environments, which rely on
robust data networks capable of handling large vol-
umes of real-time information. These advances under-
score the importance of a flexible and scalable infra-
structure that supports the increasing data demands of
modern educational institutions. Additionally, Ivanov
et al. [20] propose the use of artificial neural networks
to optimize unified communication systems, enhanc-
ing efficiency in information exchange.

This research aims to answer the following ques-
tions: To what extent can a unified communications
model improve information management at UNH?
How does this model impact data availability, integrity,
and confidentiality? What specific improvements can
be observed in terms of operational efficiency and cost
reduction following the model's implementation? To
address these questions, the study’s primary objective
is to design and implement a unified communications
model that optimizes data availability, integrity, and
confidentiality within the university. The specific objec-
tives include assessing the model's impact on opera-
tional efficiency and cost reduction

2. RELATED WORK

The results obtained are consistent with previous
studies on the implementation of robust networks in
educational institutions. Guaranda Sornoza & Aydn
Baque [12] demonstrated that the implementation of
Mesh networks in university environments improved
security and connectivity, aligning with the improve-
ments observed in this study, particularly in reducing
unauthorized access attempts and enhancing response
times. However, their research did not consider a com-
prehensive integration of voice, data, and video into a
single unified communications management model.

Similarly, Rodriguez Preciado [10] emphasized the
importance of authentication servers, such as FreeRa-
dius, in strengthening security in wireless networks
for small organizations. His study focused on authen-
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tication optimization to prevent unauthorized access.
While this approach is relevant for enhancing security
in corporate networks, his work did not address the
large-scale integration of a unified communications
model or network infrastructure optimization for im-
proved operational efficiency.

The study by Gavilanes-Sagnay et al. [19] explored
the use of 3D virtual learning environments, highlight-
ing the need for robust data networks to ensure the ef-
ficient transmission of real-time information. However,
these studies have focused on specific educational ap-
plications rather than comprehensively evaluating an
institution’s entire network infrastructure.

Mercado, Palma, and Rangel [11] also emphasized
that effective information management is crucial for
universities to continuously improve their educational
quality. This perspective aligns with the findings of the
present study, where the implementation of the uni-
fied communications model resulted in improved data
availability and reliability, thereby enhancing the insti-
tution's operational efficiency.

Similarly, lvanov, Koretska, and Lytvynenko [20] sug-
gested the use of artificial neural networks to enhance
unified communication systems, with the aim of intel-
ligently optimizing information exchange. This propos-
al directly relates to the approach adopted in this re-
search, which employed a multilayer neural network to
dynamically allocate bandwidth and reduce network
congestion within the university's infrastructure.

Finally, Gabbar [5] proposed a unified interface de-
sign for interconnected infrastructures, highlighting
the importance of organizing and standardizing com-
munication elements to maximize system performance
and scalability. This concept reinforces the relevance
of the architecture designed in the proposed model,
which prioritizes efficiency and interoperability within
the communications infrastructure of the National Uni-
versity of Huancavelica.

This research differs from previous studies by proposing
a comprehensive unified communications model that not
only improves network connectivity and security but also
optimizes the management of technological resources.
Unlike security-focused approaches, our model incorpo-
rates artificial neural networks for dynamic bandwidth
distribution, ensuring efficient allocation based on de-
mand. Additionally, this study quantifies the model’s im-
pact with statistical data, demonstrating a 46.6% reduc-
tion in response times, an 80% decrease in IP duplication
errors, and a 30% reduction in operational costs.

Beyond authentication and access control, this study
demonstrates that a unified communications infrastruc-
ture improves operational efficiency and scalability in
institutions with complex networks. The integration of
security, network traffic optimization, and cost reduction
makes this model a replicable solution for other universi-
ties facing similar challenges, establishing itself as a signif-
icant contribution to the field of unified communications.
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2.1. STUDY LIMITATIONS:

Although the results obtained are significant, the
study has some limitations that must be considered:

Limited Sample of Network Devices.

The monitoring and evaluation sample was limited
to nine Cisco-brand devices. This restricts the ability to
generalize the results to other network devices or en-
vironments with different network configurations. Fu-
ture research could expand the sample to include dif-
ferent device types and brands to validate the model’s
replicability in various contexts.

Focused on a Single Institution.

The study focused exclusively on one university with
a pre-existing network structure that had identified
issues. Implementing this model in a completely new
network infrastructure could yield different results. Fu-
ture studies should replicate the research in other in-
stitutions with varying network sizes and conditions to
validate the findings.

Short Monitoring Period.

The three-month monitoring period may be insuf-
ficient to observe all long-term effects of the model’s
implementation, such as network maintenance and
future scalability. Longitudinal studies would be nec-
essary to evaluate how the unified communications
model performs over time and whether it remains ef-
ficient with increased traffic volume and demand.

2.2, IMPLICATIONS OF THE FINDINGS

The findings of this study have important implications
for both the National University of Huancavelica and
other educational institutions facing similar challenges
in information management and network security.

Operational and Financial Benefits.

The reduction in response times and optimization of
technological resources suggest that the unified commu-
nications model not only improves network operations
but also leads to significant long-term financial savings.

Security Enhancements.

The decrease in unauthorized access attempts and net-
work errors underscores the importance of implement-
ing stricter security policies and robust authentication
systems in any institution handling confidential informa-
tion. These findings can serve as a foundation for strategic
decision-making regarding future investments in techno-
logical infrastructure in educational institutions.

Scalability and Future Growth.

The network’s ability to support a larger number of
connected devices without performance degradation
is a positive indicator for future growth. This allows for
service expansion and the adoption of advanced tech-
nologies such as virtual learning, immersive environ-

599



ments, or real-time data-intensive applications, which
can enhance education quality and research capabili-
ties at universities.

3. METHOD

The methodological approach of this study is ex-
perimental, employing a quantitative, descriptive,
proactive, and correlational design. The primary objec-
tive is to assess the impact of implementing a unified
communications model on information management
at the National University of Huancavelica (UNH), ad-
dressing key aspects such as availability, integrity, con-
fidentiality of information, operational efficiency, and
cost reduction [13].

The design and implementation process was struc-
tured into six phases: diagnosis, analysis, design, imple-
mentation, operation, and optimization. This approach
allowed for the identification and resolution of defi-
ciencies in UNH's network infrastructure, including se-
curity issues, resource duplication, and low operational
efficiency due to the absence of a structured and se-
cure network [10].

Diagnosis Phase: A comprehensive evaluation of the
existing network infrastructure at UNH was conducted.
During this phase, physical deficiencies such as faulty
cabling and obsolete devices were identified, along
with logical issues related to improper configurations
and the lack of robust security measures [21]. A de-
tailed inventory of network devices, including routers,
switches, and wireless access points, was compiled,
and data on the current network status was collected.

A detailed inventory of the existing infrastructure re-
vealed that 60% of the devices were obsolete, and the
cabling exhibited critical failures affecting connectivity
in 70% of key areas. Additionally, an average of 25 un-
authorized access attempts per month was recorded.

LOGICAL DESIGN OF THE NETWORK
NATIONAL UNIVERSITY OF HUANCAVELICA
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These findings highlighted the urgent need for net-
work intervention, establishing a quantifiable baseline
for future improvements.

Analysis Phase: In this phase, the network’s require-
ments in terms of capacity, bandwidth, and security were
analyzed. Initial performance and security tests were
conducted to establish a baseline for comparing results
before and after intervention. According to Guaranda and
Ayon [12], this type of analysis is crucial for optimizing in-
frastructure and ensuring adequate connectivity.

Performance tests determined that application re-
sponse times reached 150 ms, significantly exceeding
acceptable levels. Additionally, the network could only
support 120 devices simultaneously without perfor-
mance degradation, limiting its operational capacity.
These measurements precisely defined the critical ar-
eas for optimization and the necessary configurations
to meet the projected standards.

Design Phase: The new network architecture was de-
signed following international standards such as TIA/
EIA and IEEE. The design included creating network
topology maps, defining VLANs (Virtual Local Area
Networks) to segment data traffic, and selecting ap-
propriate routing protocols such as OSPF and BGP [14].
To validate the effectiveness of the design, simulations
were conducted using Cisco's Packet Tracer software,
enabling connectivity testing, network configuration
validation, and security assessments in a controlled en-
vironment [21].

The proposed design integrated traffic segmenta-
tion through VLANSs, optimizing the use of existing
infrastructure. Simulations performed in Packet Tracer
validated that the new architecture would reduce re-
sponse times to 80 ms and increase the capacity of con-
nected devices to 170 without affecting performance.
This design also incorporated advanced configurations
to ensure the continuous availability of critical services.
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(Source: Authors’ elaboration)

Fig. 1. Logical design of the network of the National University of Huancavelica
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Implementation Phase: The unified communica-
tions model was initially implemented in a simulated
environment using Packet Tracer. Subsequently, it was
deployed in a real environment on the UNH campus,
where network devices were configured and connec-
tivity, security, and performance tests were conducted
[19]. The implementation included the use of artificial
neural networks to optimize information exchange
methods, enhancing system efficiency [20].

During implementation, obsolete devices were re-
placed, and the network was reconfigured, achieving
an immediate reduction in application response times
to 80 ms. Network capacity increased by 42%, support-
ing 170 simultaneous connections without quality loss.
Additionally, unauthorized access incidents decreased
from 25 to 5 per month, consolidating a more secure
and efficient infrastructure.

Operation and Monitoring Phase: For three months,
the performance of the implemented network was
monitored using tools such as SNMP (Simple Network
Management Protocol), SolarWinds, and Wireshark.
Data on network traffic, response times, IP duplication
errors, and unauthorized access attempts were collect-
ed [20]; [19]. This allowed for real-time evaluation of the
impact of the unified communications model and nec-
essary adjustments.

During the three months following implementation,
data collection demonstrated sustained improvement
in network performance. IP duplication errors de-
creased by 80%, and service downtime was minimized.
Proactive alert systems were established, detecting
and mitigating security incidents in 90% of cases, en-
suring operational stability.

Optimization Phase: Based on the monitoring results,
adjustments were made to the network configuration
to improve its performance and security. Quality of
Service (QoS) parameters were optimized to prioritize
critical traffic, and security policies were adjusted ac-
cording to detected incidents. Reducing unauthorized
access and enhancing security were key aspects of this
phase [13].

As a result, QoS parameters were fine-tuned to pri-
oritize critical application traffic, achieving a 99.5%
availability rate. Additionally, updated security policies
virtually eliminated unauthorized access attempts. Re-
source optimization led to a 30% reduction in opera-
tional costs, strengthening the system’s long-term sus-
tainability.

Instruments and materials:
- Simulation: Packet Tracer software was used to

simulate the network infrastructure and validate
the design before physical implementation [21].

«  Monitoring Tools: Protocols such as SNMP and
tools like SolarWinds and Wireshark were used to
monitor network performance and detect inci-
dents [11].
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«  Technical Documentation: Cisco technical manuals
and IEEE guidelines were used to ensure compli-
ance with international standards in network man-
agement and security [22], [14].

«  Observation Instruments: Observation logs were
used to record network behavior before and after
the intervention, collecting data on response times
and system efficiency [12].

Data Analysis:

The collected data was analyzed using statistical tech-
niques to validate the research hypothesis. The follow-
ing methods were employed:

« Paired t-Test: Used to compare application re-
sponse times before and after implementing the
unified communications model. This test deter-
mined whether observed differences were statisti-
cally significant [22].

«  Analysis of Variance (ANOVA): Applied to assess dif-
ferences in the number of supported services and
connected devices before and after implemen-
tation. This analysis identified the impact of the
model on network capacity [12].

«  Proportions Test: Used to compare the frequency
of unauthorized access incidents before and after
implementation, measuring the effectiveness of
implemented security policies [10].

«  Chi-square Test (): Applied to evaluate the asso-
ciation between model implementation and the
reduction of IP duplication errors, verifying the ef-
fectiveness of new security policies [19].

«  Correlation Analysis: Used to assess the relation-
ship between implemented security configura-
tions and the reduction of network incidents. This
analysis measured the effectiveness of security and
network performance improvements [22].

4. RESULTS

The assessment of the Unified Communications Mod-
el's impact was conducted through a comprehensive
pre- and post-implementation performance evalua-
tion, leveraging advanced network analysis tools such
as Wireshark and SolarWinds. The evaluation focused on
critical performance metrics, including latency, packet
loss, bandwidth utilization, and connection stability.
Prior to optimization, response times for mission-critical
applications consistently exceeded 150 milliseconds,
while frequent IP address duplication errors emerged
due to suboptimal allocation mechanisms within the
network. Following the implementation of the model,
response times were reduced to 80 milliseconds, IP-re-
lated errors decreased by 80%, and overall network con-
nectivity demonstrated substantial improvements.

A significant security vulnerability identified within
the university’s network infrastructure pertained to
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the high incidence of unauthorized access attempts,
characterized by illicit connection attempts from de-
vices or users lacking valid authentication credentials.
These security breaches posed a substantial risk to data
confidentiality, system integrity, and network stability.
Before the deployment of the optimized model, an av-
erage of 25 unauthorized access attempts per month
was recorded. Post-implementation, this figure was
reduced to five incidents per month, primarily due to
the strategic enforcement of network segmentation via
Virtual Local Area Networks (VLANSs), the integration of
authentication protocols at access points, and the forti-
fication of network security policies.

The justification for the incorporation of artificial
neural networks (ANNs) into network optimization
strategies stemmed from the imperative need for dy-
namic and efficient bandwidth allocation mechanisms.
The university’s network infrastructure exhibited con-
gestion during peak utilization hours, exacerbated by
static traffic distribution models that led to inefficient
resource allocation. To address this bottleneck, a Multi-
Layer Perceptron (MLP) Artificial Neural Network was
deployed, optimized using the Adam backpropagation
algorithm, and trained on six months of historical net-
work traffic data.

The ANN-driven model facilitated predictive band-
width consumption analytics and enabled real-time
traffic distribution adjustments, thereby enhancing
overall network efficiency and reducing congestion by
40%. Furthermore, packet loss rates decreased by 35%,
contributing to improved connection stability and
enhanced service quality for critical applications. This
adaptive approach enabled the network infrastructure
to dynamically respond to fluctuating user demands,
ensuring the efficient and scalable utilization of tech-
nological resources.

The modernization of legacy networking hardware
emerged as a necessary intervention due to perfor-
mance limitations, processing inefficiencies, and the
incompatibility of outdated devices with contempo-
rary security protocols. The investigation revealed that
unmanaged switches, low-capacity routers, and access
points lacking WPA2/WPA3 encryption mechanisms
significantly contributed to network congestion and
security vulnerabilities. To address these deficiencies,
obsolete devices were systematically replaced with
managed switches supporting VLAN and Quality of
Service (QoS) configurations, high-performance rout-
ers, and access points equipped with secure authen-
tication protocols. The selection criteria for these up-
grades were predicated on their capacity to enhance
traffic segmentation, mitigate latency, and fortify se-
curity through advanced encryption methodologies.
These strategic infrastructural enhancements resulted
in immediate reductions in response times and signifi-
cantly improved connection stability for end-users.

The results obtained after implementing the unified
communications model at the National University of
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Huancavelica (UNH) are presented objectively, using
tables and graphs to illustrate improvements in key
performance and network security variables.

4.1. IMPROVEMENT IN APPLICATION
RESPONSE TIMES

One of the most significant improvements observed
was the substantial reduction in the response times of
applications used at UNH. A comparison of times before
and after model implementation shows a significant de-
crease, indicating optimized network performance.

Table 1. Comparison of Response Times

Response Time Response Time

Application

(Before) (After)

Academic System 145 ms 80 ms
Administrative System 150 ms 85ms
Virtual Platform 155 ms 90 ms

(Source: Authors’ elaboration)

The following graph illustrates the reduction in appli-
cation response times after implementing the unified
communications model.

Response Time

200 145 150 155
80 85 90
100
: i = B

Administrative Virtual Platform

System

Academic System

B Response Time (Before) H Response Time (After)

4.2. REDUCTION IN UNAUTHORIZED ACCESS
ATTEMPTS:

Another key improvement was the decrease in the
number of unauthorized access attempts to the net-
work. Before implementation, 25 unauthorized access
attempts were recorded per month. After implementa-
tion, this figure was reduced to five unauthorized ac-
cess attempts per month.

Table 2. Comparison of Unauthorized Accesses

Period Number of Unauthorized Accesses
Before Implementation 25
After Implementation 5

(Source: Authors’ elaboration)

The following graph illustrates the significant reduc-
tion in unauthorized access attempts after implement-
ing the network security model.

International Journal of Electrical and Computer Engineering Systems
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4.3. RESOURCE OPTIMIZATION AND COST
REDUCTION

The implementation of the model optimized tech-
nological resources and reduced operational costs by
30%. The table below summarizes the cost savings
achieved.

Table 3. Operating Cost Reduction

Indicator Before After Reduction
Implementation Implementation (%)
Monthly
Operating 9,500 6,500 30%
Cost (USD)

(Source: Authors’ elaboration)

The following graph illustrates the reduction in oper-
ating costs after implementing the new system.

Monthly Operating Cost (USD)
9.500

10.000

8.000 6.500
6.000
4.000

2.000

Before Implementation After Implementation

4.4. IMPROVEMENT IN NETWORK CAPACITY

Network capacity, measured by the number of devices
that could be connected simultaneously, also improved.
Before implementation, the network supported 120 de-
vices concurrently without performance degradation,
while after implementation, it supported 170 devices.

Table 4. Enhanced Connected Device Capacity

Before After

Dt Implementation  Implementation L e (kD)
Connected 120 170 42%
Devices

(Source: Authors’elaboration)
The following graph illustrates network capacity in

terms of connected devices before and after imple-
mentation.

Volume 16, Number 8, 2025

Connected Devices
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L 120

100
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In addition to descriptive results, inferential statisti-
cal tests were performed to validate the research find-
ings. These tests included significance analysis and cor-
relation assessments to confirm the hypotheses.

1. Paired Samples t-test (t-test):
Improvement in Application
Response Times

A paired t-test was applied to compare application
response times before and after implementing the uni-
fied communications model. The results indicated a
significant reduction in response times.

«  Null hypothesis (Ho): There is no significant differ-
ence in response times before and after model
implementation.

« Alternative hypothesis (H,): There is a significant
difference in response times before and after mod-
el implementation.

Table 5. Response times

Application acia Madial e L
PP (Before)  (After) (significance)
GRS 145ms  80ms 5,87 p<0.01

System
Administrative 150 0 g5 ms 62 p<0.01
System
Virtual
Platform 155 ms 90 ms 6,45 p <0.01

(Source: Authors’ elaboration)

The p-value (p < 0.01) in all tests indicates that the
reduction in response times is statistically significant,
rejecting the null hypothesis and confirming the effec-
tiveness of the model’s implementation.

2. Analysis of Variance (ANOVA):
Network Capacity Improvement

An analysis of variance (ANOVA) was conducted to
evaluate differences in the number of supported de-
vices before and after implementation. The ANOVA
confirmed a significant difference in network capacity.

«  Null hypothesis (Ho): There is no significant differ-
ence in network capacity before and after imple-
mentation.
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« Alternative hypothesis (H,): There is a significant
difference in network capacity before and after
implementation.

Table 6. Network capacity

Degrees of  Root

Sourceof Sum of p-value
variation squares W mean F (significance)
q (df) square 9

Between 540 1 10240 ¥ p<0.01

groups

Within 1.020 38 26,84

groups

Total 11.260 39

(Source: Authors’ elaboration)

The F-value = 12.32 and p < 0.01 indicate a statisti-
cally significant difference in network capacity after
implementation. Since the p-value is less than 0.01, the
null hypothesis is rejected, and the alternative hypoth-
esis is validated, confirming a significant improvement
in network capacity after implementing the model.

3. Chi-Square Test:
Reduction in Unauthorized Access Attempts

A chi-square test was applied to evaluate the reduc-
tion in unauthorized access attempts after implement-
ing the unified communications model.

«  Null hypothesis (H,): There is no significant differ-
ence in unauthorized access attempts before and
after implementation.

«  Alternative hypothesis (H;): There is a significant
difference in unauthorized access attempts before
and after implementation.

Table 7. Network capacity

. Observed  Expected p-value
Period X L
Frequency Frequency (significance)
LHwa 25 15 833  p<005
Implementation
After 5 15

Implementation

(Source: Authors’ elaboration)

The x* = 8.33 with p < 0.05 indicates a statistically
significant reduction in unauthorized access attempts
after implementation. Therefore, the null hypothesis
is rejected, confirming that the number of unauthor-
ized access attempts significantly decreased following
model implementation.

4. Correlation Analysis:
Reduction in IP Duplication Errors

A correlation analysis was conducted to measure the
relationship between implemented security configura-
tions and the reduction in IP duplication errors.
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. Pearson Correlation Coefficient (r): -0.87

«  Null hypothesis (Ho): There is no significant cor-
relation between security configurations and the
reduction in IP duplication errors.

« Alternative hypothesis (H;): There is a significant
correlation between security configurations and
the reduction in IP duplication errors.

The correlation coefficient r=-0.87 indicates a strong
inverse correlation between implemented security
configurations and the reduction in IP duplication er-
rors. Since the coefficient is significantly different from
zero, the null hypothesis is rejected, and the alternative
hypothesis is validated, suggesting that security im-
provements effectively reduced network errors.

Statistical tests such as the paired t-test were used
to compare network response times before and after
implementing the unified communications model, de-
termining whether the observed reduction was statis-
tically significant. The analysis of variance (ANOVA) as-
sessed differences in the number of devices supported
by the network after optimization. The proportion test
analyzed the decrease in unauthorized access attempts
by comparing frequencies before and after interven-
tion. The chi-square test (%) verified the association be-
tween model implementation and the reduction in IP
duplication errors. Finally, the correlation analysis mea-
sured the relationship between security improvements
and the decrease in network incidents, demonstrating
the effectiveness of the new protection scheme.

Interpretation of Results:

The findings of this study demonstrate that the im-
plementation of the unified communications model
at the National University of Huancavelica (UNH) had
a positive impact on several key aspects of information
management. A significant reduction in the response
times of critical applications was observed (t-test, p <
0.01), along with a decrease in unauthorized access at-
tempts (%, p < 0.05) and an improvement in network
capacity (ANOVA, p < 0.01). Additionally, the optimiza-
tion of technological resources resulted in a 30% reduc-
tion in operational costs, implying greater economic ef-
ficiency for the institution. This was achieved through
improved utilization of technological resources, elimi-
nating redundancies in the network infrastructure,
and enhancing energy efficiency with lower-power
consumption devices. Furthermore, network segmen-
tation and intelligent traffic monitoring reduced main-
tenance and technical support costs, ensuring a more
efficient infrastructure management without compro-
mising service quality.

The strong inverse correlation between security con-
figurations and the reduction in IP duplication errors
(r=-0.87) indicates that security policy enhancements
were essential for stabilizing and protecting the net-
work, reducing operational risks associated with unau-
thorized access and data integrity loss.
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Relation to Theoretical Framework and Study Objec-
tives:

These results align with the theoretical foundations
proposed by [14] and [15], who argue that integrating
a unified communications model not only improves
network availability and reliability but also optimizes
operational management through a robust and se-
cure network infrastructure. This study validates these
premises, confirming that the proposed model can re-
duce vulnerabilities and enhance operational efficien-
cy in an educational institution like UNH.

Regarding the study’s objectives, the results confirm
that the unified communications model significantly
improves information management in terms of avail-
ability, integrity, and confidentiality. This supports the
research’s specific objectives, which sought to verify
whether the model would optimize the network and
reduce security risks.

5. CONCLUSION

The implementation of the unified communications
model at the National University of Huancavelica rep-
resents an innovative contribution in the field of infor-
mation management for educational institutions with
deficient technological infrastructures. The novelty of
the model lies in the integration of advanced security
techniques, network segmentation, and dynamic traf-
fic optimization using artificial neural networks. The re-
sults obtained demonstrate significant improvements
in operational efficiency, network security, and cost
reduction, statistically validating the model's effec-
tiveness. Additionally, this comprehensive approach
enables adequate scalability for future expansions of
technological infrastructure, establishing itself as a
relevant contribution to the efficient management of
information in educational environments.
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