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Abstract - As the proliferation of resource-constrained devices continues in various application domains, the need for energy-efficient
cryptographic algorithms becomes paramount for ensuring their security. Lightweight block ciphers play a crucial role in securing
communication and data integrity in resource-poor environments. This paper presents the design, simulation, and evaluation of a novel
symmetric Energy Efficient Lightweight Block Cipher (EE-LBC), tailored for such environments, which employs a balanced combination of
substitution-permutation network (SPN) structure with larger diffusion and substitution box activation properties to achieve high security
with minimal energy consumption and implementation cost. Through rigorous cryptanalysis and performance evaluations, EE-LBC
demonstrates superior throughput and efficiency compared to prevailing lightweight block ciphers, making it an ideal choice for securing

resource-constrained network.
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1. INTRODUCTION

With the rapid expansion of the Internet of Things (loT)
and the increasing integration of connected devices into
various domains, ensuring data security in resource-
constrained environments has become a paramount
concern. Wireless networks having limited resources
for storage, processing, communication and power are
all categorized as Resource-Constrained Network (RCN)
such as Mobile Ad-hoc NETwork (MANET), Vehicular Ad-
hoc NETwork (VANET), Flying Ad-hoc NETwork (FANET)
and Internet of Things (loT). Nodes in such network must
always retain minimum energy level so as to maintain
the network connectivity [1]. On the other hand, security
is the biggest challenge in these networks due to wire-
less communication media and lack of in-built security.
Attacks done by the malicious node in the network can
destructively affect the integrity, confidentiality, and se-
crecy of nodes in the network [2].

To guard the resource-constrained networks from
active attacks, various proposals are available which
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are either proactive or reactive in nature. After the in-
truder disturbs the network, sense the attack and then
try to recover from it. This is called a reactive method
of protection. On the other hand, in proactive method,
necessary care is taken to confirm that the intruder will
not be able to damage the system or authentic user.
Intrusion Detection Systems (IDS) are built on the re-
active approach of defense whereas cryptography is
preferred in the proactive method. One of the disad-
vantages of IDS is that it cannot detect the source of
the attack and it just locks the whole network. This par-
allelizes it completely [3]. Secondly, IDS continuously
monitor node behavior and network traffic; so, it keeps
engaging the resources [4].

Proactive technique of cryptography can be split into
two categories: cryptographic algorithms designed for
resource-rich networks are not suitable for RCN due
to their high resource requirements and other one is
lightweight cryptographic primitives that uses limited
resources without compromising the security level
achieved [5, 6]. In this paper, we propose a novel en-
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ergy-efficient lightweight block cipher, EE-LBC, specifi-
cally designed to address the security and energy con-
straints for application in the resource-poor networks.

The block cipher proposed in this paper is energy effi-
cient as well secure and possesses following properties:

Symmetric key cryptography-based block cipher
EE-LBC uses Substitution-Permutation Network
(SPN) structure as its base which comprises of sub-
stitution and permutation layer.

High diffusion and S-box activation properties of
EE-LBC makes it strongly resistance against differ-
ential and linear cryptanalysis.

After taking the 80-bit key through key genera-
tion algorithm, the cipher assured to be resistant
against key schedule attacks due to the shuffling
of bits in the key by XORing round counter with the
middle portion of the round key.

« It makes use of a single 4-bit non-linear S-box that
operates on 16-bit data at a time. This leads to the
simplicity in design while minimizing the compu-
tational complexity and implementation cost but
improving throughput.

+  Reduced number of rounds and smaller key size of
this cipher results in desired performance in terms
of energy efficiency.

« It is suitable for the constrained devices and net-
works for variety of applications.

Further portion of the paper is systematized by elab-
orating on distinguishable facts about various light-
weight cryptographic protocols in Section Il. Overview
with the architecture and details of proposed block ci-
pher are presented in Section Ill. Cryptanalysis of the
proposed protocol is covered in Section IV whereas
results of the comparison of EE-LBC with other block
cipher and the discussion through analysis of the same
is conversed in Section V. Paper is summarized in the
Section VI followed by the references used.

2. RELATED WORK

For the past decade, various researchers have been
engaged in discussing about the resource-constrained
wireless networks and the security facets in its context.
Precisely, the network layer attacks on routing proto-
cols are a subtle issue in this and any other network [7,
8]. Traditional cryptographic algorithms are not suit-
able in this case due to the high resource requirements.
Lightweight Cryptography is the method of encryption
that leads to small-sized and computationally lower
complexity as well as low power consumption. Thus,
it extends the battery life of resource-limited devices
while maintaining strong security levels. [9]. Light-
weight cryptography consists of cryptographic proto-
cols customized for implementation in constrained set-
up. Its standardization process is still in progress [10].
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A contest held by NIST (Mar 2019-2021), to identify
secure and efficient cryptographic algorithms suitable
for constrained environments such as loT devices and
RFID systems, was graced by 57 innovative submissions
out of which 56 could pass through the first round and
32 could reach to the final round of the contest. On the
critical evaluation of those protocols, 10 were declared
as finalists [11].

Prior research in lightweight cryptography has led to
the development of various algorithms optimized for
resource-constrained devices. Stream ciphers, block ci-
phers, and hash functions have been extensively stud-
ied and tailored for lightweight applications. One of the
symmetric key cryptographic techniques for providing
the confidentiality and integrity to the sensitive infor-
mation is block cipher. Block cipher uses combination
of confusion and diffusion properties of cryptography
that makes the reverse of encryption process to extract
the original text harder in block cipher [12]. Existing
lightweightblock ciphers, such as PRESENT [13], SIMON,
SPECK [14] and LEA [15], have demonstrated promising
results in terms of area efficiency and computational
performance [16, 17]. However, these ciphers may still
consume significant energy when implemented on
power-constrained devices. In this section, prominent
lightweight cryptographic block ciphers in this frame-
work are studied and analyzed for security.

Two most popular examples of protocols standard-
ized by NIST are AES [18] and DES [19]. Former is SPN
based algorithm whereas later follows Feistel Network
(FN) structure. AES has the implementation require-
ment of around 2400 GEs where DES needs around
2310 GEs. Such larger area pre-requisite makes both
protocols unsuitable for RCN.

TWINE presented in [20] takes 64-bit input and has
two variants with 80-bit and 128-bit key. It can oper-
ate with lesser memory also but has requirement of
around 2000 GEs which is still higher for constrained
environment. Ultra-light block cipher RECTANGLE in
[21] works with least rounds i.e., 25 by applying little
alterations to the SPN structure which makes it useful
for large variety of applications in constrained environ-
ment. lll-advisedly, it is suspectable to related-key and
side-channel attacks.

Symmetric key block cipher E3LCM proposed in [22]
uses Multi-sequence Linear Feedback Shift Register
(MLFSR) in substitution layer for reducing design area.
Though it has smallest key of 64-bit, since the output of
MLFSR is deterministic, it is not secure.

PRINT [23] is another cipher that makes use of an 80-
bit key to perform 48 iterations with least GE require-
ment. It performs 3-bit operations which is infeasible
due to odd number of bits. On the other hand, PRINCE
in [24] is one of most efficient lightweight algorithms
that uses 128-bit key for 12 rounds. It has low energy
consumption and smaller hardware requirement. But it
is not used widely due to its fixed larger key size.
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Major focus of TEA in [25] is to achieve higher speed
while minimizing the memory requirements. It is de-
signed to work for commodity hardware with the ap-
plication of 128-bit key used across 32 rounds. But
its key scheduling part is too simple to get forged by
brute force attack. SKINNY [26] has three key variants
64/128/192-bit key to perform 32 to 40 rounds on the
data blocks of varying sizes. Limitation of this cipher is
that it is prone to birthday attack.

GIFT [27] was finalist in NIST contest since it offers
lighter S-box and occupies lesser physical space. It uses
128-bit key for 64-bit data block with 40 rounds. But it’s
not safe against differential cryptanalysis. SLIM [28] is
used for Internet of Health Things and is based on Feis-
tel structure. It works on 32-bit block with 80-bit key in
32 rounds. Its security is suitable only for RFID-based
systems. It is immune against linear and differential
cryptanalysis.

The implementation of the KATAN32 algorithm [29]
on the ESP32 microcontroller demonstrates low com-
putational power requirements, making it suitable for
resource-constrained environments. While KATAN32
is lightweight, it may not offer the same level of secu-
rity robustness as more modern algorithms. The im-
plementation is tailored to the ESP32 microcontroller,
which may limit its generalizability to other hardware
platforms without additional modifications.

Lastly, ASCON [30], selected as the NIST lightweight
cryptography standard, requires significantly fewer
resources compared to AES-128, making it well-suited
for edge devices. It has been found resistant against
side-channel attacks, a critical consideration for loT de-
vices. Its limitation is that performance metrics such as
resource utilization, operating frequency, and power
consumption can vary across different FPGA platforms,
necessitating platform-specific optimizations.

As seen from the above study, SLIM, KATAN32 and
ASCON have platform-specific requirements. AES, DES,
and Twine ciphers exhibit significant area overhead,
making them resource-intensive for hardware imple-
mentations. E3LCM, PRINT, and TEA ciphers exhibit in-
herent structural vulnerabilities, impacting their cryp-
tographic robustness. A block cipher is expected to
provide balance among implementation cost, perfor-
mance in terms of encryption time and security.

3. EE-LBCALGORITHM

The algorithm EE-LBC is predicated on Substitution-
Permutation Network (SPN) structure that shudders
the data through a combination of substitution layer
and permutation layer and puts it together for the fur-
ther round. It spins the data through the 31 rounds of
permutations with the assistance of separate roundkey
for every round. The encryption method of proposed
cryptographic protocol accepts two inputs, one data
block of size 64-bit and a key stream that is 80-bit long
and generates ciphertext block as an output. During
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each of the 31 rounds, XOR operation is performed
between the data block and the corresponding round-
key. In each round, the non-linear Substitution Layer
that consists of 4-bit S-box is applied 16 times (64-bit
data block/4-bit S-box=16) parallelly. Decryption pro-
cess of this cipher is the reverse of steps applied during
encryption. The diagram showing functioning of pro-
posed algorithm EE-LBC is shown in Fig. 1.

The resistance of symmetric-key based block ciphers
broadly depends on the cryptographic potency of the
Substitution Layer. To scale back the design area, the
Substitution Box structure is slightly altered and con-
structed using 4-bit single S-box rather than eight S-
boxes. The rifeness of this structure is that it occupies
less space with finest speed and energy consumption.
The research work in this paper focuses solely on a
software-based implementation and analysis, which
aims to demonstrate the fundamental design, correct-
ness, and performance of the proposed cipher on con-
strained devices. Implementation of EE-LBC is focused
on embedding a lightweight cryptographic protocol
in routing protocol of MANET-enabled IoT. Detailed
stages in the form of bit operations performed during
encryption and decryption processes of the proposed
block cipher are delineated below.

I Key | l Plaintext |

l l

| Add Round Key |

| Substitution Layer ‘
l o
=3
% G,
o
=1
I}

| Permutation Layer |

| Ciphertext ‘

Fig. 1. Block Diagram for EE-LBC

A. Encryption
Key Scheduler

EE-LBC incorporates a lightweight key scheduling al-
gorithm that minimizes computational overhead and
energy consumption during key expansion. The key
scheduling algorithm efficiently generates round keys
from the master key, ensuring robust key mixing with-
out sacrificing performance.

One key K is generated for each round i where 1<=i
<=31. At first, the original 80-bit key (K, K.,...... K)is
split into two keys, namely Key16 which is formed with
lower 16 bits of the key and Key64 which is made up of
upper 64 bits of the key.
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Forround 1 the key K| is simply the Key64. Remaining
round keys are generated using following steps:

Shift the key 61 bits to the left: K. = K. << 61
Key64 goes through the substitution layer

«  The bits at the mid of the two keys are XORed with
the counter of the current round

KK K, K K)=K,K K, K,K)®i

19/ "8 Th177 T e 19" “Tg!
For each round, the upper 64-bit part of the gener-
ated key is used as the round key.

After generating subkeys for all rounds, the encryp-
tion algorithm iterates through following three phases
31 times:

Add Round Key

The round function combines the operations of the
substitution and permutation layers with the round
key to produce the output ciphertext block. It consists
of multiple iterations of the substitution and permuta-
tion operations followed by key mixing.

The 64-bit data block is XORed with the 64-bit round
key Ki generated by the key scheduler as follows:

(B, By,-..-B) = (B, By..co..B) ® (K, K. .K)

63’

l Bit Position 1

0 16 32 48 1 17 33 49

Substitution Layer

The simple design of S-box in EE-LBC focuses on
achieving a balance between cryptographic strength
and reduced computational complexity. This also main-
tains sufficient non-linearity and resistance against dif-
ferential and linear cryptanalysis. In EE-LBC, single 4-bit
S-box is used. The above data block after addition of
round key is passed through the substitution layer. The
S-box is defined with the hexadecimal values as follows:

S[1= {0xC, 0x5, 0x6, 0xB, 0x7, 0x0, OxA, 0xD, 0x1, OxE,
0OxF, 0x8, 0x4, 0x9, 0x3, 0x2}

Each word (4-bit) in the data block is replaced by the
corresponding value in the S-box at the same position.

Permutation Layer

The permutation layer shuffles the output of the
substitution layer to achieve diffusion. It ensures that
each bit of the input affects multiple bits of the out-
put, thereby spreading the influence of each input bit
across the entire block. This layer is implemented using
efficient permutation techniques to minimize energy
consumption.

For performing permutation at each round, follow-
ing table (Table 1) is referred:

Table 1. Permutation Table

2 18 34 50 3 19 35 51

4 20 36 52 5 21 37 53

6 22 38 54 7 23 39 55

8 24 40 56 9 25 41 57

10 26 42 58 11 27 43 59

12 28 44 60 13 29 45 61
T NewaBit Position

Reading the table row-wise, each cell number rep-
resents, input bit position as marked on the table. So,
ith bit is moved to the position indicated by the value
inside the cell.

During each round of the encryption process, the
permutation layer performs a series of bit-level opera-
tions designed to enhance diffusion by disrupting bit
positions systematically. The steps are as follows:

1. Bit Position Identification: Determine the posi-
tion of the bit to be processed by calculating its dis-
tance from the least significant bit (LSB). This helps in
isolating its exact contribution to the data block.

2, Bit Alignment: Right shift the data block to align
the target bit with the LSB position. This normalization
simplifies subsequent operations.

3. Bit Isolation: Apply a bitwise AND operation with
1 to mask and extract the target bit. This ensures only
the bit of interest is manipulated.

4. New Position Calculation: Compute the target
location for the bit based on a permutation rule or key-
driven logic. This step ensures that the permutation is
non-linear and key-dependent.
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14 30 46 62 15 31 47 63
Bit Position 64 T

5. Bit Placement: Shift the isolated bit to its new po-
sition and use a bitwise OR operation to merge it into
the permuted data block. This ensures that each bit
contributes uniquely to the final encrypted output.

B. Decryption

Key scheduler module, adding round key and substi-
tution layer for the decryption process is same as that
of encryption process. Last phase is replaced by inverse
permutation layer. During each round of the decryp-
tion process, the inverse permutation phase systemati-
cally reconstructs the original bit positions to reverse
the scrambling introduced during encryption. The fol-
lowing steps are executed:

1. Target Bit Identification: Determine the original
position of the bit that should occupy the i-th position
in the final output. This step ensures accurate reversal
of the permutation logic.

2. Result Alignment: Left shift the intermediate re-
sult by 1 bit to create space for inserting the next bit in
its correct sequence.

3. Bit Alignment in Cipher Block: Shift the data
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block such that the required bit is brought to the least
significant bit (LSB) position, simplifying its extraction.

4. Bit Extraction: Apply a bitwise AND operation
with 1 to mask and isolate the required bit from the
shifted data block.

5. Bit Integration: Insert the extracted bit into the
result using a bitwise OR operation. This reconstructs
the inverse permutation step-by-step, ultimately re-
storing the original data structure.

4. CRYPTANALYSIS OF EE-LBC

The attacks that alter the data or affects the memory
typically catches hold of parameters of block cipher for
performing the attack and they do not exploit the inner
structure of the block cipher. In further part of this sec-
tion, crucial security measure is discussed in context to
the proposed technique. Cryptanalysis is employed to
assess how resistant the algorithm is to various types of
attacks. Two most commanding tools for cryptanalyst
for finding linear or differential path through various
rounds of the block cipher are linear and differential
cryptanalysis [31]. But if the search space of the cipher
is sufficiently large then finding the optimal path be-
comes challenging task for the cryptanalyst.

Differential Cryptanalysis:

During this technique, attacker selects the plaintext as
input to the algorithm and then access the correspond-
ing ciphertext. To perform this cryptanalysis, a pair of
plaintexts is taken which is related with each other by a
constant difference. It exploits how difference in plain-
text pairs propagate through the cipher’s structure [32].

The difference Ac between the generated pair of cipher-
texts for the given pair of plaintexts can be calculated as

Ac=S (P @ Ap) D S (P).
where S is the substitution function and P is the per-
mutation function, Ap indicates the difference between
the given pair of plaintexts.

Consider following pair of inputs with just one-bit
difference:

P1:4172756e61204b47
P2:4172756e61204b48

It generates following pair of ciphertexts with count-
able difference:

C1: fff2f964d2012604
C2: 5a3c5405043f0d45

The 4-bit S-box used in EE-LBC has a maximum differ-
ential probability (MDP) of 22 Since the cipher has 16
S-boxes per round and 31 rounds, the best differential
characteristic over many rounds involves selecting ac-
tive S-boxes carefully.

- Over 5 rounds: at least 10 active S-boxes.

- Over 25 rounds: > 62 active S-boxes.
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If 62 S-boxes are active and each contributes max
272, total probability < (2% = 274, So the cipher resists
differential attacks beyond about 25 rounds with time
complexity of around 2% encryptions.

Linear Cryptanalysis:

Linear estimate showing relation between plaintext
and ciphertext is computed in linear cryptanalysis to
analyze the block cipher [33]. We can calculate the lin-
ear trails through various rounds of the algorithm. Lin-
ear trail is calculated by producing the linear estimates
of the S-box.

As per theorem in [34] for linear estimates, like in the
differential case, let’s say 62 active S-boxes:

Total linear trail bias: (27)%2 = 27%%,
Required plaintexts = 1/ (bias)® = 2'**

This is again infeasible with cipher’s 64-bit block size.
Best known linear attack reaches up to 26 rounds with
time complexity ~2% and data complexity ~2%,

Also, diffusion property of the bit permutation used
in EE-LBC as explained in section Il is strong enough to
defend against linear cryptanalysis.

Key Schedule Attack:

By shuffling the bits of the key with the help of non-
linear operations, the block cipher EE-LBC can resist
key schedule attacks like round key attack where the
intruder tries to identify the relationship between vari-
ous sets of subkeys. This is done in the third step of key
scheduler module by using round counter that is XO-
Red with the middle portion of the round key. While
generating each of the round key, use of non-linear
function is made as described in the section Il

Although the current implementation of EE-LBC is
software-based and not evaluated for side-channel
resistance, potential countermeasures such as con-
stant-time operations and masking techniques can be
considered in future hardware implementations to en-
hance resilience against side-channel attacks.

To summarize the methodology of EE-LBC for at-
tack resistance, while generating round keys, shuffling
bits in the key using non-linear function by XORing
round counter with the middle portion of the round
key, makes it possible to protect the cipher from key
schedule attacks. Due to its proper S-box activation
properties, it has strong resistance against differential
cryptanalysis. Efficient bit permutation leads to high
diffusion which directly strengthens its security against
linear cryptanalysis.

5. RESULTS AND DISCUSSION

The core goal of the proposed protocol of designing
simplistic solution for security of resource-constrained
network is consummated by optimizing the implemen-
tation for the performance. The key size of EE-LBC that
is 80-bit provides more than acceptable security for the
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applications requiring basic security, typically the one
that uses tag-based deployments like applications in
health-care sector, smart agriculture based on loT etc.

Experimental Set-up:

The proposed protocol is implemented and execut-
ed using the simulator Omnet++ 5.7 [35, 36] to test its
functionality. This simulator offers open-source frame-
work based on C++ library. It supports for the commu-
nication of mobile and wireless network nodes [37].
The base network intended for the experiment is MA-
NET which is wireless ad-hoc network. Simulation en-
vironment set-up indicating parameter values for the
same are as follows:

Project reference queueinglib
Simulation runtime GUI Qtenv
Simulation run mode Fast

Data block size 64-bit
Message frequency 0Os

Routing Protocol AODV

As detailed in section Il, several block ciphers have been
examined, among which few with smaller key size and
smaller data block processing per operation, have been
simulated and further analyzed in this research for com-
parative purposes. These block ciphers along with EE-LBC
as detailed in Table 2, were simulated using Omnet++.
Comparative results of these ciphers are presented below.
The comparison presented in Table 2 illustrates the securi-
ty parameters of EE-LBC in relation to other block ciphers,
including number of rounds, key size, throughput and im-
munity against cryptographic attacks etc.

Table 2. Security Analysis of Block Ciphers

Number of nodes 50

Number of connection links varying

Broadcast delay 0.01 ms

Datarate 1 kbps

Data

Block Key No.of  Throughput
Cipher Length leiozcek Rolids S-boxes (Kbps)

GIFT 128 bit 64 bit 28 08 20.40
Twine 80 bit 64 bit 36 08 12.48

PRINT  80bit  48bit 48 08 22
KATAN32 80 bit 32 bit 254 - 3.5
ASCON  128bit 64 bit 30 05 10
EE-LBC 80 bit 64 bit 31 01 237
Comparative Analysis:

Data Block Size and Key Size:

The 64-bit data block size is typical for lightweight
ciphers, balancing between security and efficiency. The
80-bit key size provides a reasonable level of security
for most practical applications but may be susceptible
to brute-force attacks in the long term. GIFT and AS-
CON have a longer key compared to other ciphers that
increases complexity during key scheduling. Relation
of key-length with number of rounds for above block
ciphers is presented in Fig. 2.

Throughput:

Throughput measures how quickly data can be pro-
cessed. Higher throughput is generally favorable, espe-
cially in scenarios where real-time processing is critical.
As compared to others, the cipher EE-LBC has higher
throughput 23.7 Kbps due to its lesser block size, S-box
and number of rounds, whereas PRINT has lowest of 2.2
Kbps. Comparison of throughput for all above ciphers
is shown in Fig. 3 below.

Number of S-boxes:

The number and design of S-boxes contribute sig-
nificantly to the security and cryptographic strength of
the cipher. More S-boxes can enhance security against
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Cryptanalysis

Not safe against related-key attack
Not immune against related-key differential attack
Resistant only to related key attack
Not safe against linear, differential and related-key attacks
Resilient to differential and linear attacks

Resistant against key scheduling attack, linear and differential cryptanalysis

certain types of attacks but might increase computa-
tional complexity. Where GIFT, Twine and PRINT use
8 S-boxes, EE-LBC lowers the complexity by applying
single 4-bit S-box 16 times.

Cryptanalysis Resistance:

This parameter assesses how resilient the cipher is
against known attacks, such as differential and linear
cryptanalysis, which are common in the evaluation of
block ciphers. GIFT is strong against linear cryptanal-
ysis due to its robust S-boxes and balanced diffusion
properties. Twine and ASCON are resilient against dif-
ferential and linear cryptanalysis through their strong
S-boxes, round structure, and key schedule design.
PRINT and KATAN32 are not immune against these
cryptanalyses. Whereas EE-LBC is resistant to key
scheduling attack, differential and linear cryptanalysis
through its non-linear layers, permutation layer, com-
plex key schedule and careful round function design as
conferred in Section IV.

Encryption Time:

The simulation encompassed various message rang-
es, recording the encryption process time for the above
ciphers depicted in Fig. 4. Encryption time is inversely
proportional to the throughput. For comparison, we
consider the simulation run for 100 messages, each of
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size 1KB (8000 bits). By referring the throughput values
from Table 2, encryption time for the above ciphers is
computed using following formula:

Encryption Time = (Block Size (bits) x Number of
Messages) / Throughput (bps)

Graph portraying the same in Fig. 4 clearly shows
that EE-LBC requires the least encryption time of 33.76s
and PRINT is ahead of the other ciphers due to the least
throughput.

Key-length vs Rounds

& @ 80bit [ 31
s 29 = 128bit [ 30
SSE2«~ 8obit 254
3 L2 8obit 48
o E @ gobit | 36

G+ 128bit | 28

0 100 200 300
Number of rounds

Fig. 2. Number of Rounds for ciphers

Throughput & Efficiency
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£10 | .
Z .| u Efficiency
| (Kbps/KB)
= 0+

< @ & 2 S @

& & & > O 3

¢ & & & & ¢
B ] {}\ B X
Block Ciphers

Fig. 3. Throughput and Efficiency of ciphers

Efficiency:

Another essential metric efficiency provides perfor-
mance while minimizing resource requirements. It is
dominated by the lengthier algorithms. It can be deter-
mined as follows:

Efficiency = Throughput (Kbps) / Code_Size (KB)

Graph in Fig. 3 for efficiency of the block ciphers is
led by EE-LBC with the peak efficiency 35.91 Kbps/KB
due to its smaller code size and trailed by PRINT with its
extensive code.

400 Encryption Time (Seconds)

GIFT Twine  PRINT KATAN32 ASCON EE-LBC
Block Ciphers

Fig. 4. Time for Encryption Process
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6. CONCLUSION

The study focuses on securing resource-constrained
wireless networks, which are vulnerable to attacks like
man-in-the-middle that threaten control message in-
tegrity. The key challenge is developing energy-effi-
cient security solutions, as conventional cryptographic
algorithms are too resource-intensive. Lightweight
cryptography offers a viable alternative with lower
power and computational demands.

This paper introduces design and simulation of EE-
LBC, a symmetric lightweight cryptographic block
cipher structured on SPN), operating on a 64-bit data
block with an 80-bit key, swirling through 31 rounds.
The algorithm prioritizes simplicity in design by drop-
ping S-box count to one and reduction in implementa-
tion cost while ensuring a satisfactory level of security
making it an ideal choice for securing loT devices and
other energy-constrained systems. The algorithm ex-
hibits resilience against key schedule attack, algebraic
attack as well as linear and differential cryptanalysis.
However, there remains a marginal vulnerability to bi-
clique attacks, contingent upon the attacker conduct-
ing exhaustive computations involving approximately
2% encryption attempts to determine the correct key.

Performance evaluation clarifies significant rise in
throughput i.e, 23.7 Kbps whereas there is reduction
of encryption time, for 100 messages each of size 1KB,
of 13.92% compared to GIFT with least encryption time
among others. Future work may involve further optimiza-
tions and extensions to EE-LBC, as well as exploration of
its applicability to emerging loT scenarios and use cases.
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