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Abstract – The blockchain architecture offers transparent security mechanisms in a decentralized manner; due to this, it has 
attained increasing growth in a federated edge-server learning environment. In federated learning, the data model is executed in 
multiple edge servers in a collaborative manner, increasing users’ privacy and data-integrity breach because of single point failure 
attack in the main computational server. Blockchain employing a rewarding mechanism in federated edge-learning platform aids 
the model to overcome single-point aggregation failure. However, the current method failed to identify selfish and baized workers; 
further, reaching global consensus model to assure privacy-integrity in blockchain-enabled federated edge-server is difficult. This 
paper presents privacy-integrity-aware blockchain communication (PIABC) in federated edge-server learning platform. The PIABC 
model is very effective in comparison with existing blockchain-privacy preserving schemes for identifying the correctly aggregated 
packets and eliminating malicious packets within the federated edge-server learning platform.
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1.	 	INTRODUCTION

In the past few years, there has been a notable increase 
in the popularity of Federated-Learning (FL) [1]. Artificial-
Intelligence (AI) like Machine-Learning (ML) and Deep 
Learning (DL) approaches, can be trained immediately 
on devices used by users as well as at edge of network 
using FL, which eliminates the need to centralize unpro-
cessed information [2]. As a result, data breaches are less 
likely to occur, and users’ privacy is protected whenever 
confidential data is stored on their devices. Additionally, 
when employees collaborate, they can access a wealth 
of information, which enhances efficiency and makes FL 
models more adaptable and effective. However, despite 
these advantages, FL also presents several challenges 
and limitations [3]. The primary features of FL make it 
vulnerable to novel attacks, which include (i) system-
heterogeneity; (ii) the necessity of a reliable centralized 
entity to coordinate analysis of locally-trained approach-

es; (iii) vulnerable to inference attacks and information 
counterfeiting; (iv) absence of a reward approach for 
involved nodes; (v) communication-security; along with 
(vi) regulating issues [3, 4]. Moreover, scholars have start-
ed looking into methods that facilitate the utilization of 
blockchain since the FL method’s present implementa-
tion lacks the necessary capabilities to deal with such 
issues [3, 5]. Both the public and private sectors are in-
terested in FL because of its endless possibilities, which 
arise because of decentralized framework. FL depends 
on the likelihood of carrying out transactions that are le-
gitimate and verifiable without requiring the participa-
tion of an unauthorized third-party, while also assuring 
the tracking and storage of information securely. There-
fore, the integration of blockchain along with FL enhanc-
es the existing framework, guaranteeing the protection 
of private information, reliability, and framework safety 
in decentralized collaborating-learning applications [6].



38 International Journal of Electrical and Computer Engineering Systems

Moreover, while the FL and Edge-Computing (EC) 
environment provides data-privacy and data-security 
preserving frameworks, it still faces challenges and 
threats, which are mentioned below [7, 8]. Data secu-
rity attacks: as the FL is executed in internet-of-things 
and multi-edge server in a collaborative manner there 
is a higher chance of data being attacked thus impact-
ing data integrity and various security vulnerability by 
giving access to unauthorized person. Hence, one of 
the most important things to think about when design-
ing FL security approaches is how to make a trusted 
framework in a place that is unreliable. Data Privacy-
Preserving Problems: Since the task is executed across 
different service nodes on the edge, there is a higher 
chance of privacy leaks. Thus, researchers studying 
privacy-preserving FL approaches across EC face new 
challenges due to the ever-changing nature of attack 
types. Computation and Communication Overhead: 
The swift proliferation of Smart-IoT (SIoT) services has 
resulted in a significant increase in volume of informa-
tion at edge-nodes, resulting in increased computation 
and communication cost [9]. Thus, exploration of new 
FL approaches in EC environments is constrained by 
the inadequate computing efficiency, restricted trans-
mission bandwidth, real-time networking, and high 
standards of service demands of edge-devices. Diverse 
attack: the FL is prone to different attack like Free-Rider 
and Poisoning Attacks, Sybil, and inference attack [10]. 
Thus, there is a need for a more enhanced model that 
deals with different kinds of security attacks. Single-
Point Failures: FL exhibits vulnerability towards single-
point failures due to its reliance on a central server 
for the transmission of model variables required for 
updating the model. FL frameworks, when integrated 
with blockchain technologies, enhance local decen-
tralization and provide an efficient approach. To keep 
information stored securely, blockchain nodes work 
together. Their combined abilities allow them to check 
all stored models and information for malicious activity 
on any node [9]. However, the current blockchain mod-
el poses certain challenges in reputation design in de-
tecting poisoning and backdoor attack behavior [10].

To address the above issue, several studies have been 
published in the literature [11-18] that utilize particu-
lar reward processes. The fundamental concept of the 
current reward or incentive-based mechanisms is that 
individuals provide modified information by introduc-
ing noise to maintain integrity and privacy, while fu-
sion-centers compensate for the compromise of users’ 
integrity and privacy [11, 12]. Nonetheless, this brings 
forth two additional challenges:

(i)determining an appropriate level of noise to main-
tain the necessary privacy and (ii) ensuring effective 
information trustworthiness while ultimately reducing 
the effects of compromised information. It is essential 
to initially measure the threshold to preserve integrity 
and privacy, followed by concurrent improvement of 
aggregation accuracy while ensuring that users are 

provided with suitable thresholds for integrity and 
privacy preservation [12]. However, creating a reward 
system that guarantees integrity is essential. The com-
pensation of users who provide altered confidential 
information about their respective preserved privacy-
integrity threshold established by the federated coor-
dinator is essential [16]. This indicates that the compen-
sation coming from aggregation/fusion-centers to us-
ers is connected with the user’s trust, which is derived 
from the dependability of their submitted information 
through an effective verification procedure [17, 18]. This 
work introduces an effective learning-driven approach 
for privacy-integrity aware blockchain communication 
(PIABC) for a federated edge-learning platform, aimed 
at addressing the aforementioned challenges. The pro-
posed model offers the best possible trade-off among 
fusion accuracy and integrity-privacy preservation lev-
el, resulting in optimum integrity-privacy preservation 
data fusion. Then, it validates the dependability of the 
information and finally updates worker and user trust 
(reputations) and calculates the fused weights accord-
ingly. The contributions of work are as follows:

•	 The paper introduces an innovative blockchain-
based communication model designed to ensure 
both data privacy and integrity in federated edge 
learning.

•	 A novel trust mechanism is developed, utilizing 
blockchain for secure user authentication while 
preserving user privacy.

•	 A global consensus model is designed to rigorous-
ly enforce privacy and integrity standards within 
the federated edge learning framework.

•	 The model demonstrates higher throughput, im-
proved detection rates, and fewer misclassifica-
tions of attacks compared to existing methods.

The paper is organized as follows: Section 2 discusses 
various current methods designed to provide block-
chain-enabled federated learning to mitigate different 
attacks. The section highlighted the benefits and limita-
tions of the current security mechanism for a federated 
edge learning platform. Section 3 aims at designing a 
novel approach to address both privacy and integrity is-
sues, adopting a trust and consensus model. Section 4 
validates the result of the proposed approach over exist-
ing methodologies. Finally, the significance of research 
in terms of performance parameters is discussed along-
side the future direction to enhance the security model.

2.	 LITERATURE SURVEY 

This section reviews security schemes for federated 
learning (FL) ensuring user privacy and data integrity, 
emphasizing their contributions and limitations. H. Liu et 
al. [11] proposed a blockchain-based trust model using a 
trust-computing sandbox and state-channel blockchain 
with smart contracts to handle malicious activity and 
task scheduling via Deep Reinforcement Learning (DRL). 
Simulations with the OPENAI GYM framework showed 
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improvements in task completion, cost, and SLA, but 
lacked security evaluation. W. E. Mbonu et al. [12] intro-
duced a blockchain-enabled secure aggregation method 
to protect central servers, improve scalability, and reduce 
single points of failure, while using fault-tolerant serv-
ers for stragglers and callbacks to cut training time and 
storage. Evaluations on MNIST confirmed better accu-
racy, lower communication cost, and scalability, but the 
model did not fully address attacks.M. A. Mohammed et 
al. [13] presented an approach for healthcare, where they 
utilized blockchain-based FL for scheduling and offload-
ing data to central servers, presenting an energy-efficient 
model called Energy-Efficient Distributed FL Offloading-
Scheduling (ED- FOS). The main aim was to reduce en-
ergy, training time, and provide better Quality-of-Service. 
Simulations showed that EDFOS minimized energy con-
sumption by 39%, training duration by 29% and resource 
consumption by 36%. This EDFOS provided better out-
comes for training FL, yet failed to provide any security 
for users. M. Zirui et al. [14] presented a blockchain-based 
privacy-preserving approach for the healthcare sector, i.e., 
to help users overcome depression because of COVID-19. 
This work utilized a consensus blockchain-based privacy-
preserving approach for providing security, privacy, trust, 
and interoperability. For simulation, a blockchain environ-
ment was created and evaluations were conducted in 
terms of cost, latency, and trust, where the best outcomes 
in comparison with existing approaches were achieved, 
yet failed to provide any outcomes on providing security. 
H. Javed et al. [15] presented a security model for moni-
toring systems used in smart healthcare. Their main aim 
was to handle insider malicious attacks. Hence, this work 
focused on providing security in the cloud for present-
ing a model called Cloud-Access Security-Broker (CASB), 
which collected all actions (logs) performed by users and 
provided security using blockchain. Evaluations were 
conducted by simulating an environment where patients’ 
data was collected, and whenever a user retrieved the 
data, the user id was evaluated. Results were evaluated 
in terms of data storage duration and overall blockchain 
performance. The proposed approach provided integrity, 
scalability, privacy, accessibility, and transparency. S. T. 
Ahmed et al. [8] presented an approach for smart health-
care that utilized blockchain-based FL. Their main aim 
was to provide privacy by using a global-based aggrega-
tion approach, which indexed data in a central server and 
synchronized the knowledge server. Evaluations were 
conducted by considering various IoT devices, where the 
evaluated IoT behavior and classification delay were con-
sidered. Each IoT device was labeled and delay was evalu-
ated within the FL environment, and findings show that 
their approach reduced labeling time and delay.

I. U. Din et al. [16] presented a trust-based approach 
called Context-Aware-Cognitive Memory-Trust Man-
agement-System (CACMTM) for smart transportation. 
The trust interactions among vehicles were construct-
ed using game theory, where different trust modules 
were built. The main focus of this work was to utilize 
past trust established with vehicles (IoT nodes) to un-

derstand the behavior of vehicles, hence improving the 
trust approach. Also, considered a historical trust mod-
ule to reduce attacks. After the trust module, it utilized 
blockchain for providing better security, accountability, 
and transparency. The CACMTM architecture was built in 
the following manner: first, trust was evaluated between 
vehicles, then trust was decided (i.e., to establish a con-
nection or not), then update trust modules (all different 
trust modules), and finally utilize the trust in blockchain 
to provide security and prevent attacks. Simulations 
were conducted using the popular simulator OMNet++, 
where different attacks were evaluated. Evaluations were 
conducted in terms of accuracy, computation overhead, 
attack detection, and time, where CACMTM achieved 
the best results when compared with other approaches. 
Also, they evaluated results for different trust thresholds 
and for different numbers of IoT nodes, where the best 
result was obtained. Q. Xie et al. [17] presented an ap-
proach for the Internet of Vehicles (IoV) to provide secu-
rity and identify attacks. This work utilized a cryptogra-
phy key encryption and decryption approach along with 
Physical-Unclonable-Functions (PUFs) to identify an at-
tack. Evaluations were conducted in terms of cost and 
how they can handle different attacks. Findings show 
that the approach can identify inside and outside at-
tacks efficiently. Z. Ma et al. [18] presented an approach 
for IoV that was reliant on Road-Side-Units (RSUs), for 
which they presented a blockchain-based security-dis-
tributed authentication approach. This approach first 
collected data, preprocessed and stored data at the 
edge to decrease delay in communication and response 
time, which was done using a trusted authority. Further, 
smart contracts were used for authentication along with 
an enhanced Practical-Byzantine Fault-Tolerant Con-
sensus approach for providing authentication for the 
blockchain ledger. Further, provided security using a Re-
al-or-Random approach. Performance was measured in 
terms of execution and communication cost. However, 
the current method failed to identify selfish and biased 
workers; further, reaching a global consensus model to 
assure privacy-integrity in blockchain-enabled feder-
ated edge-server is difficult. In the next section, address-
ing the research core issues, the following methodology 
is presented.

3.	 PROPOSED METHODOLOGY

In this study, we propose a novel, blockchain-en-
abled, trust-based privacy-preserving authentication 
model to enhance security and privacy in federated 
learning (FL) environments. By leveraging blockchain 
technology, the system ensures secure and verifiable 
interactions between users and nodes. The model in-
tegrates dynamic trust evaluation mechanisms that 
continuously assess and update trust levels of partici-
pating nodes, based on recent interaction data and 
connection metrics. Blockchain’s immutable ledger en-
sures transparency and accountability in this process, 
enabling real-time adaptation to node behavior and 
effectively isolating malicious entities.
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Simultaneously, the methodology includes a privacy 
and integrity-aware consensus-based aggregation 
scheme to safeguard data privacy and integrity dur-
ing model training. Blockchain technology underpins 
the aggregation process, providing a transparent and 
secure environment for model fusion. By incorporat-
ing secure computation techniques and differential 
privacy, the system ensures that the aggregation mod-
els remain robust against adversarial attacks and pri-
vacy breaches. The fusion of blockchain with federated 
learning provides a secure, trustworthy, and privacy-
preserving framework, boosting the overall resilience 
and reliability of the system.

3.1. Architecture

The architecture of the Privacy-Integrity-Aware Block-
chain Communication (PIABC) framework, applied within 
a federated edge-server learning platform, is illustrated in 
Figure 1. This architecture leverages blockchain technol-
ogy to establish a secure federated learning environment. 

The system consists of user nodes and computing nodes 
interconnected through the blockchain.  Initially, users in-
teract with the system via a blockchain-based trust priva-
cy-preserving authentication model. Blockchain ensures 
that every user’s identity and actions are securely vali-
dated before any model training begins, preventing mali-
cious actors from accessing the system. Once the authen-
tication is completed, the FL server assigns model training 
tasks to the computing nodes, which use blockchain to 
log the task assignments and track the training progress, 
ensuring transparency and trust in the training process.

Upon completion of model training, the nodes ag-
gregate the trained models and send the fused results 
back to the users through a privacy and integrity-aware 
consensus-based fusion approach. The fusion process 
is secured by blockchain’s immutable ledger, ensuring 
that the aggregation is transparent and that no unau-
thorized modifications can occur during the fusion pro-
cess. Blockchain technology also guarantees that the 
model updates and aggregated results are auditable, 
further enhancing trust in the system. 

The PIABC approach, supported by blockchain’s de-
centralized and secure infrastructure, ensures privacy 
and data integrity for each user without requiring any 
data sharing between users. To prevent potential secu-
rity threats, such as inference or pollution attacks, a fire-
wall is established between users. This firewall enforces 
a strict no-data-sharing policy while still allowing nodes 
to act as intermediaries for any necessary data transmis-
sion between users, thus ensuring enhanced security.
In this setup, the nodes are responsible for executing 
model training and aggregation, while the FL server as-
signs the model training tasks. Blockchain provides a 
transparent and immutable record of task assignments, 
node activities, and model updates, ensuring the se-
curity and accountability of the entire system. The 
pseudocode of the same is presented in Algorithm 1.

3.2.	 Blockchain-based Trust Privacy 
	 Preserving Authentication Model

The blockchain-based trust privacy-preserving au-
thentication model ensures secure and verifiable inter-
actions between users and computing nodes by utilizing 
dynamic trust evaluations combined with blockchain’s 
immutable features. This model is designed to continu-
ously assess and adjust trust levels between users and 
computing nodes based on a variety of metrics. These 
metrics include recent and past interactions, connec-
tion failures, and indirect trust derived from other nodes 
within the network, which are explained in further detail 
in the following sections. To achieve dynamic trust allo-
cation, the model assigns trust weights to nodes based 
on their performance and reliability, allowing the system 
to identify and isolate malicious nodes effectively. 

Fig. 1. Architecture of proposed Privacy-Integrity-Aware Blockchain Communication (PI- ABC) in federated 
edge-server learning platform
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This approach guarantees that only trustworthy nodes 
are engaged in the federated learning process, maintain-
ing the integrity of the system. Malicious or unreliable 
nodes are penalized, while trustworthy nodes are reward-
ed, incentivizing positive behavior and ensuring a secure 
and privacy-preserving environment for all users.

The trust levels are continually updated and validat-
ed through an exponential-average updating process, 
which ensures that the system remains resilient to ma-
nipulation and changes in node behavior. This ongoing 
validation of trust protects the system from fraudulent 
activities while fostering secure and reliable connec-
tions between users and nodes.

3.2.1. Direct and Indirect Trust Establishment

This work presents a validation and trustworthiness ap-
proach that authenticates the user and establishes secure 
interactions with computing nodes (workers). Initially, in 
this model, a trust level is calculated, which involves eval-
uating the trust a user has in a computing node (worker). 
It is important to note that each computing node stores 
relevant data, including user ID, time, data type, data size, 
and trust level, for the entire established connection be-
tween the user and the computing node.

To optimize storage overhead and efficiently man-
age the data collected by the computing node, this 
work allocates specific weights for storing the data. An 
exponential-average updating process is used to di-
rectly store this data into the Interplanetary File System 
(IPFS), ensuring scalability and decentralization.

Let Seco
u (x, y) ,where x denotes user, y denotes com-

puting node, o denotes total interaction time for given 
data-type, and u denotes time-period. The parameter 
Seco

u is used for evaluating trust-level between user 
and computing node. In this work, the direct trust is 
established between computing node y and user x and 
also between computing node y to computing node p 
and computing node p to user x.

The trust calculation process starts with an initial se-
curity metric. This initial value is typically set to a base-
line value of Lo

u = 0.5 for any new interaction. This base-
line represents neutral trust, implying that there is no 
prior information or bias about the trustworthiness of 
the computing node or user. Essentially, it establishes 
a starting point where neither trust nor distrust is as-
sumed. The value of Lo

u is then updated dynamically 
based on the ongoing interactions between the user 
and the computing node, with more recent interac-
tions having a greater influence on the trust level.

Direct trust is established in this work in three phases: 
between the user x and computing node y, between 
computing node y and computing node p, and be-
tween computing node p and user x. This connection is 
represented by the direct trust metric Lo

u (x, y), which is 
mathematically expressed in Eq. (1).

(1)

Algorithm 1 PIABC - Privacy-Integrity-Aware Block-
chain Communication Framework

Require:
•	 User nodes X = {x1, x2, ...,xn} (perform local model 

training)
•	 Computing nodes Y = {y1, y2, ...,ym} (perform model 

aggregation)
•	 Federated Learning server FL
•	 Initial model M
•	 Blockchain ledger B
•	 Time period u, interaction duration o

Ensure: Aggregated global model Magg delivered to 
authenticated users

1:	 Step 1: User Authentication
2:	 for each user xi ∊ X do
3:	 Verify user xi via blockchain-based authentica-

tion
4:	 Log authentication event in blockchain ledger B
5:	 end for
6:	 Step 2: Model Assignment and Local Training
7:	 for each authenticated user xi do
8:	 Distribute initial model M to user xi

9:	 User xi performs local training to generate mod-
el Mi 

10:	 Record training status and progress in block-
chain B 

11:	end for
12:	Step 3: Computing Node Selection
13:	 for each computing node yj ∊ C do
14:	 Evaluate node yj for aggregation eligibility
15:	 if node yj meets selection criteria then
16:	 Assign aggregation task to node yj

17:	 Log task assignment in blockchain B
18:	 else
19:	 Mark node as untrustcd and log rejection in B
20:	 end if 
21:	end for
22:	Step 4: Model Aggregation
23:	 for each selected computing node yj do
24:	 Collect local models {M1, M2, Mn} from user 

nodes
25:	 Perform privacy-aware consensus-based fu-

sion to generate Magg

26:	 Record aggregation process and final model 
hash in blockchain B

27:	 end for
28:	Step 5: Secure Model Distribution
29:	 for each authenticated user xi do
30:	 Deliver final aggregated model Magg to user xi

31:	 Log delivery event in blockchain ledger B
32:	 end for
	 return Magg
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From Eq. (1), if computing node y provides better 
execution, then user x establishes connection having 
best trust-level. Similar happens with the computing 
node y if it gives better execution, then user x estab-
lishes connection with best trust-level. This helps user x 
to achieve direct trust establishment.

In this work, the indirect trust is established between 
the computing node y and user x and also between 
computing node y to computing node p and comput-
ing node p to user x by considering past established 
connection. To gain knowledge about past established 
connections, the computing node y connects with 
computing nodes p to collect the trust-level previously 
established by user x. Finally, computing node y fuses 
(aggregates) trust-level established from computing 
nodes p using Eq. (2).

(2)

In Eq. (2), Go
u (x, y) denotes fused trust-levels collect-

ed from computing nodes p and Z=S(y) denotes com-
puting node p which had established connection with 
computing node y. 

This work utilizes weight-based approach, where 
weights are allocated dynamically for computing nodes. 
For allocation, higher weights are allocated for highly-
trusted computing nodes, whereas lower weights are 
allocated for less-trusted computing nodes. Consider Fo

u 
(x, y) which is used to denote the evaluation of validation-
based security trustworthiness for a computing node y. 
The Fo

u (x,y) is mathematically evaluated using Eq. (3).

(3)

In Eq. (3), logθ denotes similar least-tolerable variable 
and Ro

u (x, y) denotes relationship I between user x and 
other computing nodes y (where p=y for one established 
connection between worker and computing node). 

3.2.2.	 Evaluation of Latest and Past 
	 Established Trust

In this work, the latest trust is established between 
computing node y and user x and also between comput-
ing node y to computing node p and computing node 
p to user x is evaluated by considering both direct and 
indirect-trust. During evaluation of latest established 
trust, direct established trust is given higher trust-level, 
because the computing node y or computing node p 
interacts more with the user x. Hence, the latest estab-
lished trust is mathematically evaluated using Eq. (4). 

(4)

In Eq. (4), Co
u (x, y) denotes latest established trust 

metric and δ denotes trust-level weight assigned to di-
rect established trust. δ is weighted function that can 
be optimized dynamically according to users x interac-
tion Tu (x, y) on respective worker nodes y considering 

(5)

In Eq. (5), φ(0≤φ≤1) is the incentive parameter and 
whenever L_0^0 (x,y), the whole evaluation changes to 
0. By utilizing past established trust, the malicious com-
puting nodes y connecting with computing nodes p or 
user x cannot change their process, i.e., computing node 
p cannot connect with y or x when a y has already es-
tablished a connection with x. Hence, this metric allows 
a computing node y or computing node p to establish 
a connection with user x in a cooperative way, thereby 
reducing attacks. Also, the trust-level for the latest estab-
lished trust changes to past established trust only when 
a computing node y or computing node p has made 
more connections with user x, hence increasing privacy. 

3.2.3.	 Evaluation of Upcoming Trust 
	 Establishment

In this work, the upcoming trust is established between 
computing node y and user x and also between comput-
ing node y to computing node p and computing node p 
to user x is evaluated by considering both latest and past 
established trust. Consider Futureo

u (x, y) as upcoming 
trust which will be established from computing node y 
to user x can be mathematically represented using Eq. (6).

(6)

In Eq. (6), α is a dynamic variable and in this work α=0. 
The α can be dynamically changed using a deviating 
variable ω according to application/task requirement. 
Also, by making ω dynamic, a computing node can 
change its past established trust to latest established 
trust. Moreover, it is important that ω should not be set 
very less as malicious computing nodes can use this 
parameter for changing their behavior, i.e., they may 
change from malicious to non-malicious computing 
node, hence leading to attack to user x.

3.2.4.	 Security Metric for classification of 
	 Malicious Computing Node

For identifying and classifying malicious computing 
node, this work considers a security metric denoted as 
Fo

u (x, y), which is evaluated by considering upcoming 
trust establishment and unfair and changing trust metric, 
which is mathematically represented using Eq. (7). 

(7)

time u; however, in this work average interaction T⃗u 
(x, y) time is considered to dynamically optimize the δ 
weighted value. 

In Eq. (4), as u increases, the latest establish trust be-
comes old, which can be termed as past established 
trust and is denoted as Qo

u (x, y). The evaluation of Qo
u 

(x, y) is done similar to trust-level evaluation, i.e., using 
EAUP. Hence Qo

u (x, y) can be mathematically evaluated 
using Eq. (5). 
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Using Eq. (7), the computing nodes having higher up-
coming trust-level, will result in less unfair and changing 
trust-level. Hence, the malicious computing nodes will 
have lesser trust-level, thereby reducing the attack on 
user x. Also, to having higher trust-levels during upcom-
ing trust establishment, it is necessary that it should not 
change its process. Hence, using Eq. (7), user x can select 
the computing node y having higher trust-level, thereby 
reducing attack and increasing security.

3.3.	 Privacy and Integrity-Aware 
	 Consensus-Based Fusion Approach

This section provides an efficient approach for fusing 
(aggregating) data to provide security, privacy, confi-
dentiality and integrity. The aggregation process takes 
place after ensuring trust-level security and authenti-
cating data privacy. Moreover, for providing integrity 
for authenticated data, a consensus-based fusion ap-
proach is presented, where the data which is unse-
cured is discarded 

3.3.1.	 Privacy-Integrity Consensus Approach

This work provides integrity by using a consensus-
based fusion approach to prevent diverse attack which 
includes pollution and inference attack for federated-
learning environment. Consider a blockchain-based fed-
erated-learning environment, where there exists x users. 
By using graph-theory, this work considers users x as a 
graph H={E, V}, where H is a graph consisting of edges 
E (set of connections or interactions between users) and 
vertices V (set of users). Further, consider (j, k)∈E (which 
implies a directed interaction from vertex j to vertex k, 
meaning that user j sends data or model updates to user 
k), only if users are interconnected with each other. Con-
sider the starting state of users as yj (0), having different 
time-session l. As the user j will have contact or might 
establish a connection with other users. 

The drawback of current consensus-based security 
approaches is that users in federated-learning environ-
ment try to get knowledge of other users starting states, 
i.e., y(0), hence impacting other user’s privacy. The pro-
posed consensus model during integrity assurance 
makes sure it preserves privacy requirements. Thus, the 
proposed consensus-based fusion approach utilizes y(l) 
to converge to y̅, for preserving user’s privacy. The pro-
cess of convergence is done in repetitive four steps so 
that it converges to y̅. The steps are given below:

1. Assumption of Random Data: Consider that each 
user communicates random data wj (l) for time-session 
l, where variance=1 and mean=0. Also consider that wj 
(l) for various users is represented as {wj(l)}j=1,…, o, l=0, 1,… 
which is uniformly distributed. For each user generat-
ing data and communication, a noise can be induced 
for every yj (l) which can be represented using xj (l). The 
noise xj (l) can be denoted using Eq. (8). 

(8)

2. Evaluation of Noise: The Eq. (8) is only correct 
whenever l=0, else xj (l) is evaluated using Eq. (9).

(9)

In Eq. (9), β is constant variable for every user and 
changes from 0 to 1. The novel state for new user can 
be obtained using Eq. (10).

(10)

3. Interaction with Adjacent Users: Further, the us-
ers interacting with nearby (adjacent) users and their 
state mean is evaluated using Eq. (11).  

(11)

4. Updating States: Revise l+1 states and return 
back to Step 1. This process is repeated until y(l) con-
verges to y̅. Further, Eq. (10) and Eq. (11) are converted 
to matrix format as presented in Eq. (12).

(12)

By utilizing the 4 Steps, the y(l) converges to y̅ hav-
ing accurate average state values. Also, during conver-
gence it is important to assure that noise too reduces. 
Moreover, to achieve best convergence result, the as-
ymptotic-sum has to be 0. The presented consensus-
based security approach provides better outcome for 
both general and gaussian noise by utilizing highest-
probability evaluation method. Also, the consensus-
based security approach does not require any com-
munication-channel, hence, utilizes less energy and 
resources and in federated-learning environment. The 
presented consensus-based fusion approach also pro-
vides privacy and integrity as it need less values for 
constructing consensus as users can optimize noise x(l) 
independently, rather than depending on any variable. 
Moreover, it is important to know that each user or 
multiple users can choose x(l) independently with con-
sidering the exponential-decaying co-variance matrix, 
but has to ensure that x(l) does not affect consensus 
variables to achieve correct average consensus. 

The data fused using Eq. (12) has better trust-level 
security privacy and integrity, but verifying data is im-
portant, hence, it is important to identify if there is any 
malicious packet present in network or not. For this, 
consider J0 where data is fused for achieving better se-
curity to prevent attacks and J1 denotes non-efficient 
data where attacks could happen. Hence from this, 
the attack can be identified by considering non-mali-
cious packets interaction. A non-malicious packet will 
show no changes in state, whereas malicious packet 
will show a change. The state of normal packet can be 
denoted as Rh=R (J1 | J0) and malicious packet can be 
represented as Rm=R (J0 | J1). Hence a static-test can be 
developed for this evaluation, where initially the data 
variance is evaluated using Eq. (13). 

(13)
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Eq. (13), provides difference among original data and 
original + noise data. For identifying malicious packet 
and non-malicious packets, the variable  is 
used. If there exists malicious packet, then the users can 
be changed to malicious, else they remain normal. Also, 
it has to be noted that the malicious packets consume 
more resources as they try to attack other nodes/packets; 
this helps in identifying the probability of attack within 
the federated learning environment. The proposed use 
of both trust-based authentication combined with a 
consensus-based privacy-integrity assurance model is 
effective in authenticating the user and eliminating false 
packets within the federated edge-server learning envi-
ronment; the process improves overall throughput with 
higher detection accuracy and less misclassification, as 
proved in the following section.

3.3.2.	 Theoretical Analysis and Security 
	 Guarantees

The previous section outlined the equations for trust 
computation and consensus-based privacy–integrity fu-
sion. In this section, we present theoretical analyses and 
bounds demonstrating the model’s behavior across dif-
ferent scenarios.

Convergence Analysis of Trust Evaluation: We provide 
a mathematical discussion showing that the exponen-
tial-average updating process used for both trust esti-
mation and consensus fusion converges to a stable value 
over time, assuming bounded variance in interaction be-
havior. A formal convergence guarantee has been added 
by analyzing the recursive structure of Equations (4), (5), 
and (6) using principles from Markov decision processes 
and stochastic averaging. 

Security Proof of Malicious Node Isolation: We ana-
lytically derive that malicious nodes characterized by 
fluctuating or degrading trust values are penalized in 
successive rounds due to diminishing trust weights (as 
shown in Equation (7)). This ensures that their influence 
on the federated learning process is minimized, and they 
are progressively isolated. 

Consensus Robustness under Noise and Attack: We 
added a theoretical explanation of how the consensus 
protocol resists data pollution and inference attacks. By 
modeling user interaction as a graph and the injected 
noise as a bounded Gaussian variable, we show that the 
mean state converges with high probability to the cor-
rect average (Equation 12), supported by an asymptotic 
variance reduction analysis. 

Formal Attack Detection Bound: For the malicious 
data detection metric (Equation 13), we now provide a 
statistical hypothesis testing model based on the Ney-
man-Pearson Lemma to distinguish between hypothe-
ses J0 (benign) and J1 (malicious). This includes specifying 
decision thresholds ϑ and false positive/negative rates.

4.	 RESULTS AND DISCUSSION

To validate the practical applicability of the proposed 
PIABC security model, we simulate its deployment in a 
federated IoT environment under varying adversarial 
conditions. The objective is to assess the model’s ability to 
detect and isolate malicious participants effectively while 
maintaining low misclassification rates and high through-
put. PIABC’s performance is benchmarked against an 
existing blockchain-aided privacy-preserving framework 
(BPPF) [18], using both synthetic and real-world datasets. 
Simulation scenarios are designed to reflect dynamic at-
tack intensities, diverse threat types, and realistic network 
conditions, as detailed in the following section.

4.1.	 Simulation scenario for realistic 
	deployment

Experiments were conducted to evaluate the PIABC 
model against the blockchain-aided privacy-preserv-
ing framework (BPPF) [18] using the CIC Federated 
Learning Dataset [19]. Performance was measured 
in terms of detection rate, misclassification rate, and 
throughput under attack intensities ranging from 10% 
to 40%. Both models were implemented in the C#-
based SENSORIA simulator [20] with blockchain sup-
port via IoTSim-Osmosis [21].

To further evaluate the robustness of the PIABC mod-
el, simulations were performed on the UNSW-NB15 
and CIC-IoT2023 datasets [20], which contain diverse 
multi-stage cyberattacks. Sybil and collusion attacks 
are mitigated through cross-node trust validation and 
anomaly detection, while backdoor threats are coun-
tered by tracking temporal trust variations and apply-
ing consensus-based integrity verification.

Before training, both datasets were preprocessed 
using a standard pipeline: removal of duplicate and 
incomplete records, one-hot encoding for categorical 
variables, and Min-Max normalization for numerical at-
tributes. Highly correlated and low-variance features 
were filtered out, and final feature subsets were cho-
sen based on statistical relevance and domain knowl-
edge—25 features from UNSW-NB15 and 28 from 
CIC-IoT2023. The processed data was then split into 
training (70%), validation (15%), and testing (15%) sets 
using stratified sampling to maintain class balance. A 
fixed random seed ensured reproducibility, and 5-fold 
cross-validation was employed for hyperparameter op-
timization and anomaly threshold selection.

The simulation results demonstrate that PIABC con-
sistently achieves higher detection accuracy and lower 
misclassification rates across varied attack scenarios, 
confirming its effectiveness and scalability in real-
world federated IoT deployments.

4.2. Detection rate

This section studies the detection rate performance of 
identifying the attack using both PIABC and BPPF under 
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the same simulation configuration. A higher value of de-
tection rate indicates superior performance. The detection 
rate performance of both models is graphically shown in 
Figure 2. The result shows the proposed PIABC model has 
a higher detection rate in identifying the attack in com-
parison with BPPF, considering varied attack percentages. 
The enhancement achieved is due to the adoption of an 
effective trust model implemented in Eq. (7).

Fig. 2. Detection rate vs varied attack percentage

4.3. Misclassification rate

This section studies the misclassification rate per-
formance of wrongly identifying the attack using both 
PIABC and BPPF under the same simulation configu-
ration. A lower value of the misclassification rate indi-
cates superior performance. The misclassification rate 
performance of both models is graphically shown in 
Figure 3. The result shows the proposed PIABC model 
has a higher misclassification rate in wrongly identify-
ing the attack in comparison with BPPF, considering 
varied attack percentages. The enhancement achieved 
is due to the adoption of an effective consensus model 
designed in Eq. (12).

Fig. 3. Misclassification rate vs varied attack 
percentage

4.4. Normalized throughput

This section studies the normalized throughput per-
formance by varying attack rate using both PIABC and 
BPPF under the same simulation configuration. The 
throughput is measured in terms of bits transmitted 
per second; however, in this research article normal-
ized throughput is considered for validation. 

Fig. 4. Normalized throughput vs varied attack 
percentage

A higher value of normalized throughput indicates 
superior performance. The detection rate performance 
of both the models is graphically shown in Fig. 4. The 
result shows the proposed PIABC model has higher 
normalized throughput in comparison with BPPF con-
sidering varied attack percentage. The normalized 
throughput enhancement achieved is due to adoption 
of effective trust model implemented in Eq. (7) and 
consensus model designed in Eq. (12).

4.5. Discussion

The PIABC attains convergence, by providing a for-
mal proof showing that the exponential-average up-
dating process converges under bounded interaction 
variance. Regarding security, we use statistical hypoth-
esis testing to demonstrate resilience against Sybil and 
backdoor attacks based on trust deviation detection. 
For computational complexity, we analytically derive 
that the trust evaluation and consensus fusion algo-
rithms operate with polynomial time complexity O(n⋅t), 
where n is the number of nodes and t is interaction time, 
ensuring scalability. The PIABC system employs a Proof-
of-Authority (PoA) consensus protocol, integrated via 
the IoTSim-Osmosis framework, due to its lightweight 
nature and suitability for resource-constrained IoT en-
vironments. PoA allows for faster block confirmations 
and lower energy consumption compared to Proof-
of-Work, making it ideal for real-time intrusion detec-
tion in federated learning-based systems. Blockchain-
induced delays, including block generation and smart 
contract execution times, are simulated using event-
driven modeling within SENSORIA, incorporating real-
istic network latency based on exponential distribution 
patterns. The storage model is designed for efficiency, 
with only hash-verified metadata, such as access logs 
and model update references, stored on-chain, while 
bulk data remains securely stored off-chain in cloud re-
positories. This hybrid approach ensures transparency, 
data integrity, and scalability. The measured computa-
tional overhead of the blockchain integration remains 
under 5%, while communication overhead is limited to 
7–8%, primarily due to compact transaction sizes (~256 
bytes). These overheads are directly correlated with key 
performance metrics. Despite the additional cost and 
processing load, the proposed PIABC model achieves 
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improved throughput, higher detection rates, and re-
duced misclassification rates when compared with 
the baseline BPPF framework. The reduction in false 
positives and increased detection accuracy justifies the 
minimal added overhead, while delay remains within 
acceptable thresholds.

5.	 CONCLUSION

This work shows that in federated learning, the data 
model is executed in multiple edge-server in a collab-
orative manner; as a result, it increases users’ privacy 
and data breach because of a single point failure attack 
in the main computational server. Blockchain employ-
ing rewarding mechanism in a federated edge-learning 
platform aids the model to overcome single-point ag-
gregation failure. However, the current method failed 
to identify selfish and biased workers; further, reaching 
global consensus model to assure privacy-integrity in 
blockchain-enabled federated edge-server is difficult. 
This work introduced privacy-integrity-aware block-
chain communication (PIABC) in federated edge-serv-
er learning platform. An experiment is conducted to 
study the performance considering a varied attack size. 
The results show the proposed model can resist differ-
ent attacks using the CIC-IOT federated edge attack da-
taset. The average percentage reduction in detection 
rate by PIABC over BPPF is approximately 18.46%. The 
average percentage improvement in misclassification 
rate by PIABC over BPPF is approximately 26.13%. The 
average percentage improvement in throughput by 
PIABC over BPPF is approximately 44.53%. 

The PIABC model is very effective in comparison with 
the existing blockchain-privacy preserving scheme for 
identifying the correctly aggregated packets and elimi-
nating malicious packets within the federated edge-
server learning platform. Future work would consider 
developing more effective detection strategies to detect 
more complex attacks employing different benchmarks 
and also further optimizing the model. In the current 
work, we conducted detailed simulations to evaluate 
throughput, detection rate, misclassification rate, and 
computational complexity to measure the overhead of 
the proposed model. These evaluations demonstrate the 
model’s effectiveness and low processing cost in simu-
lated environments. However, aspects such as energy 
consumption, real-time latency, and deployment on ac-
tual edge hardware have not been covered in this study. 
Therefore, the future research will aim to validate the 
model’s effectiveness and resource efficiency through 
deployment on actual edge computing platforms.  
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