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Abstract – Vehicular Ad-hoc networks (VANETs) during the communication process, nodes are always varying and the process is 
always under security threats like Sybil attacks, masquerading attacks, etc. In order to reduce the probability of these attacks and 
to regulate traffic flow in the network, a software-defined network (SDN) is used. The SDN is used for implementing protocols like 
OpenFlow and reducing the routing load in the network, but it doesn’t provide a high level of security to the network, hence protocols 
like encryption, hashing, etc. are applied to the VANET. In the paper, SDN based blockchain-inspired algorithm is implemented, which 
coordinates network traffic and improves the overall security of the network. Security analysis of the proposed algorithm shows 
that the combination of blockchain with encrypted SDN is removing more than 95% of the network attacks as compared to its non-
blockchain counterparts. 
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1.	 INTRODUCTION

Security has always been a major research issue with 
wireless networks. This is due to the fact that packets 
transmitted between wireless nodes are intercepted by 
adversaries, and a wide variety of malicious operations 
are performed on them. The malicious packets are then 
re-communicated via the network for affecting other 
nodes, thereby reducing the network’s optimum per 
formance capability.

The design of Vehicular ad-hoc networks [1] requires 
that a vehicular node must do the following operations:

a.	 Register on the network once it comes in the 
range of either a network vehicle node or a net-
work infrastructure node (hub)

b.	 Perform communication either directly in a 
peer-to-peer manner or using infrastructure 
hub as a hopping node

c.	 Periodically broadcast information regarding 
events that are sensed by the vehicle

d.	 Inform the neighboring nodes and the infra-
structure once the node is leaving the ad-hoc 
network
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e.	 Send heartbeat packets to the neighboring 
nodes and the infrastructure hub regarding the 
current parameters of the node (energy levels, 
location, etc.)

Based on these operations, each vehicular node com-
municates with other nodes in an effective manner. In 
some cases, attacker nodes without register in the net-
work try to interact with healthy nodes. In such cases, 
the attacker sends the critical information outside the 
network or changes the information and tried to insert 
malicious packets in the network which decreases the ef-
ficiency of networks.

In order to protect the networks from various attacks, 
different control mechanisms like bandwidth & securi-
ty are applied. Protocols like Open flow and SFLOW of 
SDN can control the traffic of the network and reduce 
attacks. SDN protocols are not effective for the attacks 
like Sybil and masquerading. To protect the networks 
from these attacks which change the identity of nodes’ 
secure hashing, Public Key Infrastructure (PSK) like al-
gorithm can be used. These algorithms can improve 
the probability of attacks but algorithms like block-
chain peer-to-peer communication are more efficient 
[2]. In the next section analysis of different architecture 
and algorithms are given and compared with proposed 
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encrypted blockchain open flow SDN architecture 
(ABOSS).

2.	 RELATED WORK

Blockchains are applied for securing VANETs exten-
sively. The self-organized secure (SOS) framework [3] is 
based on a peer-to-peer network. The main advantage 
of this network is to secure the network even if there is 
no roadside infrastructure exist in the network. Shamir 
sharing combined with a trust-based routing scheme to 
achieve this objective. Due to the combination of these 
techniques Vehicles Authority, Message Integrity, Privacy, 
Non-Repudiation, Traceability, Anonymity, and Availabil-
ity are improved. Moreover, attacks like Impersonation, 
Modification, ID Disclosure, Location Tracking, Repudia-
tion, and denial of service (DoS) are removed. Similar work 
with improved cryptographic primitive attribute-based 
encryption (CP-ABE) is defined in [4]. In this work, due to 
attribute-based encryption, the overall network speed is 
improved along with a reduction of the attack probability 
in the network. A verifiable hidden policy CP-ABE with a 
decryption testing scheme is also proposed in [4], it al-
lows nodes to be tested and authenticated before per-
forming network communication. This work is improved 
by adding true blockchain solutions, which is described 
in [5], wherein blockchain is used for privacy preservation 
along with reduction of the computational complexity of 
the system.  This work is implemented for the Internet of 
Things (IoT), but it can be extended to VANETs by replac-
ing IoT-specific blocks like IoT platform providers with RSU 
and cloud services with VANET infrastructure services. 
This work can be further extended with the help of Shor’s 
algorithm as described in [6], wherein a lattice-based 
conditional privacy-preserving & authentication scheme 
is defined. The lattice-based scheme is able to combine 
data from RSUs, vehicles, application providers, and trust-
ed-third parties as shown in Fig. 1.

Fig.1. Lattice-based security mechanism

Due to lattice computations, the delay of the system 
is reduced, thereby improving the speed of communi-
cation along with providing security to the network. 
But, all these schemes mentioned in [3-6] suffer from 
inherent drawbacks, which are given as follows:

a.	 Limited area of applicability, because each of 
these protocols requires either the presence of 
a control unit or a high-powered computational 
unit.

b.	 Limited security performance due to the lack of 
decentralized control.

In order to eliminate these problems, the work in [7] 
presents efficient decentralized management mecha-
nism with Blockchain. The solution employs manag-
ing the security of VANET by using a decentralized 
key-management mechanism. Bi-variate polynomial 
for a key agreement which is based on light-weight au-
thentication is used. This technology can manage user 
identity and public key material which will improve the 
efficiency and cost as compared to traditional schemes 
of VANET. An example of the network is shown in Fig.2, 
wherein vehicles are connected to each other with the 
help of a decentralized blockchain model.

Due to the use of distributed blockchain-based au-
thentication and communication, the overall com-
munication cost is reduced by 50% of the cost of a 
standard public key infrastructure (PKI) system. This 
enables the network to be used for a larger set of us-
ers without increasing system cost. This work is modi-
fied in [8], in which trust-based routing and location 
privacy schemes are added to the VANET. Due to the 
addition of these schemes, the quality of service (QoS) 
performance of the network reduces, therefore there is 
a need to improve it with the help of machine learn-
ing models. The location privacy is maintained using 
k-copy scheme while the trust-based routing is main-
tained with the help of the same decentralized scheme 
as mentioned in [7].

The work in [8] can be further optimized in terms of 
QoS parameters with the help of an incentive scheme 
as mentioned in [9]. In this scheme, the node decisions 
regarding communication, channel selection, packet 
rate, etc. are monitored, and the parameters combina-
tion responsible for improving the QoS is incentivized 
using a scoring mechanism. Due to this, there is a bal-
ance between the security offered by the network and 

Fig. 2. Blockchain-based VANET
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the overall QoS of the network. The parameter com-
bination which has the best score can communicate 
events in the network to the nearby nodes with the 
highest security and QoS. The event is mitigated with 
the help of the best possible route and parameter com-
bination to each of the nearby nodes.

A combination of these schemes [7-9] is given in [10], 
wherein privacy-preservation is maintained using block-
chain-powered trusted authorities. These authorities are 
responsible for node registration, node communication, 
and node termination from the network. All this data is 
stored in the form of the Merkle Patricia tree (MPT) for 
faster storage and retrieval performance. The system 
also supports conditional privacy by allowing each ve-
hicle to have multiple certificates, and each certificate 
is responsible for a particular communication scenario 
in the network. A sample of this process is shown in 
Fig.3, the certificate for every special access for segrega-
tion is given to the vehicle in the network. This enables 
the vehicles to get better security performance, as the 
memory and computational requirement of these cer-
tificates is very low, therefore the QoS of the network is 
also maintained at an optimum level when compared to 
single-certificate computation systems.

In order to add features like bandwidth control, dy-
namic addressing, etc. VANETs are coupled with SDN. 
SDN is responsible for controlling the communication 
between nodes in the network. In order to eliminate 
these problems, the work in [7] presents efficient de-
centralized management mechanism with Blockchain. 
The solution employs managing the security of VANET 
by using a decentralized key-management mecha-
nism. Bi-variate polynomial for a key agreement which 
is based on light-weight authentication is used. This 
technology can manage user identity and public key 
material which will improve the efficiency and cost as 

Fig. 3. Blockchain-based individual certificate scheme

compared to traditional schemes of VANET. An exam-
ple of the network is shown in Fig.2, wherein vehicles 
are connected to each other with the help of a decen-
tralized blockchain model. An application of [10] and 
[11] can be observed in [12], in which blockchain and 
distributed ledger systems along with SDN are used for 
securing high-performance cyber-physical systems.

A similar trust-based model based on blockchain is 
also described in [13]. In this paper, a blockchain-based 
anonymous reputation system (BARS) is used to protect 
distribution of fake messages and privacy of the vehi-
cles. The privacy preserving mechanism Lexicographi-
cal Merkle tree (LMT) is used to provide linkability  be-
tween public key and identity of the vehicle through 
the certificate authority  without disclosing private in-
formation of the vehicles. Law Enforcement Authority 
(LEA) is used to store the public key and identities of 
the vehicles. The reputation evaluation algorithm safe-
guards the vehicles from exposed behaviors  thereby 
improving efficiency , robustness and security of the 
system.Work in [14] uses a blockchain-based Trust con-
ditional privacy preservation announcement scheme 
(BTCPS].  It allows the vehicle to send  messages to 
non-trusted environments. RSUs  calculate reliability of 
the messages as per the reputation values of the ve-
hicles. It can trace the malicious vehicle identity with 
associated public address . Proof of Work algorithm is 
used to improve the efficiency and QoS performance of 
the network.Due to conditional privacy, each node-to-
node communication can be traced back to its source. 
It allows the system to trace the attacking node and 
eliminate it.

This scheme can be extended to include Group Mo-
bility Management as given in [15]. In this work, hando-
ver latency and signalling costs during authentication 
can be reduced using aggregate message authentica-
tion code and one-time password authentication. Due 
to these techniques, the proposed scheme is not only 
fast but also supports faster handoffs whenever nodes 
are shifting between different internal mini-networks. 
This results in reducing the signalling overhead and 
handover latency of the system, which improves the 
QoS of the proposed system. In order to evaluate the 
system under different security threats, possible solu-
tions are discussed in [16]. In this survey, it is observed 
that blockchain technology is the most useful when it 
comes to removing attacks from VANETs. It is used as 
the base security model for this underlying research. 
While security is a major aspect of any VANET, an ef-
fective data collection process must also be taken into 
consideration while designing networks. The work in 
[17] reviews a wide variety of data collection mecha-
nisms for VANETs, and observe that topology-based 
methods have the best performance in terms of reduc-
ing delay and increasing the overall throughput perfor-
mance. Using this mechanism, the QoS performance of 
VANETs can be improved. While using blockchain with 
topology-based methods, it is required that not more 
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than 51% of nodes must be clubbed together for com-
munication. This results in a highly secure blockchain 
network, which is given in [18]. Due to topology issues 
if the blockchain network is attacked with more than 
51% of users, then the network rules can be changed. 
These changes can allow an attacker to inject malicious 
rules into the network, and make backdoors in the 
system. It is also observed that when less than 51% of 
nodes are active then proper data dissemination can 
take place in the network. The overall performance 
and storage capabilities of the network depend on the 
memory and computational power needed per-node 
basis. The higher number of dissemination nodes will 
require a larger memory for storage, and will also re-
quire a higher computational power when compared 
to a network with a moderate number of participating 
dissemination nodes. This can be observed from [19], in 
which nodes within a radius of 1-hop distance are con-
sidered ideal candidates for data dissemination. This 
indicates that all kinds of topology constraints must 
always keep less than 51% nodes in close vicinity with 
each other.

Another attribute-based blockchain algorithm with 
privacy preservation and authentication is indicated 
in [20]. In this work, due to the decentralized nature of 
blockchain, there is no need to perform pre-authenti-
cation in the network. Moreover, the network provides 
high security without the presence of any roadside unit 
or infrastructure components. The network also dem-
onstrates trust management considerations, which 
are improved with the help of SDN as observed in [21]. 
Trust based Deep Enforcement Learning Framework 
with SDN uses deep enforcement learning algorithm 
to find the highest routing path of the network. The 
trust model is used to evaluate behavior of neighbor-
ing nodes of the forwarding packets which helps to 
improve QoS parameters. These techniques can be ex-
tended to 5G networks as given in [22], wherein it is ob-
served that network security is improved if SDN archi-
tectures are applied to high-speed 5G networks. While 
each network type has its own design requirements, 
the work in [23] indicates that SDN-based VANET net-
works require a lot of integrations before real-time de-
ployments. For instance, to support Privacy violations 
the SDN-based VANET must implement ‘Disclosing 
sensitive information module from SDN and ‘Revealing 
the identity of vehicles module from VANET. In order to 
improve the security performance of stand-alone SDN 
systems, the work in [24] indicates the usage of broad-
cast encryption mechanisms. These mechanisms allow 
the system to secure new and existing SDN networks. 
The broadcast encryption mechanism is based on the 
Advanced Encryption Standard (AES) in 256-bit mode 
(AES-256). The security performance of this network is 
found to be far superior to other SDN networks, and 
thereby the same AES-256 implementation is used by 
the underlying research. Network safety can also be 
improved with the help of cooperative communication 
similar to P2P networks, this is given in [25]. To improve 

the network performance ,roadside Open Flow switch 
(ROFS) is used.  SDN based Medium Access Control pro-
tocol is classified into two levels as follows:

a.	 Controller and management of vehicles is used 
to control Road Side Units .

b.	 Controller is used to schedule the cooperative        
time slot sharing between Road Side Units. Slots 
are allotted based on sharing information be-
tween control and data plane.

SDN based blockchain can improve vehicle density 
fluctuation which helps to improve agility and speed 
of the network which further improves the security. To 
improve network performance and better security, The 
Open Flow protocol is connected in tandem with ROFS, 
and a distributed communication architecture is imple-
mented.

For improving security, the energy consumption of 
the network is considered in [26]. In this work, a small 
change in the learning function with the inclusion of 
energy consumption results in routing solutions that 
have greater energy efficiency than the ones which 
do not include energy consumption into the equation. 
The energy consumption can be further improved by 
offloading all the security and related computations 
on fog devices. This is observed in [27], wherein mo-
bile edge nodes are utilized for performing complex 
encryption calculations, while the main communica-
tion and event-triggered processing are done on the 
main vehicular node. A device-to-device clustering 
(D2DC) method is described, which provides cover-
age to nodes that are not in the coverage radius of the 
main infrastructure node. This D2DC method does not 
only provides better coverage but also improves the 
overall energy efficiency of the network. The nodes 
which are not in coverage range do not require send-
ing unnecessary communication packets in search of 
the infrastructure nodes. Due to this, more than 74% of 
the unserviceable nodes come under proper service of 
the network, which improves the QoS performance of 
the network. A similar approach that uses multi-agent 
architecture is given in [28]. A hybrid SDN based geo-
graphic routing protocol  allows selection of reliable 
nodes to avoid communication problems between 
source and destination. By using load balancing criteria 
allows to form hierarchical topology of the network by 
creating group and selecting the group leader.  Rout-
ing protocol provides the better network flexibility and 
resource management which helps to improve QoS pa-
rameters. The geographic routing protocol can be fur-
ther modified as per the survey done in [29], in which 
it is suggested that VANET routing can be best adopted 
with key management-based trust & secure routing 
protocols for better routing efficiency. 

The future of VANETs is the integration of the net-
work with cloud-based approaches [30].Integration of  
Fog computing with SDN enhances the flexibility and 
programmability of the network. It will help minimize 
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future challenges in VANET. Blockchain- based SDN in 
combination with different protocols can improve in-
herent security of the network. The proposed Encrypt-
ed Blockchain based  open  Flow SDN architecture is 
explained and the performance evaluation of the given 
protocol and comparison with other standard algo-
rithms is described in the next section.

3.	 PROPOSED ENCRYPTED BLOCKCHAIN OPEN 
FLOW SDN ARCHITECTURE (ABOSS)

The proposed encrypted blockchain open flow SDN 
architecture is described by dividing the entire VANET 
traffic flow into 3 different parts which are given as:

a.	 Securing node to node communication using 
AES- 256 & ad-hoc on-demand distance vector 
(AODV) routing protocol.

b.	 Improving security for the entire network using 
blockchain-based data transfer.

c.	 Adding QoS improvement layer with network 
control using Open Flow SDN.

A Block diagram of the entire system is shown in Fig.4, 
where node-to-node communications are shown.

Fig. 4. Proposed encrypted blockchain open flow 
SDN architecture (ABOSS)

The input data originates from the source node,  is 
encrypted with the AES protocol. The private key of 
AES is shared with the source and destination nodes. 
This key is moved into a secure block using public-key 
cryptography and is sent in the network. The block di-
agram of AES is shown in Fig.5. AES follows the given 
steps for encryption of data:

AES is a standard encryption algorithm that follows 
the given steps for encryption of data:

a.	 Add round key

b.	 Substitute bytes

c.	 Shift rows

d.	 Mix columns

e.	 Add round key

For decryption the same process used in reverse or-
der using AES, the input data is altered to cipher text , 
and is kept ready for broadcast from the source node. 
Once the data is encrypted, to set the best routing 
paths between the source and destination packet is 
send to nearby nodes. These packets sent are known as 
Route Request (RREQ) packets as shown in Fig.6, where 
node ‘A’ is the source and node ‘F’ is the destination.

Fig. 5. AES block diagram

The nodes which are near, send Request reply (RREP) 
packets. Based on the reception of RREP packets, a path 
is selected between source ‘A’ and destination ‘F’ as A—
B—D—F. This path is selected and kept stored on the 
SDN node. The source node then applies a blockchain 
based data transformation protocol. Using this proto-
col, the input data is converted into the following block 
structure which is given in Table 1.

Fig. 6. Routing process

Table 1. Structure of the blocks in the blockchain

Previous Hash Source Destination Current Node

Timestamp Nonce Data Hash

The above structure gives the information of source 
node and destination nodes along with the timestamp 
of the transfer, current hash value and previous blocks 
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c.	 The network will not be affected by spying at-
tacks due to blockchain verification, due to 
which there will be no communication of any 
node with unwanted nodes, thereby removing 
any chances of spying or spoofing.

Once all these verifications are completed, then data 
communication proceeds on a node-to-node basis. A 
comparison of the results obtained for these protocols 
with other standard methods is done and conclusions 
are derived from these results in the next section.

4.	 RESULTS EVALUATION & ANALYSIS

In order to evaluate the results for the given proto-
col, the network is simulated under similar conditions 
as directed in the standard VANET simulation networks 
in [10]. Due to the use of blockchain, it is observed that 
the proposed model has high security, and is able to 
identify Sybil, Masquerading, DDoS, and Smurf at-
tacks with 100% efficiency. The reasons for this high 
efficiency are traceability, immutability, and improved 
trust levels of blockchain. Thereby making the network 
100% efficient in terms of attack detection. The QoS 
parameters were evaluated by changing the number 
of communications, and averaging the values. The 
number of communications was varied between 10 to 
100. The following network parameters are decided for 
simulating the network,

Channel Type: Wireless Channel

Propagation Mode: Two Ray Ground

Network interface: Wireless Physical

MAC Protocol: Mac/802.11

Interface Queue type: Drop Tail Priority Queue

Antenna Type: Omnidirectional

Routing: AODV

Network X Size: 300

Network Y Size: 300

Packet Size: 1000 bytes per packet

Packet Interval: 0.01 seconds per packet

Parametric values for the end-to-end delay, through-
put, energy consumption, and packet delivery ratio are 
evaluated based on the following formulas,

(1)

(2)

(3)

where, D is the end-to-end communication delay, E is 
the energy consumed during communication, Thr is 
Troughput and 𝑇𝑡 are the reception and transmission 
time for the packet, 𝐸𝑡 and 𝐸𝑟 are the transmission and 
reception energies in the network, 𝑃𝑠𝑟 are the number 

hash values and nonce value saved in the respective 
blocks. How the nonce value is responsible for creating 
the unique hash value. How to find the nonce number in 
blockchain the steps are shown below:

a.	 Initialize a random nonce value

b.	 Store the value in a block

c.	 Find the SHA256 hash of block

d.	 Check whether the hash value is repeated, if yes 
then discard and restart.

e.	 Check whether the hash value is following 
blockchain rules, if not then discard and restart.

f.	 If both rules (d, e) are followed, then store the 
nonce in the blockchain.

With above pseudo steps, the nonce number is eval-
uated and put in the blockchain. Which update the 
hash table’s data and transferred it from source node 
to the next nearby nodes. As the data transmit to the 
next hopping nodes, whole blockchain is checked for 
authentication. 

The blockchain, checking process is done using the 
following steps:

a.	 Check the current hash of the block

b.	 Check the previous hash of the next block

c.	 If these hashes match, then continue with the 
Checking,

d.	 If these hashes do not match, then discard the 
blockchain and re-start the communication

e.	 Once the blockchain is verified, then the com-
munication proceeds to the next node.

Each blocks should follow the blockchain rules once 
the hash values of previous and current blocks is checked 
and verify. Proof –of –Work consensus algorithm is used 
to verify all these process. Once the verification done, 
packets send from any nodes using Open Flow SDN Pro-
tocol. This protocol has the following rules:

a.	 Remove the nodes which are not found in regis-
tered node list during communication process.

b.	 Set of ‘N’ packets allow to be transmitted within 
the nodes, where ‘N’ is link of maximum capacity 
to handle the packets.

c.	 k is the maximum hopes between the source 
and destination nodes decided. During the 
communication only k hoping is allowed in the 
network.

All these rules are applied to each of the communi-
cation packets. After application of SDN rules, the net-
work will have the following advantages:

a.	 The network will be resilient to denial of service 
(DoS) attacks, due to SDN rules.

b.	 The network will not be affected by Spoofing 
(Masquerading) attacks, because of a combina-
tion of SDN rules and the blockchain verification 
process.
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No. of 
Nodes

Delay (ms) 
NSV

Delay (ms) 
ASV

Delay (ms) 
ASS

Delay (ms) 
ABOSS

10 34.09 45.80 25.02 21.40

20 31.09 44.80 32.02 22.40

30 34.31 44.82 27.79 25.72

40 37.94 42.04 47.56 24.31

50 54.93 45.33 28.31 27.47

60 57.02 35.06 26.39 22.30

70 47.45 33.66 25.39 24.71

80 32.69 29.54 29.89 21.89

90 49.29 44.80 32.02 21.40

100 61.24 51.27 22.20 21.69

Table 2. Delay Performance

From Table 2, it is observed that the Average delay 
of NSV is 44ms, ASV is 41.7ms, ASS is 29.6ms, and delay 
of ABOSS is 23.2ms. Thus, the delay using ABOSS is im-
proved by 44% when compared to VANET secured sys-
tems, and the delay using ABOSS is improved by 22% 
when compared to SDN secured systems. Similar com-
parisons are made for energy and throughput. These 
values are given in Table 3 and 4 respectively.

From Table 3, it is observed that the Average Energy 
consumption of NSV is 25.48mJ, ASV is 39.73mJ, ASS is 
18.3mJ, and energy consumption of ABOSS is 15.85mJ. 
Thus, the energy consumption using ABOSS is im-
proved by 60.1% when compared to VANET secured 
systems, and the energy consumption using ABOSS is 
improved by 13.4% when compared to SDN secured 
systems.

No. of 
Nodes

Energy 
(mJ) NSV

Energy 
(mJ) ASV

Energy 
(mJ) ASS

Energy 
(mJ) 

ABOSS

10 20.3 38.3 19.2 16.2

20 21.9 39.1 19.4 16.4

30 22.6 42 20.2 16.3

40 23.6 41.8 18.8 15.5

50 29.5 42.5 17.4 13.2

60 28.5 26 17.3 17.5

70 26.7 40.1 18.3 16

80 22.2 41.5 17.8 14.2

90 27.5 42.5 17.6 16.9

100 32 43.5 17 16.3

From Table 4, it is observed that the Average Through-
put of NSV is 12.74Tbps, ASV is 16.34Tbps, ASS is 
262.6Tbps and the Throughput of ABOSS is 442.6Tbps. 
Thus, the Throughput using ABOSS is improved much 
more than 100 % when compared to VANET secured 
systems, and the Throughput using ABOSS is improved 
by 68.5 % when compared to SDN secured systems.

No. of 
Nodes

Thr (Tbps) 
NSV

Thr (Tbps) 
ASV

Thr (Tbps) 
ASS

Thr (Tbps) 
ABOSS

10 19.8 19.3 163 423

20 18.8 17.3 173 435

30 15.3 8.83 240 620

40 12.3 8.78 287 354

50 5.4 8.5 244 429

60 7.73 14.2 261 372

70 16.6 22.1 256 447

80 7.91 40.2 466 469

90 4.8 6.94 363 442

100 18.8 17.3 173 435

Table 3. Energy performance

Table 4. Throughput performance

5.	 CONCLUSION AND FUTURE SCOPE

The QoS parameters are improved by combining 
SDN with Open Flow with blockchain, and AES encryp-
tion 256 standards of the network. The network is se-
cured from DOS, Masquerading, and Spying attacks 
due to the SDN rules and blockchain verification pro-
cess. Due to the incorporation of AES, there is a further 
improvement in the security performance of the net-
work in terms of data confidentiality. The work can be 
carried out on the cloud by unloading computations 
associated with security and blockchain and thus im-
proving the parameters of the network. By the addition 
of machine learning in the routing process, the routing 
algorithm can be improved, which will further improve 
the QoS and security performance of the network.
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