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Abstract - Mobile ad hoc networks (MANETs) are the self-sufficient nodes with their unique characteristics, such as open wireless
mediums and self-motivated topology, which suffers from security weaknesses. Due to the complexity of the MANET security
architecture, it is difficult to detect and prevent security issues in the wired networks. Hence, this paper proposes a secure and QoS-aware
data transmission in the MANET that improves the efficiency of the transmission. The optimal route, which is the shortest possible path,
is chosen using the modified ant colony optimization algorithm (MACO algorithm) and the secure transmission in MANET is ensured
using the Diffie-Hellman key-exchange algorithm (DHKE strategy). The key exchange method is used to improve the security of the

transmission of the MANET. This paper shows a high transmission rate on a secure path with a higher PDR and throughput.
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1. INTRODUCTION

The MANET network is a distributed multi-hop net-
work composed of mobile nodes that can be used
for various applications [1] [2]. These nodes can in-
teract with each other in a multi-hop fashion. Each of
the nodes in a network is a part of the same network,
which means that they play an equal role in the trans-
mission of data. The mobile devices in a network are
known as routers, which are used to control and route
the data packets. The routing protocol serves as a way
for a network to establish contact with its source and
destination. It also determines the best path for a pack-
et to reach its intended destination. The MANET com-
munication is investigated using several network pa-
rameters, such as packet delivery ratio (PDR), delay, dis-
tance, and so on, which are enclosed within the Quality
of service (QoS) of the network [3]. The optimal route
for availing quality-of-service is chosen using the fol-
lowing factors: MACO, HRM, and energy efficiency [2].

Outstanding routing techniques were developed with
the goal of eliminating wasteful data transfer losses [20]
[22]. Routing methods reduce routing communication
to a bare minimum to ensure efficiency, but the result-
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ing minimal data creates a barrier for a Routing Attack
Detection System (RADS) [21]. The main issue with course
disclosure is that it can result in loss of data. Fortunately,
there are various algorithms that can help minimize this
issue. Some of these include the Genetic algorithm, simu-
lated annealing, and particle swarm optimization [2]. Se-
cure routing techniques have been developed to protect
MANETSs from attacks, but these protocols do not protect
additional data [23]. Because wireless sensor networks
may be used in hostile environments such as battlefields
[24] security in data communication is an important prob-
lem to consider when developing them. The Bee Ad Hoc
fuzzy logic (FBeeAdHoc) framework has been used to pro-
vide a security layer for routing protocols in MANETSs. In
MANETS, the Homomorphic Encryption (HE) approach is
used to accomplish multi-level security, which means that
the data will be subjected to a cryptographic hash func-
tion and an encryption algorithm will be sent to the end,
where the data will be decrypted and the data's depend-
ability will be checked. The wormhole attack is one of the
most serious security threats that can significantly disrupt
network connectivity. When a node breaks the security
standards and so becomes vulnerable to attack, this is re-
ferred to as malicious behavior [25].
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The paper proposes a routing protocol that can in-
crease distribution ratios and reduce end-to-end delay.
It also uses the Diffie-Hellman algorithm to improve se-
curity of path. The paper is divided into four sections:
Section 2, Section 3, Section 4, and Section 5. The top-
ics covered by these sections include: (1) an overview
of the concepts of routing and data protection (2) a
comparison of various secure routing and protection
protocols (3) a description of the characteristics of the
proposed method.

2. LITERATURE REVIEW

In this section, the review of the existing literature is
presented with the upcoming challenges of the research.
An approach was proposed in 2019 to find the best CH
for a stable MANET security level. The proposed model
combines the number of attackers and the approxi-
mate distance and TV consumption of each certificate
holder to ensure that the data is available and stable [1].
In 2019, Mariappan Rajashanthi and K. Vathi proposed
a secure multipath routing scheme that is energy-effi-
cient and has an encryption technique [4]. In 2018, the
authors of this paper proposed various security-related
regulations for data collection. They then reviewed the
various methods and techniques related to MANET de-
tection [5]. In 2017, the two authors updated the LEACH
and AOMDV routing strategies. They provided a uniform
approach for multipath routing and cluster generation
[6]. In 2017, mobile ad hoc networks (MANETSs) were in-
troduced to the concept of security through the use of
pre-existing routing protocols. The goal is to gain fast
and secure communication while protecting the integ-
rity and authenticity of the network [7].

The goal of a network is to receive and send mes-
sages from two users. To achieve this, the algorithm
used to set the routing path was optimized. It allowed
for better packet delivery and lower EC [8]. In 2018 [9],
Mostafaei recommended a disseminated learning ma-
chine based calculation to work on the organization's
exhibition with a few obliged QoS boundaries. It took
a couple of QoS directing limitations into the record in
way choice, like start to finish steady quality and defer-
ral. As far as start to finish postponement and energy-
viability, the outcomes showed that the estimation
performed better compared to the present status of
the craftsmanship brutal computations.

To decide the best area of the gathering particles, the
fundamental multitude streamlining was refreshed. On
account of a steady organization structure, one mole-
culeis relied upon to decide the G-best position, and the
leftover particles can search for additional spaces to con-
firm that the best position is G-best, not the flow one.
In this article, Modified Ant Colony Optimization (MACO)
is used to tackle the inadequacies of current renditions
of MANET. Most of past research has focused on either
energy productivity or unwavering quality; in any case,
in this article, both energy-effective bunching and de-
pendability are joined in a solitary MANET model.
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3. PROPOSED SECURE TRANSMISSION IN MANET
USING THE MACO ALGORITHM AND DHKE
STRATEGY:

The method of sending information from a source to
an objective without the need of a wired media is known
as remote correspondence. A portion of the WSN's and
MANET's elements are practically indistinguishable. In
the modern days, MANET plays a significant role in ren-
dering the network services equipped within the hand-
held devices. Hence, there is a need to utilize the rout-
ing protocol for ensuring the easy access to the network
services, where the optimal route is decided for reaching
the services available through the hand-held devices. In
this research, MACO algorithm is proposed for selecting
the optimal communication path in MANET. Moreover,
rendering security for the data provider and user is very
significant, which is ensured using the DHKE strategy. The
MACO algorithm and DHKE strategy are utilized in the
MANET, which further promotes the QoS of the network.

3.1 MANET COMMUNICATION

The network is equipped with numerous sensor
nodes, which are engaged in the data transmission
in the network as shown in figure 2. Following table
1 shows the network parameters employed for simu-
lating the MANET in NS2. The source node generates
the request message for initiating the communication
with the destination node, and the communication is
preceded only if the security keys of both the source
and destination nodes matches with each other. In this
context, optimal route selection and selection of the
secure path is the major focus.

3.2 PROPOSED MODIFIED ANT COLONY
OPTIMIZATION (MACO) FOR OPTIMAL
PATH SELECTION IN MANET:

In the MANET, ensuring the throughput rates is impor-
tant to meet the client demands with an effective QoS.
Due to different plan hardships and imperative satisfac-
tion, conventional conventions fail to address the user
challenges. Hence, upgrading throughput turns into a
basicissue to fulfill client needs and application support.
Therefore, throughput is the significant factor for ren-
dering the required QoS for any kind of MANET applica-
tions and in this research, MACO streamlining technique
considers throughput as one of the factor in selecting
the optimal routing path for MANET communication.

3.2.1 Solution representation:

In a optimization algorithm, the solution representa-
tion signifies the solution declared by the algorithm. In
this research, solution is the routing path with the source
node as the initiating node or the data sender S and des-
tination node D as the terminating node or the receiver,
with the intermediating nodes (I, I, .. 1 )suchthat(n<m)
being the communicating nodes between the source
and destination nodes as shown in figure 1.
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Fig. 1. Solution representation

where, m is the total nodes in the MANET with n being
the intermediate nodes in the communicating nodes.

3.2.2 Fitness measure:

The optimal solution, which is the optimal routing
path, is decided by MACO using the fitness measures,
such as throughput, PDR, routing overhead, and delay.
The solution is selected as optimal when the through-
put and PDR is high with the minimal overhead and
transmission delay.

3.2.3 MACO description:

The MACO algorithm is the modified version of the
ACO algorithm, which aims at the selection of the op-
timal route between the source and the destination
nodes. The optimal route is the solution of MACO as per
the figure 1. Technically, the solution or the route re-
fers to the ants in the MACO and initially, the proposed
MACO establishes the random solutions at the initial
iteration, which is accompanied with the generation of
all the possible routes between the source and the des-
tination nodes, from which the optimal route satisfying
the fitness measure is selected for communication.

The MACO builds the connection's packet transmis-
sion rate, bringing about a reasonable course choice
arrangement. Forward ant is begun by the source hub
at arbitrary to visit the entirety of the open hubs in the
course [15]. During their crossing, the ants leave a little
amount of pheromone on the visited joins. At the point
when the ants show-up at their objective, the ants up-
date the pheromone of all hubs visited all through the
crossing. A hub's throughput is treated as a pheromone
for this situation. The throughput work is utilized to re-
fresh a hub's pheromone [16] [17].

Equation 1 is used to calculate f(t).

f(0) = max 2, B0 )

Where k denotes the packet transmission limit, p(i)
is the number of packets successfully transferred, and
t(i) denotes the packet transmission time.

An ant (A) is a collection of routes that link all nodes.
MACO's fitness function shown in equation 2, also
known as the objective function, is shown as follows:

fitness ofant = Y2 1'd(i,j) Vi=nAj=i+1
@)

The pheromone is updated in a cyclic way during
the course of each traversal of a link 1. Equation 3 is
used to calculate the likelihood of an ant 'm’ visiting
node 'j' from node i.
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The pheromone concentration in link ij is T, € is the
energy of the node, control parameters are o,f3 and vy,
and the throughput heuristic value W, is £(0).

Equation 4 is used to calculate the pheromone con-
centration as it decreases over time.

Ty =(1—p)* 15+ Zot Ay"

Where, Afis the change in pheromone amount in
the link ij, updated by the mth ant, and (1-p) is a de-
creasing pheromone constant. The following genera-
tion of ants migrates to their goal via increasing phero-
mone concentration nodes.

This cycle is proceeded until the state of stagnation is
satisfied. The street that arises after a time of balance is
viewed as the best way for correspondence. This meth-
odology is done for every information transmission.
This progression flags the beginning of the organiza-
tion's transmission interaction. The figure 2 portrays
the most limited way that is discovered utilizing AODV
considering every one of the elements of MACO im-
provement calculation.

@—) Source Node Destination Node
@—} Intermediate Node @—} Malicious Node

Fig. 2. MANET network

3.3 DHKE STRATEGY FOR THE SECURE
COMMUNICATION IN MANETS

Using a finite number of nodes, a MANET is simu-
lated in NS2, where the nodes communicate the data
between the nodes only when the routing path offers
better QoS with guaranteed security. Thus, security is
ensured through DHKE strategy, which ensures the
path is secure. Initially, find the source and destination
nodes in the MANET for transferring the data packets
between the nodes. The AODV routing protocol is used
with MACO to identify the shortest path between these
nodes. The shortest route from source to destination is
chosen using MACO, where the security is guaranteed
using DHKE [19].
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First and foremost, a conduit from source to desti-
nation is constructed followed with the data transfer.
Nodes at the source and destination locations for data
transfer create two random numbers, p (prime num-
ber) and b (base number) in a DHKE-based strategy.
The source node generates the private key Pk1 and the
destination node generates the private key Pk2. Using
the following formulas, two values A and B are calcu-
lated on the source and destination ends, respectively.

A = bPklmodp (5)
B = bPk2modp (6)

The values of A and B are exchanged across the nodes
in order to calculate the secret key values at both ends.
The formulae for computing the value of the secret key
at the source and destination nodes are as follows:

Cs = BPklmodp (7)
Ds = APk2modp (8)

These secret key values are compared with each other
for enabling the secure data transfer. Upon the mis-
match in the secret keys between the source and desti-
nation nodes, the packets drop intimating the presence
of the malicious nodes in the network thereby, blocking
further communication. The DHKE strategy for secure
path selection is depicted in figure 3 as a flowchart.

Genenata random prime (p) and base numbsr (b) I_

Source Desjination

N

Generate Pk1” as private key ot the
source

| !

Discover an exchange key A’ as
A=5""modp

dastination node

Generate PR’ as private key at the |

Discover an exchange key B’ as
B =b " modp

Key suppliad from destination node
B=5"modp

l l

Generate sacret ey at the source nod

Key suppliad from source node
A=b""modp

Generate sacrt key at the source mode

Cs=B "'modp Ds=A"modp

| |

5 Path is not secure, avoid
Path is sacure :
using for communication

Figure 3. Diffie-Hellman approach for checking
whether path is secure or not
4. RESULT ANALYSIS

In this section, the achievements of the MACO with DHKE
strategy are portrayed in order to enumerate the effective-
ness compared with the existing state-of-art methods.

4.1 SIMULATION ENVIRONMENT:

The simulation is established in NS2 environment
with the network settings shown in table 1. In the MA-
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NET network, a maximal of 150 nodes are distributed in
the simulation area of coverage 1500 m x 1500 m.

Table 1. Parameters for simulation

Parameters Network Settings
Number of Nodes 30,60, 90, 120 and 150
Area Size 1500 m x 1500 m
Transmission Range 250 m
Data Types CBR
Packet Size 512Bytes
Antenna Omni directional
Type of Queue Drop Tail
Routing protocol AODV

4.2 PERFORMANCE METRICS:

The effectiveness of the routing protocol, MACO with
DHKE strategy is revealed through the analysis based
on the metrics, such as packet delivery ratio (PDR),
throughput, routing overhead, and delay.

4.3 COMPARATIVE ANALYSIS:

The methods employed for the comparative analysis
include: ACO, genetic algorithm (GA), particle swarm op-
timization (PSO), and MDPSO [1]. The difference in the
packet delivery ratio (PDR) with respect to the quantity
of hubs is displayed in Figure 4. The proposed MACO
with DHKE acquires better PDR, throughput, delay and
overhead when compared with the existing methods,
like ACO with signcryption, PSO with signcryption, GA
with signcryption, MDPSO with signcryption, PSO with
DHKE, GA with DHKE, and ACO with DHKE. Table 2 shows
the acquired throughput for the methods. The PDR,
throughput, overhead and delay analysis is enumerated
in figures (4) - (7) and tables (2) - (5).

The PDR analysis is performed with respect to the
number of the nodes (in table 2), where it is highlight-
ed that the PDR percentage shows slight improvement
with the increasing number of nodes. Though the PDR
decreases with the increasing number of nodes due
to link failure, the application of the secure path selec-
tion method boosts the PDR through enhancing the
link lifetime of the network. The proposed MACO with
DHKE acquired the PDR of 97% when 150 nodes are
communicating in the network, which is the best ever
acquired PDR percenatge, which is mainly due to the
development of the secure path selection mechanism.

The throughput analysis of the methods based on
the total nodes is demonstrated in the figure 5. The
throughput of the methods are affected when the
transmission overhead prevails in the network due to
the total number of users. When the total nodes is 150,
the throughput acquired by the proposed MACO with
DHKE is 4367 kbps, which is better when compared
with the existing methods, justifying the effectiveness
of the proposed method.
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Table 2. PDR analysis (in %) (Higher PDR is better)

Number of ACO with PSO with GA with MDPSO with PSO with GA with ACO with proposed MACO
nodes signcryption  signcryption  signcryption  signcryption DHKE DHKE DHKE with DHKE
30 85 89 91 91 92 93 94 94
60 85 85 86 86 91 92 92 94
90 85 86 86 90 94 94 95 96
120 85 86 89 93 95 95 95 95
150 86 88 88 92 94 95 96 97

90 - B

—8— ACO with signcryption  —— PSO with DHKE
—=e— PSO with signcryption GA with DHKE
—— .

-
=% MoP50 win sigarypion —e— naco winoike

/

& L L I L L
20 40 60 80 100 120 140 160

Nodes(N)

Fig. 4. Analysis based on PDR (Higher PDR is better)
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Fig. 7. Delay analysis (Minimal delay is better)

Similarly, the overhead analysis is performed, which
focuses on the analysis of the computational complex-
ity of the network when the node communication in-
creases. When the total nodes is 30, the overhead is
minimal, while the overhead incrases with the increase
in the total simulated nodes in the network. However,
when compared with the existing methods, the com-
putational overhead of the proposed model is minimal,
which insists that the proposed method schedules the
communication through the optimal path.

Likewise, the delay analysis in the figure 7 insists that
the effective performance of the network is based on
the minimal delay of data communication between the
nodes. For instance, as mentioned in the table 5, when
the network is simulated with 150 nodes, the network
communication delay is found to be around 8ms while
using the proposed MACO with DHKE, which shows the
siginificance of the proposed method in exhibiting the
effective performance.

In short, the method that exhibts the minimal delay,
minimal communication overhead, higher throuhgput
and higher PDR are the best method. The proposed
MACO with DHKE outperforms the existing methods
with the minimal delay of 5ms with 30 and 90 nodes,
and the minimal overhead of 0.02. On the other hand,
the maximal PDR and throughput acquired by the pro-
posed MACO with DHKE is 97% (with 150 nodes) and
4471 kbps (with 120 nodes), respectively.
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Table 3. Throughput analysis (in kbps) (Higher throughput is better)

Number of ACO with PSO with GA with MDPSO with PSO with GA with ACO with proposed MACO
nodes signcryption  signcryption  signcryption  signcryption DHKE DHKE DHKE with DHKE
30 3586 3705 3737 3984 4141 4184 4240 4290
60 3632 3651 3735 3829 3866 3868 3888 4031
90 3591 3706 3869 4052 4154 4223 4235 4282
120 3586 3600 3610 3729 3905 4185 4249 4471
150 3604 3617 3794 4083 4098 4142 4272 4367
Table 4. Overhead analysis (Minimal overhead is better)
Number of ACO with PSO with GA with MDPSO with PSO with GA with ACO with proposed MACO
nodes signcryption  signcryption  signcryption  signcryption DHKE, DHKE DHKE with DHKE
30 0.04 0.036 0.035 0.033 0.029 0.023 0.023 0.022
60 0.048 0.044 0.043 0.043 0.041 0.033 0.023 0.02
90 0.043 0.041 0.039 0.034 0.033 0.032 0.029 0.025
120 0.04 0.038 0.038 0.033 0.028 0.028 0.023 0.023
150 0.049 0.044 0.042 0.04 0.024 0.024 0.021 0.021
Table 5. Delay analysis (in ms) (Minimal delay is better)
Number of ACO with PSO with GA with MDPSO with PSO with GA with ACO with proposed MACO
nodes signcryption  signcryption  signcryption  signcryption DHKE, DHKE DHKE with DHKE
30 46 43 36 34 25 19 18 5
60 44 43 42 40 33 32 25 19
90 43 43 41 39 39 37 36 5
120 47 43 41 32 32 26 16 9
150 47 36 22 22 18 12 10 8

5. CONCLUSION:

With the aid of an MACO with DHKE approach, the
researchers suggested a unique model for a secure
transmission in the MANET. The MACO-based MA-
NET routing was utilized to find the best and shortest
path in the network. For data security in the MANET,
the DHKE strategy is used, which determines whether
the path between the source and destination nodes is
safe. Furthermore, the suggested model combined the
number of attackers with the performance evaluation
procedure to examine the number of attackers. The
performance of the proposed MACO with DHKE is enu-
merated based on the performance measures, such as
delay, throughput, PDR, and overhead. The proposed
method exhibts the minimal delay, minimal communi-
cation overhead, higher throuhgput and higher PDR of
5ms with 30 and 90 nodes, and the minimal overhead
of 0.02, maximal PDR and throughput of 97% (with 150
nodes) and 4471 kbps (with 120 nodes), respectively.

Furthermore, the suggested MACO with DHKE method
achieved an improved result. To provide security in the
MANET, backup routing in ad hoc networks (AODV)
with a DHKE approach might be studied for detection
of malicious node in future study. In addition, by com-
bining bio-inspired and security algorithms, the perfor-
mance of MANETSs with security may be increased.
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