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Abstract - The Internet of Things Robot (IoTR) is an emerging paradigm that brings together robotic systems with the Internet of
Things (loT) that connect sensors and smart objects pervasively embedded in everyday environments. With the recent developments
in robotic system applications, it becomes apparent that the mobile robot has great importance in real-world applications such as
navigation and surveillance. One of the most important applications of a mobile robot is patrolling and gas leak detection. This
paper proposes a real-time loT Robot (IoTR) that can be used indoors or outdoors for gas leak detection purposes. The proposed
mobile robot is equipped with microphones, speakers, the hub of smart sensors that are necessary for patrolling and gas leak
detection, a high-resolution IP video camera for live video streaming, Bluetooth for indoor applications and tracking, and GPS/GPRS
for outdoor applications and tracking. The experimental testing of the preliminary prototype confirms the design objectives. The
robot has been tested for indoor and outdoor modes; the robot can detect gas leakage and provides a live video streaming of the
surrounding area, which can be tracked on Google maps. At the same time, the robot can be controlled remotely through a mobile
app or website, the robot can move autonomously and avoid obstacles. The proposed work provides a low-cost loT robot through
the use of the available and cheap components and sensors, which featured a high quality at the same time. Our proposed system
exhibits promising gas sensing performance in harsh environments, using intelligent gas sensors that have a fast response (>10s),
low cost, high sensitivity, long life, robustness, and physical size.
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1. INTRODUCTION is now positively looking for advanced robotic solutions
in conjunction with the growth of global demand and
depleting resources for fossil fuels. These smart robotic
systems are used to increase their productivity and safe-
ty [3]. Health and safety awareness is so essential for all
workers and technicians who are working in those com-

panies [4, 5].

With the development of society, economy and rapid
developments of autonomous mobile robots that have
been developed to tackle the challenges of the petro-
leum industry, increasing the protection measurements,
enhancing the quality of critical patrol and gas areas and
decreasing costs are now possible. The use of security

patrol robots has become very important recently be-
cause it helps to prevent human lives from danger and
reduce human errors. The patrol robot can be used in-
doors or outdoors depending on the applications, with
automatic obstacle avoidance as a common feature [1,
2]. Oil and petroleum companies need a safe environ-
ment for their critical work. The industry of oil and gas
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Explosive and toxic gases are surrounding us every-
where such as gas stations, power plants, landfill sites,
hotels, kitchens, wells, oil, and gas companies [3]. They
have different sources such as welding, swamp wells, vol-
canos, grinding, mining, petroleum areas, etc. Explosive
materials, toxic wastes, and hazardous gases endanger
our lives. They cause chronic and dangerous diseases for
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humans such as pneumonia and angina pectoris. Also,
it may cause instant death for humans. Moreover, acci-
dents that happen due to these hazardous gases cause
property damage, substantial money, injuries, grieving
families, and many other fatalities [3, 6, 7]. These gases
are very hazardous for companies in the oil and gas
industry due to their critical job. Therefore, oil and gas
companies need to comply with strict gas safety regu-
lations to ensure no gas leakage occurs. The employees
and the people working in these companies deserve to
work in a safe and healthy environment. Our solution is
a creative cost-effective and scalable solution for health
and safety environments to employees and employers
on-site, potentially from remote sites.

The presented work in this paper is extended re-
search of the proposed remote monitoring system that
has been introduced by [8, 9]. The research aims to de-
velop real-time [10] remote monitoring and control loT
robot that is used for security and detecting explosive
gases at the same time. The robot is equipped with a
video camera and smart sensors for the smart detec-
tion tasks carried out by the robot. The proposed sys-
tem consists of different subsystems, the controlling
unit where it is either indoors using Bluetooth connec-
tion or outdoor controlling using the internet connec-
tion, the monitoring unit with a live streaming video
camera, and the detection unit that consists of smart
sensors and is used for detecting explosive gases. The
loT robot will work as security surveillance in real-time
and can be tracked and controlled remotely through
the Global Positioning System (GPS) and General Pack-
et Radio Service (GPRS) network [11]. The robot will be
able to change its route once the stationary alarm sen-
sors are triggered. This feature will help the pipeline
inspectors and the patrolling employees to maintain
a safe distance in the remote areas of the site in case
of any hazardous gas leakage. Additionally, the robotic
system gives instant data analysis of the surrounding
gases for the users using data visualization dashboards.

The paper is organized as follows: Section two ad-
dresses the state-of-the-art, where related work is de-
scribed. Section three outlines the existing problem
and the corresponding solution provided by the loT ro-
bot, by describing the full system architecture and the
main subsystems. Section four outlines the software
user interface. In section five, the testing and validation
results are discussed. Finally, section six provides con-
clusions and future research.

2. RELATED WORK

Gas leakage detection in industrial facilities is critical
for ensuring the safety of human life, stationary gas sen-
sors can be used to discover the gas leaks. In the follow-
ing section, a review of the state-of-the-art mobile robot
applications in security and gas leakage will be covered.
A mobile robotic system for remote leak sensing and lo-
calization in large industrial environments has been pre-
sented by [12] to develop the RoboGas Inspector shown
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in Fig. 1.The gas leak detection technology for LNG facili-
ties in Australia is shown in Fig. 2.

In [13], the authors introduced a novel smart security
robot that used to work in dark non-vision environments,
since most of the methods available are not that capable
to work in a dark environment. The proposed work uses
fuzzy logic and neural network methods to determine
the situations that are not normal in the environment
area, and they used a different level of danger alarm.
The research shows a general view of the proposed se-
curity system as shown in Fig. 3. The system starts with
the initialization step (all devices will be turned on), then
the path planning operation, and then a motion con-
trol operation using four different fuzzy logic modules
to monitor the area. During this stage, if any abnormal
thing happens, the system will be switched to the alarm
system to alarm the user.

&£
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Fig. 2. Gas-Leak Detection Technology for LNG
Facilities in Australia [12]
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Fig. 3. General view Proposed Security System [13]

The authors in [14] proposed an android controlled
surveillance spy robot with a wireless night vision cam-
era. They aim to save human lives in the military sec-
tor where this robot is used in wars to monitor the area
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where it is dangerous for the army. Their robot consists
of a night vision camera fixed to it to monitor the area
while saving human lives. This robot is an Arduino-
based controlled robot that used a developed android
application for controlling it. However, their system
does not have a gas detection system.

A fire robot based on a quad-copter has been devel-
oped in [15]. This robot is required to detect fires. They
used an algorithm for processing the video signal to
detect the fire and for the robot realization. Also, they
used a software program using the SDK software devel-
oper kit to control the robot's motion.

The research introduced by [16] aims to develop a
surveillance system that uses an unmanned aerial ve-
hicle (UAV). The UAV robot has mobility capability. The
authors proposed a surveillance robot for indoor moni-
toring. They combined six components of the system,
such as unmanned aerial vehicles, vision-based pose
estimation, vision-based state estimation, patrol path
planning, UAV controller, joystick controller, and pri-
ority assignment for different inputs of the robot[16].
These components are used for autonomous patrol
and surveillance systems. They developed and tested
their system in the indoor environment. Fig. 4 shows
the system architecture of the system.
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Fig. 4. System Architecture of the autonomous
patrol and surveillance system using UAV [16]
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In [17], the system is integrated with a mobile robot
that can detect carbon monoxide (CO) with the tem-
perature. The authors stated that their system tackled
the challenges of the current CO gas sensors which are
the limited detection ranges and sensitivity due to en-
vironmental factors such as temperature and humidity.
This system lacks flexibility due to the usage of one gas
sensor compared to our system. Besides, it does not
have outdoor applications which are fundamental to
industrial and landfill applications.

The authors in [18] introduced a mobile robot with
a gas leakage detector for safety purposes. The system
has an array of 16-metal oxide sensors (e-nose) that
can detect the concertation of the gases by obtain-
ing 16 voltage measurements. The system focused on
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detecting gas leakage in closed rooms due to the few
amounts of airflow surrounding the rooms.

The authors proposed natural gas detection by us-
ing an intelligent gas searching method achieved by a
swarm optimization algorithm [19]. Their system has a
detection strategy for gas detection, gas tracking, and
gas source localization with search time consumed be-
tween 27s-92s. The drawback of the discussed research
is that the detection system has not yet been estab-
lished with a real experimental robot based on relevant
hardware and software equipment. Furthermore, their
system needs more optimization for the user searching
algorithm and a real simulation platform for the gas
sensors analysis.

The system proposed in [20], provided a fireNose that
contains three Metal-Oxide (MOX) sensors (SnO2, WO3,
and NiO). They used online unsupervised gas discrimi-
nation algorithms that increased the sensitivity for the
gas sensors.

2.1 COMPARISON TO STATE-OF-THE-ART
RELATED WORK

The proposed design has been compared to state-
of-the-art related work; the comparison has been
carried out with other systems that are similar to the
proposed system. The gas inspector system that has
been presented by [21] and shown in Fig. 1 uses mul-
tiple measurement principles for remote sensing. This
solution is used for the detection of hazardous gases
by using novel leak-detection technologies. However,
this system is portable which will make human life en-
danger. The explosive detector introduced by [22], is
using Fido® XT. The Fido solution uses polymer-based
technology to achieve faster detection results. How-
ever, this solution is a handheld detector. The IoTR has
more advantages than stationary sensors network (SN)
and portable sensors. The I0TR has the flexibility and
feasibility to combine a variety of gas sensors depend-
ing on the application. Besides, the IoTR has the feature
to explore the environment and detect gas leakages
remotely. In contrast, handheld sensors have to be car-
ried by the users to the required areas to detect the
hazard gases, thus this jeopardizes human lives. The
IoTR will be equipped with intelligent sensors to pro-
vide accurate computational gas results, gas sources
localization, live tracking system, real-time visual moni-
toring, map-based approaches, alarming system, and
remote-controlling. On the other hand, the portable
sensors and stationary sensors have a limitation of in-
ability to sense accurately when there is a variance in
optimal sensor positions across long distances. Our
system is a real-time system with a tracking system, live
video streaming, and a web-based or mobile applica-
tion to access the sensors reading remotely with intel-
ligent dashboard visualizations. Furthermore, our mo-
bile robot is operated remotely from anywhere on the
planet, therefore, our system emphasizes the outdoor
controlling. On the other hand, other solutions use lim-
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ited distance controlling. Additionally, the gas sensors
that have been used in the proposed system have ad-
vantages of low cost, fast time response, which is less
than 10s, stability, physical size, and long life. Moreover,
our robotic system has a reasonable cost compared to
other solutions in the market. Our IoTR cost is =10005.

3. lIoTR ARCHITECTURE

The proposed loT robot shown in Fig. 5 handles dif-
ferent kinds of tasks depending on the usage and the
application. The proposed mobile robot has the flexibil-
ity to be equipped with a specific sensor based on the
application. The robot can be remotely controlled with
the mobile application or through the website to go
through narrow or tough locations to discover the gas
leakages in its surrounding area. It is equipped with a
tracking device and a live video streaming camera for re-
al-time monitoring. Additionally, the robotic system pro-
vides instant notifications through text messages on cell
phones or text emails. Also, the system provides a voice
alarming once the sensors trigger high concertation of
the hazard gases. Besides, the robotic system provides
gas sensing analysis reports on a daily, monthly, and
yearly basis using visualization dashboards [23, 24]. The
robotic system architecture for relaying data between
the robot and the monitoring server is illustrated in Fig.
6.The patrol robot system depends on the loT and cloud
computing features. The system has database storage on
the cloud server which will store all the data required for
the system. These data contain the gas sensing results,
the temperature measurements, the humidity measure-
ments, the GPS coordinates data, the response time,
the latest controlling request that is required for remote
controlling, and the live streaming video. This full safe-
ty system sends and receives requests through GPRS/
GSM communications. Fig. 7 shows the main hardware
components required for real-time monitoring, track-
ing, and controlling, including Arduino Microcontroller
(Fig. 7 (a)), Bluetooth shield (Fig. 7 (b)), GPRS shield (Fig. 7
(c)) and GPS shield (Fig. 7 (d)), all interfaced with the loT
robot. Fig. 8, shows the State Machine Chart (SMC) for
the microcontroller Interfaced with the complete Sys-
tem. SMC illustrates the two different ways of accessing
the system which are accessing the mobile application
and websites. The mobile application has the function
of indoor controlling using Bluetooth and autonomous
controlling using a ready path follower. The website has
three main functions: outdoor controlling, live track-
ing, and gas sensing results. All of these functions were
successfully achieved through the communication be-
tween the GPRS and the web-server. Besides, there is a
function of live video streaming using an IP camera to
be accessed through the website or mobile application.

The patrol robot consists of four main subsystems:
1. Live video streaming using IP camera

2. Real-time remote controlling system whether in-
door or outdoor.
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3. Real-time tracking using GPS/GPRS and Google
Map technologies.

4. Gas leakage inspection system using intelligent
gas sensors.

The main four subsystems are discussed in the fol-
lowing subsections.

Controlling Via Web/mobile

12 2
applications / \
/ Live Video Streaming

through IP Camera

Gas Detection
through smart gas

DANGER
GAS LEAK

Tracking System
using GPS

Fig. 6. |0TR System Architecture

(a) Ardunio Uno R3 (b) Bluetooth Sheild

s

(c) GPRS Sheild (d) GPS Sheild

Fig. 7. Hardware components interfaced with the
[oTR
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3.1 REAL-TIME VISUAL MONITORING

The patrol robot has one eye to provide a real-time
visual monitoring of the robot’s location and the sur-
rounding area. The IP camera shown in Fig. 9 has been
used for this purpose. It has several features such as, it
can be accessed through the internet, has night visibility
up to 15 or 20 meters, a low-cost, support smartphone,
it is equipped with a motion sensor for automatic trig-
gering of the camera, and can take a snapshot or record
live video streaming. This robotic system can be used re-
motely from homes or work areas. Therefore, the camera
has been accessed remotely through a static IP address
from an Internet Service Provider (ISP) which is required
for the stability and security of the network. As the main
purpose of this robotic system is security, therefore, one
user can access the camera per account. A DNS (Domain
Name System) has been assigned to the IP address. The
user account is synchronized with the IP address by reg-
istering that account in the router with the specific port
address to allow any incoming connection to access the
IP address through that port.

@

Fig. 9. P Camera

3.2 REAL-TIME REMOTE CONTROLLING

To control the movement of the robot, some com-
mands must be sent from the mobile apps or web-
server to move it forward, backward, right, left, or stop
its movement [25, 26]. These commands will be saved
in the web-server’s database. The robot moves in a spe-
cific direction through a series of communications and
handshaking that have been done between the web-
server, GPRS, and Bluetooth modules.
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As the main purpose of this robotic system is to sense
dangerous areas, outdoor controlling has been accom-
plished to save human lives. The robot has been con-
trolled remotely by a developed web application by giv-
ing instructions for spatial movement or stopping. These
instructions are represented by specific commands
that are understandable by the NXT intelligent brick of
the robot. As illustrated in Fig. 10, the user will click on
one of the buttons to control the robot by moving it
forward, backward, left, right, or stop it. Each request is
associated with that clicked button will be received by
the web-server. Then, the web-server network will send
the request to be saved in the web-server database stor-
age. The instruction will be saved in the last row at the
instructions table. After that, the handshaking will be ac-
crued between the web server and the GPRS. Then, the
web-server will send the command through a generated
PHP code that contains the movement command with a
unique code. For instance, forward instruction is repre-
sented by '1' code. Each code has its response to be sent
through the HTTP protocol between the web-server, the
connected GPRS, Bluetooth, and Arduino. After that, the
GPRS will send the response to the Bluetooth module.
Finally, the motors of the robot will be able to move or
stop based on each command. Fig. 11 shows the flow-
chart of the controlling process.

The goal of outdoor controlling cannot be achieved
through the GPRS shield only because LEGO Mind-
storm NXT robotics cannot be connected to the GPRS
directly. LEGO Mindstorm NXT has only the ability to
communicate with other devices and shields via Blue-
tooth. For this reason, a Bluetooth shield is used to in-
tegrate a Bluetooth module that can receive the data
from the GPRS and send it to the robot by connecting
the Bluetooth shield with the GPRS shield. Fig. 12 shows
the hardware components required for real-time moni-
toring and controlling. The general architecture of the
Bluetooth protocol telegram is shown in Fig. 13. Byte
0 contains the telegram type. The three types of tele-
grams (byte 1, 2, 3) represent the direct command tele-
gram, reply command telegram, and the system com-
mand telegram respectively.
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Fig. 12. Connected GPRS shield, Bluetooth shield,
and Arduino UNO

For this system design, the direct command and the
reply command have been used. Table 1 shows some
important commands with their types that have been
used for the robotic system. The other bytes consist of
the command itself and the reply command based on
each telegram type. The direct commands have a limited
size which is 64 bytes including the byte that represents
the telegram type. Two additional bytes are not included
in the size limit, and they should be in front of the Blue-
tooth message as shown in Fig. 14. Based on testing and
experiments, the motor’s medium speed was set to 360
degrees/seconds. Fig. 15 shows that the patrol robot
has reached a distance of 100m which is represented by
the objective (green mark) within 10.2s. Therefore, the
speed is accelerated by 9.79 m/s. While the patrol robot
reached the same objective (red mark) within 5.1s with
a fast speed of 19.58 m/s. In this system design, two mo-
tors have been connected to ports B and C of the NXT
Brick. There are lists of commands used for the spatial
movement of the patrol robot are listed below [27]:

Biteo Bite1 Byte 2 BiteS

Fig. 13. The General Architecture of the Bluetooth
Protocol of LEGO Mindstorm NXT

Byte N
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Command
Type

Command

Length, LSB | Length, MSB Byte Byte 6 Etc.

Fig. 14. Bluetooth Message Architecture
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Fig. 15. Speed test bench for the IoTR movement

I. Moving the robot forward with fast speed

The command shown in Fig. 16-a is used for moving
the robot forward with fast speed. The command con-
sists of 14 bytes. The first two bytes contain the length
of the message without counting these two bytes, the
command will contain 12 bytes in decimal. The number
should be converted to hexadecimal to be 0x0C in the
first byte. The second byte contains 0x00 because one
byte is enough for representing 12 in hexadecimal. The
third byte has the value of 0x80 which is the command
type that is used to send direct commands without wait-
ing for a response. The fourth byte contains Oxff which
means moving all motors. The fifth byte contains 0x64
in hexadecimal which is the turn ratio, and it has a range
(-100 to 100) in decimal. This value should be positive
to move the robot forward. The maximum speed here
is 100 in decimal (64 in hexadecimal). The sixth byte
contains 0x07, which are used for the mode byte which
means turn on all motors. The remaining bytes will be
the same for all commands. The meaning for 0x00 in the
seventh byte is disabling the regulation. In the eighth
byte, it is for clearing the turn ratio to move straight. The
ninth byte has 0x20 enumerations which are used for
setting the output to be run. Finally, the last four bytes
which contain (0x00 0x00 0x00 0x00) are used for the
taco limit to continue running indefinitely.

Il. Move the robot forward with medium speed

This command moves the robot forward with me-
dium speed, Fig. 16-b shows the command. This com-
mand is similar to the command of (moving the robot
forward with fast speed) with one difference in the fifth
byte. The range is (-100 to 100) in decimal, the half of
this range has been taken which is“50”in decimal then
we converted it to hexadecimal which is“32". Therefore,
the byte will be 0x32.

I. Moving the robot backward with fast speed

The command is shown in Fig. 16-c, used for moving
the robot backward with fast speed. For this command,
the fifth byte has been adjusted to be 0x9C. A negative
value is chosen to move the robot backward. Therefore,
the fifth byte represents the least two significant bits
for-100 in decimal. The maximum speed has been used
in a negative hexadecimal representation.
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Il. Moving the robot backward with medium speed

For moving the robot backward with medium speed,
the command is shown in Fig. 16-d. The Fifth-byte val-
ue is decreased to be OxCE in hexadecimal, which rep-
resents the least two bits -50 in decimal.

lll. Move the robot to the left

This command is used to move the robot to the left.
Fig. 16-e shows the structure of moving the robot to the
left command. Moving all the motors doesn't require
moving the robot to the left. For moving the robot to the
left, motor B should move to the left and motor C should
stop. Therefore, the value of the fourth byte will be modi-
fied to be 0x01 to select the output of motor B. Fifth byte
will be 0x32 to move the robot with a medium speed.

IV. Moving the robot to the right

The command is shown in Fig. 16-f, used for moving
the robot to the right, motor C should move to the right
and motor B should stop. This command is similar to
the command of moving the robot to the left, the dif-
ference is changing the fourth byte to be 0x02. So, mo-
tor C will be selected to be turned to the right.

V. Stop moving the robot

The last command is shown in Fig. 16-g is used to
stop the robot’s movement. All motors will be in an idle
mood in this command. Thus, the fifth byte will be set
to be 0x00.

Table 1. The important commands with their types

The command The type
0x00 Direct command telegram, response required
0x01 System command telegram, response required
0x02 Reply telegram
0x80 Direct command telegram, no response required
0 1 2 3 4 5 6 7 8 9 10 1 12 13

|0x0C |0x00 |0x80 |0x04 | Oxif | 0x64 | 0x07 | 0x00 | 0x00 | 0x20 | 0x00 | o:ool 0x00 | 0500 |

(a) Forward Command telegram
with Maximum Speed

0 1 2 3 4 5 6 7 8 9 10 1 12 13

[ox0c [ox00 [ox8o0 [ox0s [ oxtr [ 0x32] 0x07 [ 0x00 [ 0x00 [ 0x20] 0x00] 0x00] 0x00] ox00 I

(b) Forward Command Telegram
with Medium Speed

0o 1t 2 3 4 5 6 7T 8 9 10 1 12 13

|0i0C | 0x00 |0x80 |Ux04 |0xﬂ' |0X9C| 0x07 | 0x00 | 0100| 0x20| 0x00| 0x00| 0x00|0x00 |

(c) Backward Command Telegram
with Maximum Speed

0 1 2 3 4 5 6 7 8 9 10 n 12 13

|0X0C |0x00 |0x80 |0x04 |0xff IOxCEI 0x07 | 0x00 | 0x00| 0:20| 0x00| 0x00| 0:00|0x00 |

(d) Backward Command Telegram
with Medium Speed

Volume 13, Number 4, 2022

0 1 2 3 4 5 6 7 8 9 10 11 12

{0s0¢ [ ox00 [ oxso [oxos | 0x01 [ox32 | 0x07 ] oson | ox00 | 0x20 | ax00 | os0] ox0|

(e) Moving Left Command Telegram

0 1 2 3 4 5 6 /] 8 9 10 1 12

[0s0 [ 0x00 [oxso [ ox0s [ 0x02 0x32 [ 0507 | 0x00 | x00 | 0x20 | 0x00 | 0x00 | ox00

(f) Moving Right Command Telegram

0 1 2 3 4 5 6 7 8 9 10 N 12

[0s0¢ [ 0x00 [ ox0 [ ox0s [ oxtt | 0x00 0x07 | 0x00 | 0x00 | 020 0x00 ] 0x00] 0s00]

(g) Stop Moving Command Telegram

Fig. 16. Different Command Telegram used for [oTR
movement

3.3 REAL-TIME TRACKING SYSTEM

The tracing system is a fundamental sub-system
in this robotic system as it is used for monitoring the
movements of the patrol robot and live navigation for
outdoor applications. Besides, the tracking system pro-
vides some other data such as current time, date, and
the coordinates of the location during the movements
of the robot. GPS module has been added to the hard-
ware components for achieving a live tracking system.
The GPS data will be sent to the web-server database
through the GPRS connection. Then the user will be
able to display the live location on Google Maps along-
side the timing log data. The flowchart of the tracking
system is shown in Fig. 8.

The GPS module that has been used in this system is
EM-406. The GPS module is connected to the SparkFun
GPS shield as shown in Fig. 17. The GPS Shield is con-
nected at the top of the hardware implementation as
shown in Fig. 18. The GPS shield has been connected
with the GPRS shield using the pin assignment as given
in Table 2. Pin 2 and 3 of the Arduino UNO are used
only for the serial mode of the GPRS. To tackle this chal-
lenge, three steps have been accomplished. Firstly, the
GPS shield should be connected at the top of the hard-
ware system as these two pins can not be used for the
serial mode of the GPS. Secondly, these two pins have
been flexed to be out of connection with the Arduino.
Thirdly, two other pins (9,10) will be plugged using two
jumper wire connectors for the serial mode of the GPS,
instead of the tucked GPS pins (1,3). Pin (2) will be con-
nected with pin (9) of the GPS shield and pin (3) will be
connected with pin (10).

Fig. 17. GPS Module connected to the GPS Shield
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Fig. 18. GPS shield connected on the top of the
hardware implementation

Table 2. EM- 406 GPS module pin assignment

:i(: Pin name Usage
1 Enable/disable For ON and OFF
2 GND Provide the ground for the board
3 GPS-Rx Receiving software commands
4 GPSTx navigation data o the use software
5 VIN For DC supply

3.4 GAS LEAKAGE INSPECTION SYSTEM

The gas explosion occurs from a gas leakage with
the excitement of an inflammation source [28]. The gas
explosion happens with three conditions which are an
explosive gas, an ignition source, and an oxidizer such
as air or oxygen [29]. The most common explosive gas-
es that are used for cooking and heating purposes are
methane, butane, propane, and natural gas. In this pro-
posed robotic system, LPG (Liquefied petroleum gas)
has been the main explosive gas for testing and valida-
tion purposes. The reason for choosing LPG is this gas
is available in the market and can be tested for personal
and educational usage. While other gases such as natu-
ral gas and propane need a special safe environment
for testing. LPG is propane or butane or a mixture of
60% propane and 40% butane that is used for commer-
cial use. LPG gas is highly used for heating in homes or
hotels or vehicles, however, LPG gas leakage is explo-
sive and flammable [30].

Forthe LPG, the flame pointis considered almost at the
same point as the butane at 1970 °Ciin the air condition.
In this research, we are not able to measure the flame
point or the level of danger in terms of temperature, but
we used a specific sensor to detect the LPG gas under
certain conditions which is the MQ-6 gas sensor. There
are different types of gas sensors in the market. These
gas sensors have a small heater with an electrochemical
sensor [31]. Besides, they are used at room temperature
and outdoors, below are four different gas and chemical
sensors that have been tested and validated.

A. MQ-5 Gas Sensor

MQ-5 sensor can be used in several types of appli-
cations such as "Domestic gas leakage detector, indus-
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trial combustible gas detector, and portable gas detec-
tor" [32]. This gas sensor is used to detect the leakages
of natural gases.

B. MQ-6 Gas Sensor

MQ6 has been used due to two reasons which are
low conductivity in clean air and low sensitivity to ciga-
rette smoke and alcohol. Therefore, it is easy for testing
and validation. Moreover, the MQ-6 gas sensor has a
fast response time which is less than 10s [33].

C. ChemSee's Nitro-Pen Sensor

Trinitrotoluene (TNT) is a popular explosive material
that has been used in many military and industry ap-
plications [34]. ChemSee's Nitro-Pen Sensor is a very
effective chemical detector that can be built into the
patrol robot to detect TNT. Fig. 19 shows the TNT test-
ing using that detector.

D. Nanotechnology Chemical Sensor

A new chemical sensor chip joint with carbon Nano-
tubes has been made[35]. It enables the rapid detec-
tion of TNT in rivers and reservoirs. Fig. 20 shows the
chemical sensor chip using Nanotechnology and the
detection of the TNT process. This sensor is used by
semiconducting carbon nanotube network transistors
to make extremely sensitive sensors that are capable of
operating stably underwater. Therefore, it is sensitive in
the range of a few parts per billion for the detection of
explosive compounds such as TNT [35]. Fig. 21 shows a
diagram of a Nano-tube transistor on a flexible chip for
detecting toxins or explosives in a water sample.

Based on experiments and testing, this research fo-
cused on using two sensors which are MQ5 and MQé.
The usage of MQ5 and MQ6 has the advantages of its low
cost, availability in the market, and is lightweight com-
pared to other gas sensors. On the other hand, these types
of sensors have a lack of selectivity and cross-sensitivity to
environmental factors such as temperature and humidity.
In order to tackle this challenge, two sensors have been
used, one for operating different temperature measure-
ments and the other one for humidity measurements.
These gas sensors obtain fast and calibrated measure-
ments for concertation type of gases. The main hardware
components that are used for hazard gases detection are
explained in the following subsections.

3.4.1 MQ6 GAS SENSOR

MQ-6 gas sensor has a high sensitivity to LPG, Iso-bu-
tane, and propane gas. MQ6 gas sensor has a shield that
is compatible with the Arduino shield. This shield of MQ6
has 3 pins which are Vcc, GND, and Vout. These 3 pins
have connected to the Arduino shield; The Vcc pin of the
MQ6 sensor is connected to +5v of the Arduino shield.
The GND pin of the MQ6 sensor is connected to the GND
of the Arduino shield. The Vout pin of the MQ6 sensor is
connected to the A0 pin, which represents analog input
to the Arduino. Fig. 22 shows the schematic circuit for
the MQ6 sensor connected to the Arduino shield.
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Fig. 20. The Chemical Sensor Chip using
Nanotechnology and detection of TNT process

o chemical-laced
/ / water
‘ %

Fig. 21. The diagram of a Nano-tube transistor
on a flexible chip for detecting toxins
or explosives in the water

Fig. 22. Schematic circuit for MQ6 Gas sensor
connected to Arduino UNO
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The sensor is connected at the top of the GPS shield
as shown in Fig. 23. According to [36], the sensor pro-
vides a reading of 100mv in the clean air, then the out-
put voltage starts to increase according to the increase
of the gas concertation. The resistance ratio of the sen-
sor is calculated using Rs/Ro. Rs means the resistance
of the sensor in 1000ppm methane under different
temperatures and humidity. Ro means the resistance
of the sensor in the environment of 1000ppm propone.
Rs calculated as in Equation (1).

Ve
RS_(vRL—l)*RL (1)

V., is the voltage across the load resistance which
is the voltage output of the MQ6. V_c is the reference
voltage which is equal to 5v. RL is the load resistance
which is 10 kQ. PPM value of the LPG concertation is
calculated using Equation (2).

—0.421 Rs
. Ro * 18.446 2)

The calibration of the sensor has been done with the
collaboration of the HPC company team. Based on ex-
periments and testing, the threshold level of the gas sen-
sor result is 750mv to be considered a dangerous level.

Fig. 23. Gas detection using MQ-6 Gas Sensor and
Interfacing to System Board

3.4.2 TEMPERATURE SENSOR

The proposed gas sensor that has been used, worked
within a certain condition of temperature which is in a
range of -10C to 70C. This was the reason to use a tem-
perature sensor to measure the temperature in the tested
environment if it meets this condition. The temperature
sensor used for that purpose is LM35. It works in a tem-
perature range between -55C to 150C [37]. This range will
contain the range of the gas sensor condition. LM35 has
three pins to be connected. The first pin from the left is
connected to the VCC of the Arduino. The second pin is
the Vout. Vout is connected to resistance that equals 4.7
KQ and it is connected to the analog input pin A2 of the
Arduino. The third pin is connected to the common GND
in the Arduino chip. Fig. 24 shows the schematic design of
the LM35 sensor with the Arduino shield.
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Fig. 24. Schematic design of the LM35 connected
to Arduino shield

Connecting this sensor in the proposed system will be
on the top of the GPS shield as shown in Fig. 25.The 4.7 KQ
resistance is used for the safety of the circuit and to avoid
burning of the temperature sensor. The output value ob-
tained from the analog pin will be converted to mv and
then it will be analyzed and converted to Celsius degrees
in the software development code using C language.

Fig. 25. LM35 Temperature Sensor connected to the
system

4. SOFTWARE USER INTERFACE

Patrol robot communicates with mobile apps or
web-server through GPRS network to send or receive
commands. The default setting of the baud rate for the
GPRS is 19200. Table 3 displays the AT commands that
have been used for the connection of GPRS [9]. The web-
based system software with smart applications has been
designed and tested, and it is available online, a screen-
shot of the website system is shown in Fig. 26. Addition-
ally, the mobile application has been developed and
tested to achieve the main four sub-systems of the pa-
trol robot. Some of the main pages of the mobile appli-
cation are shown in Fig. 27. The users have the flexibility
to use both of them based on their preferences. Fig. 28
shows the flow chart for the mobile application of IoTR.
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ROBODEM

EXPLOSIVE GAS DETECTION

Robot With One Eye

Fig. 26. The interface for the IoTR website

Table 3. AT commands used for the GPRS

The AT command The meaning

AT+CSQ Check Signal quality
AT+CGATT  Check the status of Packet service attach
AT+SAPBR  Bearer settings for applications based on IP

AT+HTTPINIT

._' Welcome to Robodem mobile application. '
a5

Initiate the HTTP request

application provides to you two pages:

1-Controlling the movement of the LE
Mindstrom NXT robot
2-Communicating with "Robodem” webs

Controlling via Bluetooth

Robodem Website

Quit

Help

Fig. 27. Some pages of IoTR Mobile Application

Fig. 28. Flow chart for mobile application of IoTR

5. TESTING AND VALIDATION RESULTS

This section presents the experimental results in
terms of testing and validation for the whole system
and subsystems. Different experiments have been
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conducted mostly at the University of Bahrain campus
whetherindoor or outdoor. Testing web-server and mo-
bile apps verified successfully by sending and receiving
the data from and into the database. The full hardware
implementation of the IoTR prototype is shown in Fig.
29, which contains all the hardware units and sensors.
The testing and validation results of each subsystem
have been discussed in the following subsections.

Fig. 29. loT Robot

5.1 OUTDOOR CONTROLLING RESULTS

The IoT robot has been tested for outdoor controlling
subsystem as shown in Fig. 30. The purpose of testing
the outdoor controlling is to verify the output of the
software development code and the hardware imple-
mentation by getting a fast response from IoTR. For the
hardware implementation of the controlling system, the
hardware units which are the Arduino UNO board, GPRS
shield, and the Bluetooth shield have been connected.
Then, the software code for controlling is uploaded and
run. The results have been shown on the serial mode
that obtains the data log of the controlling. Verifying the
setup of the GPRS connection is an important step, as
the GPRS is responsible for receiving the data from the
database of the web-server and sending it back to the
mobile robot to make a successful controlling through
Bluetooth. After making a connection between the Ar-
duino shield and the GPRS shield, the serial mode has
been shown the connection data of the GPRS as in Fig.
31.The serial mode showed the SAPBR connection type
of the GPRS is established. Also, it verified the local APN
server which is the 'VIVA network provider that has been
used. After that, the AT command and the HTTP request
have been successfully sent.

Fig. 30. Testing the Outdoor Controlling System
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%] com3

AT+CSQ

+€S5Q: 22,0

OK
AT+CGATT?

+CGATI: 1

OK
AT+5APBER=3, 1, "CONTYPE", "GPRS"

OK
AT+SAPBR=3,1, "APN", "viva.bh"

OK
AT+SAPBR=1,1

Fig. 31. Setting up the GPRS for outdoor controlling

The GPRS can transmit data outdoor at unlimited dis-
tances. Therefore, the users can remotely control the
robot from anywhere to avoid accidents and save their
lives in harsh environments. The data transmission
speed (baud rate) used is 19200 bits per second (bps).

5.2 TRACKING SYSTEM RESULTS

The main purpose of testing the GPS shield is to
verify the tracking and the localization of the loT ro-
bot. Firstly, the GPS shield has been connected to the
hardware units. After a few seconds, accurate GPS data
has been received which are the date, time, longitude,
and latitude of the location. Fig. 32 shows the GPS data
and results on the serial mode. The tracking system
has been tested to trigger the last location reporting
and real-time tracking. Fig. 33 shows the results of the
last location and reading history through the website.
The live tracking has been tested at different locations
when the robot moves. Fig. 34 and Fig. 35 show two
different live locations for the movement of the robot.

Sats EDOP Latitade loogitude Pix Date  Time
(g) (g Me

Date Alt

Course Speed Card Distance Course Cazd
N @ [~ p—

Chars Sentence

EEEeECAOOEAGAGR

IRRRRRRRRRRRRE D]

Fig. 32. The GPS data results on serial mode
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id latitude longitude

1/26.23024 25.1000000

2 26.230236000000000 50.581074000000000
3/26.230495000000000 | 50.581062000000000
4126.230097000000000 50.581093000000000
5/26.229809000000000 | 50.581017000000000
626.229956000000000 50.580967000000000
7126.230247000000000 | 50.580685000000000
8126.230190000000000 50.580750000000000
9126.230288000000000 | 50.580788000000000

Fig. 33. The last location of the robot on Google
map and the reading results of the GPS

= pNe 202 B\ — A
@,\a‘:‘“\ AW % Map | Satellite
Y s | Wit
\

Manama -
+ Isa Alkabeer
F -

Khay,
e /4y
g e ;\\)du\\?‘ Asy,
=)
= Manama -
Isa Alkabeer
' () Avenue - 4 - AMH
Sl 00 = Al
Saiiamo - 4 = Sl
Soedl aJluyI

Maniama - = RO
Shaiikh Isa
o Avemue - 1
2 - el - aslall
° yNO 10 1 s Aol
@02

Wiy

Map data ®2014 Gooagle TermsofUse

Fig. 34. Live Tracking - Test location -1

15 oNPE
©

Fakhro Sewing Machines@
Sewing Machine Shop

Isa Al Kabeer Ave

Tasy sTuoio Q)
+
2
% 'Bayara
ity Center a American
©w Mission car par
idery Bahrain X
2y shop K3 - Diamond whitening
v J cream - pinoy manila...
£/
¥ f
g S
Wystery Malik Apartments /& Amercanissien
rancore vV oy 2

ﬁ HOSPITAL parking...
t
P

lex LIMITED ¥
RdNo715

Fig. 35. Live Tracking - Test location -2

5.3 GAS SENSORS RESULTS

Firstly, the gas sensor (MQ6) is tested using a voltam-
meter. The results obtained from the voltammeter vary
from 100 to 1200 mv. Secondly, the MQ-6 sensor has a
high sensitivity to Propane, Butane, and LPG. Therefore,
the testing has been done using a cigarette lighter or
smoker because it contains a percentage of butane. The
temperature sensor has been tested by using a candle.
After that, the voltage readings are increased when the
smoker cigarette gets closer to the sensor. On the other
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hand, the voltage readings decreased slightly when the
cigarette lighter got away from the sensor. All of these
testing scenarios mean that the changing of the voltage
readings depended on the concentration of the ppm of
the gases. The concentration of the gases should be be-
tween 200-10000ppm. Fig. 36 shows the results of the
MQ6 sensor. The change of LPG concertation and the
temperature values have been validated under the same
measurements. Fig. 37 shows the LPG monitoring chart.
Fig. 37 lllustrates that the threshold level is 750 mV. If the
LPG ppm concertation is less than the threshold which
is 750 mv, it means the surrounding area is safe and con-
tains fresh air. On the other hand, if the LPG ppm concer-
tation is equal to or more than 750 my, it means there is a
leakage of hazardous gases that will cause accidents and
explosions. The reading of smart sensors has been veri-
fied through the database storage. Besides, the system
generates user-friendly dashboard visualization reports
for the gases and temperature sensors readings based
on filtration by the date and time. Fig. 38 shows the
sensor's results with showing the red highlighted row
that represents a gas leakage. Finally, the system sends
a warning message and a sign of gas leaks through the
website and mobile application once there is a trigger
of a gas leakage as shown in Fig. 39. Moreover, if the
concentration of the explosive gas is getting higher, the
Piezo buzzer will make an alarming sound.

com3

I

GAS_SENSCR = 199.00mv
GAS_SENSOR = 197.00mv
GAS_SENSCR = 197.00mv
GAS_SENSCR = 700.00mv
GAS_SENSCR = 747.00mv
GAS_SENSCR = 752.00mv
GAS_SENSOR = 1012.00mv
GAS_SENSOR = 1015.00mv
GAS_SENSCR = 1017.00mv
GAS_SENSCR = 1016.00mv
GAS_SENSCR = £88.00mv
GAS_SENSOR = 719.00mv
GAS_SENSOR = 584.00mv
GAS_SENSCR = 522.00mv
GAS_SENSOR = 426.00mv

Fig. 36. Gas Sensor Results
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Fig. 37. LPG and Temperature Measurements
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Fig. 38. The dashboard report of the gas sensor and
temperature results

Fig. 39. A warning message appeared at
the user-interface

6. CONCLUSIONS AND FUTURE WORK

This work describes the development and hardware
implementation of a low-cost real-time loT robot that
can be used either indoors or outdoors for surveillance
and gas leakage inspection purposes. The system has
many features that are used by the security and gas de-
tection system to locate the robot using GPS/GPRS for
outdoor applications or Bluetooth for indoor applica-
tions. The design approach is economically better and has
real-time features when compared to other approaches
in the state-of-the-art related work. The proposed design
achieves a low-cost and high quality, it has been tested
indoors and outdoors for real-time monitoring, gas leak-
age inspection, remote controlling, live tracking, and vid-
eo streaming. The developed autonomous mobile robot
has the obstacle avoidance feature, which is a common
feature of robotic patrolling. However, an optimized algo-
rithm for obstacle detection is planned for future work.
The hardware and software design of the gas detection
system has been validated and tested using intelligent
gas sensors. LPG gas has been sensed using MQ6 gas sen-
sor. More different gases will be tested in future work. The
network protocols between the microcontroller of the ro-
bot and the web-server have been established and tested
for three main features which are controlling using the
website and the mobile application, live video streaming
using IP cameras, and live tracking on google maps.
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