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Abstract - In the last decade, the Internet has become a crucial part of human life. Everyday usage of the Internet has enabled rapid

development of social engineering. The weakest link in this chain are naive users with their risky online behavior who are unaware of

Internet security risks. As knowledge, awareness and behavior depend on human characteristics, such as maturity, age and education, the

main goal of this study was to investigate trendlines of user risky behavior and security awareness through the lifespan. Results have shown

the growth of online risky behavior through the lifespan and the growth of knowledge and security awareness in middle adulthood. In

general, we can conclude that people who are more knowledgeable about and more aware of potential security risks are at the same time

more prone to risky behavior when using information systems.
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1. INTRODUCTION

The omnipresence of the Internet in everyday life has
led to the emergence of the virtual world becoming
more and more part of the real world or reality, i.e., the
clear boundaries between the virtual and the real world
are lost. It increasingly encompasses the existing real
world and as such inputs in all areas of human life where
today’s contemporary life becomes unthinkable without
using the Internet in our everyday life. This change in
modern society, where activities move from the real to
the virtual world, enables both rapid development of so-
cial engineering and the development of Internet fraud
and deception focused on a naive user [1, 2].

From an early age, children, adolescents and adult
people use the Internet for education, work, fun, etc.
Proper use of the Internet is necessary in terms of infor-
mation security. Children start using the Internet early in
their childhood, i.e., children aged 3 or 4 use the Internet
on iPads, their parents’smart phones, etc. [3]. The critical
period for becoming a victim of social engineering at-
tacks is the age of adolescence. Adolescents are at risk of
developing various inappropriate behaviors, both in real
life and especially in virtual reality. In the virtual world,
there is no actual control over their behavior. In compari-
son with the virtual world, in the real world adolescent
problem behavior is supervised and controlled by par-
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ents and teachers, and furthermore, control and moni-
toring of their behavior are usually subject to arguments
with parents and teachers. The non-existent boundaries
on the Internet make adolescents the most vulnerable
group [4, 5]. Previous studies have shown a positive cor-
relation between real-world risk and delinquent behav-
ior and risky online behavior of adolescents [6, 7].

One of the major problems in research is the defini-
tion of risk behavior. Although it seems that risk be-
havior is a clear construct, the presence of individual
perspective on risk behavior influences one’s behavior
[8]. Also, researchers are inconsistent when using terms
such as safety, security and risk behavior, which may
lead to differences in methodologies and results.

Studies have suggested that children in the European
Union encounter virtual reality pretty early, under the age
of 5. More than 75% of children aged 7-18 use the Internet
up to 4 hours a day, increasing several risks such as cyber-
bullying, grooming and offline meetings [8, 9]. These risk
behaviors switch the focus from basic ICT competencies
to more advanced competencies of cyber security for
teachers, suggesting that teachers should get an oppor-
tunity for lifelong learning in this particular area.

In the last two decades, studies have clearly shown
that a computer user, or a human component, is the
weakest link in information security [10, 11]. Informa-
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tion system users with their unintentional and risky
behavior can have a significant impact on the entire
information security system. However, there is still
scarcity of scientific research in this area [12, 13]. Most
of research is mainly concerned with the quality and
strength of the user’s computer user password [14-17],
while security awareness and user risky behaviors re-
main the main information security problem [7, 18].

1.2. AGE DIFFERENCES IN SECURITY
KNOWLEDGE AND USER BEHAVIOR

European research referring to online behavior
among children and young people reveals several in-
teresting facts, e.g.: children aged 7 to 18 use the Inter-
net up to 4 hours a day, mostly unattended. Parents use
the Internet simultaneously with their children — 75%
of children and 84% of parents use the Internet at the
same time. Children get access to the Internet pretty
early — under the age of 3, starting from 30 minutes a
day, which is then increased to up to 3-4 hours a day
for 6-year-old children. By the age of 11, over 80% of
children use the Internet on a daily basis at home [8,
9]. Internet access at school is limited due to curricula
and teaching activities. If the Internet is used at school,
access is usually limited to 30 minutes a day and the
activities are always incorporated into the teaching
process. This means that parents, rather than teachers,
should raise their awareness of an adequate approach
to the Internet and online media at home. It is hard to
find research on online safety in adulthood as risk stops
after the age of 18. Instead, most research indicates
adolescent years as the last period for risk behavior fo-
cusing on explicit contents. Further research on risk be-
havior in adulthood should also be addressed as part of
awareness raising among the general public.

Most common risk behaviors among children aged 7
to 18 include giving away personal data (name, surname,
address, etc.), and revealing passwords and usernames
to unknown persons online, accepting friendships and
messages from unknown persons online and arranging
offline meetings without parental knowledge [8]. Paren-
tal non-involvement in child online safety contributes to
rather late disclosure of problems - children’s perspec-
tive on assessment of risk behavior is rarely discussed at
home, and in school, it is often oriented towards safe-
guarding private data such as name, surname, pass-
words, etc., while other forms of online risk behaviors are
not implemented in school curricula [9].

These results indicate that children are insufficiently
protected online, which should be given more atten-
tion in further research and practice.

Although cyber and internet security in early years and
childhood is a well-known problem to researchers, Croa-
tia has never participated in this kind of survey. This is the
first study in Croatia about security awareness and user
risky behavior, which has revealed disturbing information.
More than 30% of employees voluntarily revealed their

official e-mail passwords to researchers [17]. Even more
disturbing data was obtained in relation to high-school
students, 78% of whom have revealed their private e-mail
passwords to researchers [18]. Compared to lower-grade
employees (high-school graduates), employees with a
higher level of education (university education) were
more reliable. In general, people who did not reveal their
password showed greater knowledge of information se-
curity and less risky behavior [17]. Compared to adult em-
ployees, high-school students have shown more risky on-
line behaviors, more problematic online communication,
and rare backup of computer data, but they have shown
better knowledge regarding information security aware-
ness, i.e,, greater awareness of data theft and abuse [18].
In comparison to younger people (under 30 years of age),
older employees showed greater overall knowledge of in-
formation security and less risky behavior [17], while com-
pared to employees, students maintained their comput-
ers better, but were at the same time reluctant and prac-
ticed more risky online communication [7]. Another study
shows a statistically significant correlation between the
information security scales and the scales of risk behavior
of computer users, where persons with higher knowledge
who are more aware of potential security risk at the same
time behave in a more risky manner as information sys-
tem users [18]. Also, some recent research has shown that
awareness itself and awareness of information security
are insufficient for a person to behave accordingly, even
among highly educated university professors [19, 20].

In this paper, the authors analyze empirical data
collected on a national sample in order to investigate
a trendline of user risky behavior and security aware-
ness through the lifespan. The initial premise is as fol-
lows: a person as a user of an information system with
potentially risky behavior can influence directly data
security and indirectly the overall security of the infor-
mation system. However, its impact on information se-
curity depends on a person’s maturity, knowledge and
responsibility. Different participant age groups as well
as different life periods will have a great influence on
their online risky behavior and security knowledge. The
youngest age group in the study is made up of ado-
lescents as they are at a greater risk of inappropriate
online behavior. The oldest group consists of working
adults (older adults before retirement) as they are at a
greater risk of security awareness and knowledge.

2. METHOD
2.1. SAMPLE

The national sample was used (N=4859). Most of the
participants come from northwestern and central Croa-
tia (N=2064), eastern Croatia (N=1690), then Dalmatia
(N=741) and the smallest number of participants comes
from Istria (N=364), which is shown in Fig. 1. Participants
were high-school students (N=3250), college students
(N=883) and employees (N=726) from Croatia, with
ages ranging from 14 to 65 years (M=20.78 + 9.515). A
detailed classification of age groups is shown in Table 1.
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2.2, INSTRUMENT AND PROCEDURE

Data was collected during 2017. Headmasters and
directors of institutions (schools, faculties and corpora-
tions) were contacted and asked for permission to col-
lect data on their students/employees. When they gave
informed consent for the study, they were sent a link
with questionnaires for participants to fill in.

Table 1. Age of participants included in the study
divided into groups.

Participants N Mean Age Min. Max.

High-school students

Group 1

1*tand 2" grade 2199

15.65+0.679 14 18

3 ag;"j‘{f gzra de 1051 174740665 16 20
Total 3250 16.24 £ 1.083 14 20
College students
Group 3
1st, 2" and 3

740 21.51+4.385 18 53
year of college

(undergraduate study)

Group 4
4th, sth' 6(h and 7th
year of college
(graduate study)

143 24.06 +2.981 19 38

Total 883 21.93 £4.291 18 53
Employees
Group 5
Young employees 148 24.94 +3.357 17 29
(age 17 to 29)
Group 6
Middle age employees 400 38.28 + 5.591 30 49
(age 30 to 49)
Group 7
Older employees 170 55.09 + 3.760 50 65
(age 50 to 65)
Total 726 39.68 + 11.255 17 65
Total 4859 20.78 +9.515 14 65

For research purposes, the Users’ Information Security
Awareness Questionnaire (UISAQ) was used, which mea-
sures the level of users’ security awareness and their po-
tentially risky behavior [21, 22]. UISAQ (k=33) is divided
into two scales: the scale of computer users’ potentially
risky behavior (k=17), [split into three subscales: the
subscale of computer users’ usual behavior (e.g., leav-
ing your personal data on social networks; k=6), the
subscale of personal computer system maintenance
(e.g., using different passwords for different systems, like
using one password for Facebook and another one for
an e-mail account; k=6) and the subscale of access data
lending (e.g., lending your credit card PIN to friends and
family members; k=5)] and the scale of information se-
curity knowledge (k=16) [also split into three subscales:
the subscale of the level of communication security (e.g.,
how secure is communication through social networks
like Facebook and Twitter; k=5), the subscale of belief in
data security status (e.g., how much you believe in risk
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that someone will steal the money from your online
bank account; k=5) and the subscale of the importance
of backup (e.g., how muchiitisimportant to back up your
data to another location, e.g. external hard disk; k=6)].
Internal consistency for UISAQ scales and subscales was
Cronbach’s a=0.66 - 0.88.

\

” NORTHWESTERN
AND CENTRAL ) (
CROATIA ’

42.48%

Fig. 1. Distribution of the national sample of
participants

3. RESULTS AND DISUCUSSION

Empirical data were tested by using trend analyses.
The arithmetic means used for analyses are shown in
tables 2 and 3.

Table 2. Means and standard deviations for
UISAQ Scale Potentially Risky Behavior and its
subscales (Lending Access Data, Personal Computer
Maintenance & Usual Risky Behavior).

Participants Mean Min. Max.

Potentially Risky Behavior
High-school Group1 3.95+0417 100  5.00
students Group2  3.97+0415 141 5.00
College Group3  4.05+0.421 2.47 4.94
students Group4  4.11+0.409 265 4.94
Group5 4060429 241 4.82
Employees Group6  4.12+0.384 2.85 4.94
Group7  4.13+0358 300 488
Total 39940417 1.00 5.0

Lending Access Data

High-school ~ Group1 4670508  1.00  5.00
students Group2  4.67+0473 1.00  5.00
College Group3  4.62+0.512 1.80 5.00
students Group4  458+0.554  1.80 5.00
Group5 4.56+0583 100 500
Employees Group 6 4.72 £0.371 2.80 5.00
Group7  479+0329 320  5.00
Total 467+0491 100  5.00
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Personal Computer Maintenance

High-school ~ Group1 ~ 3.20+0851 100  5.00
students Group2 3.25+0.763 1.00  5.00
College Group3  342+0783 100  5.00
students Group4  356+0.762  1.00 5.00
Group 5 3.44 + 0.866 1.00 5.00
Employees Group 6 3.37£0.839 1.00 5.00
Group7  3.13+0912 1.00  5.00
Total 327+0.828 1.00 5.0

Usual Risky Behavior
High-school ~ Group1 — 4.11+0624 100 500
students Group2  4.09+0.597 1.00  5.00
College Group3  420+0535 183  5.00
students Group4  427+0478 200  5.00
Group5  425+0577 100  5.00
Employees Group 6 4.36 +0.507 1.50 5.00
Group7  4.57+0420 233 500
Total 416+0594 100  5.00

Table 3. Means and standard deviations for UISAQ
Scale Knowledge and Awareness and its subscales
(Communication Security, Secure Data & Backup
Quality).

Participants Mean Min. Max.

Knowledge and Awareness

High-school Group1 3.02+0538 100  5.00
students Group2  3.07+0.524 125 500
College Group3  3.09+0519 166  4.83
students Group4  3.04+0.510 1.70 445
Group 5 3.04 £ 0475 1.44 4.08
Employees Group 6 3.24+0.483 1.93 4.83
Group7 3.19+0497 176 475
Total 3.07+ 0527 1.00  5.00

Communication Security
High-school Group1 2810771 100  5.00
students Group2  290+0.808  1.00 5.00
College Group3  3.03+0.823 1.00 5.0
students Group4 299+0.819 140  5.00
Group5 298+0.898 1.00  5.00
Employees Group 6 3.23+£0.833 1.00 5.00
Group7 3.20+0.883 100 5.0
Total 293+0.815 1.00  5.00

Secure Data

High-school ~ Group1 = 236+0930 100  5.00
students Group2  230+0.917 1.00  5.00
College Group3  236+0773 124 444
students Group4 220+0.779 124 444
Group 5 2.21+0.753 1.00 4.80
Employees Group 6 2.24+0.742 1.00 5.00
Group7  2.18+0658 100  4.40
Total 232+0873 1.00  5.00

Backup Quality

High-school ~ Group1 ~ 377+0856 100  5.00
students Group2 3.86+0.777 1.00  5.00
College Group3  3.78+0690 1.00  5.00
students Group4 3.80+0.677 1.00  5.00
Group 5 3.87 £0.682 1.00 5.00

Employees Group 6 4.07 +£0.553 2.00 5.00
Group 7 4.03 +0.594 1.33 5.00

Total 3.83£0.780 1.00 5.00

Polynomial regression analysis was carried out to
predict a trendline in users’ potentially risky behavior
(Fig. 2). The results show that a polynomial function
of 5% degree (y = -0.0016x°> + 0.0338x* - 0.2633%> +
0.9273x? - 1.3882x + 4.6441) describes data very well
(R*=0.9611).

4.20
4.15
410 —T1 T (b
4.05 u e

4.00 d
3.95 )

3.90

Potentially Risky Behavior

Age group

Fig. 2. Trendline for Potentially
Risky Behavior scale results

Risky online behavior is on the rise in the period of
adolescence reaching the peak at the end of formal
education (i.e. final years at college). A slight decline
in online risky behavior has been noticed in the period
of the transition to adulthood and entering the labor
market. Although these two groups are almost of the
same age (group 4 students with M=24.06 and group 5
employees with M=24.94), a shift in data is probably a
reflection of maturity and greater responsibility when
a person enters the labor market. Other reasons could
be social conformity and solid knowledge of desirable
online behavior for this age group. Adults probably do
not want to reveal forms and extent of risk behavior,
or they feel quite confident in their ICT competencies.
Results referring to senior citizens speak in favor of the
aforementioned. A slight growth in risky online behav-
ior is also noticed in adulthood (from entry into the
labor market to retirement), which is probably due to
lack of knowledge of potential online risks within older
age groups. It is important for all information system
users to recognize their own risky online behaviors and
try to minimize them as much as possible.

The same analyses were done for all three subscales
of potentially risky behavior to examine this problem
in detail. The forth degree polynomial function or a
quartic polynomial (y =-0.0025x* + 0.0444x3 - 0.2463x>
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+ 0.48071x + 4.3928) described the given data for the
Lending Access Data subscale best (R* = 0.9387), which
is shown in Figure 3.

4.85
4.80 ®
475

4.70 a—
4.65 -
4.60 -
455 AT A o .
4.50

Lending Access Data
()
@

Age group

Fig. 3. Trendline for Lending Access Data
subscale results

By growing up and gaining more experience with
social engineering adolescents realize that lending
access data can harm their privacy, so it has been no-
ticed that this type of risky behavior decreases in this
period. This trend continues in young adulthood, but in
middle- and older age adult group lending access data
increases with the peak in the oldest group, probably
because of the same reason shared by all online risky
behaviors in this age group, i.e., unawareness of risks.
Lending any access data (referring to private or busi-
ness e-mail accounts or the PIN of your credit card) to
friends and family members significantly increases the
chance of stealing your personal data that should be
known only to you.

A polynomial function of 4th degree describes best
trends in computer maintenance, too (y = 0.0031x4 -
0.0551x3 + 0.2948x2 - 0.4707x + 3.4202; R* = 0.9617).
Problems with personal computer maintenance are on
the rise through the period of adolescence, reaching
the peak at the end of formal education, and decreas-
ing with age, showing that members of the oldest age
group have the least difficulty (Fig. 4).

Personal Computer
Maintenance
w
w
(9]
®

0 1 2 3 4 5 6 7 8
Age group

Fig. 4. Trendline for Personal Computer
Maintenance subscale results

Students show least concern about maintenance
of computers that are used on a daily basis. For high-
school students, computer maintenance is an integral
part of the school curriculum and it is no surprise that
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the highest maintenance rate is recorded in this group.
Itis possible that the oldest employees have computer
experts in their corporation so these experts take cake
care of computer maintenance instead of them. Regu-
lar update of anti-spyware, antivirus programs and an
operating system is very important safe computer us-
age. New malware grows exponentially every day and
the best and most effective way to protect the security
of your computers is to maintain them properly and
regularly.

The last subscale, Usual Risky Behavior (Fig. 5), data
are described best by the quadratic polynomial func-
tion (y = 0.0116x%- 0.0221x + 4.1192; R = 0.9305).

The results have shown almost a linear trend through
the lifespan, showing usual risky behavior (e.g., open-
ing e-mails from unauthorized or unknown sources,
sending chain messages, etc.) increases with age.

Although it may be expected that, due to their de-
velopment age and stage, adolescents show the most
risky online behaviors, they are actually a group famil-
iar with various information systems from their earli-
est days (e.g., smartphones, tablets, laptops) and with
most direct experience in using different applications
(e.g., social networks, communication applications,
etc.) as well as other programs (e.g., various antivirus
programs, etc.), which enables better management of
information systems on an everyday basis. The best ad-
vice is: if you are not sure who has sent you an e-mail
or what has been attached to your e-mail, just do not
open it. Ask experts for information to be sure that your
e-mails are not unwanted or potentially harmful.

4.60
4.50

4.40

4.30

4.20
4.10 e
4.00

or

Usual Risky Behav
(]
o

Age group

Fig. 5. Trendline for Usual Risky Behavior
subscale results

Prediction of the level of knowledge and security
awareness through the lifespan is also examined by
means of polynomial regression analysis (Fig. 6). The
trend was best described by a polynomial function
of 5th degree (y = -0.0058x> + 0.1115x* - 0.7798x* +
2.4428%* - 3.2678x + 4.305; R* = 0.9973).

During the adolescent period, there is a growth in
knowledge and security awareness, which is a reflec-
tion of formal education, high-school and college cur-
ricula. The transition from adolescence to early adult-
hood is marked by a decrease in knowledge and secu-
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rity awareness, which is not expected. Maybe because
of everyday usage of the Internet young adults did not
become aware of potential online risks. Doing the same
thing over and over makes people feel more safe and
secure than they really are, not thinking about possible
risks. In middle adulthood, people are most aware of
potential online risks probably due to job requirements,
and with older adults there is a decline in knowledge
and awareness because Internet usage is not the prima-
ry issue for them like for younger people. It is important
to remember that is not enough to know something but
also to behave in accordance with that knowledge.

Detailed analyses were also carried out on all three
subscales of the Knowledge and Awareness Scale.

3.35

3.30 -
3.25 o
3.20 ®
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o

2.95

Knowledge and Awareness

Age group

Fig. 6. Trendline for Knowledge and Awareness
Scale results
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Fig. 7. Trendline for Communication Security
subscale results

Almost the same trendline was obtained for the Com-
munication Security subscale (Fig. 7) with a polyno-
mial function of 5th degree (y =-0.0058x5 + 0.1115x4
-0.7798x3 + 2.4428x2 - 3.2678x + 4.305; R* = 0.9973).

Through the age of adolescence there is a growth in
secure online communications with a slight decline in
young adulthood, probably because they think they are
secure since they are aware of potential risks, but they
do not behave accordingly. The peak of secure commu-
nication is reached in middle adulthood, which is the
most responsible period of life (people between 30 and
50 are usually married, have children, care about older
family members, have carriers, etc., which makes them
more responsible and aware of risks), and then it de-
clines slightly again within the older age group. Online

communication is actually similar to face-to-face com-
munication; if you do not know the person and their
intentions, you do not communicate with them. In real
life, we learned not to talk to strangers, the same advice
also holds true for the online world.

2.40
235 |9
2.30 p—y

2.25 +

Secured Data

2.20 °". ®

2.15
Age group
Fig. 8. Trendline for Secure Data subscale results

A polynomial function of 5th degree (y = -0.003x° +
0.0583x* - 0.4179x3 + 1.3505%2 - 1.9529x + 3.3192; R* =
0.8886) best describes a trendline referring to belief in
computer data safety (Fig. 8).

Adolescents are more convinced that online abuse of
data is possible (e.g., unauthorized disclosure, identity
theft or stealing personal data like bankcard numbers,
etc.), probably because they were victims of such abuse
or know personally someone who was. Young adults
are not very much convinced that something like that
can happen to them and there is only a slight increase
in this attitude. The oldest age group is least convinced
that online abuse of data could happen to them, prob-
ably because they usually do not give away personal
information online or use online services such as Inter-
net banking or online shopping. Stealing and abuse
of personal online data has the same consequences
as abuse and misuse of your personal data in the real
world. Money can be withdrawn from a user’s bank ac-
count, someone can steal their identity or burglarize a
house while there are away on vacation. Be careful with
information that you put online.

Backup Quality

Age group
Fig. 9. Trendline for Backup Quality subscale results
A trendline similar to the Knowledge and Aware-

ness Scale was also obtained for the Backup Quality
subscale (Fig. 9). A quartic polynomial function best
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describes data (y = -0.0063x* + 0.0999x3 - 0.522x* +
1.0531x + 3.1405; R* = 0.9851).

As far as the importance of backup quality or proper
data storage is concerned, growth has been recorded
through the lifespan with a small positive peak at the
end of high school, probably due to the final seminar
and the state graduation exam (the so-called matura),
which is very important to this specific group of partici-
pants. During the whole adulthood, proper data storage
is necessary for daily work and activities. More responsi-
bilities, both at work and in life, increases the perception
of how important it is to keep the data safe on a daily ba-
sis. A slight decline in backup quality has been noticed
with the oldest age group due to lack of knowledge
in this growing field. Although we usually do not have
much time to check memory sticks for viruses, or we are
lazy to periodically change our passwords, once we lose
our data or they become corrupted, it can be too late.

4. CONCLUSION

In general, we can conclude that user risky behavior
increases with the age and the level of security aware-
ness and knowledge, which is also in accordance with
previous research stating that people who have a lot
of knowledge and are more aware of potential security
risks are at the same time more prone to risky behavior
when using information systems [18]. Knowledge and
education are obviously not the primary factor in pro-
tecting people from risky online behavior.

Furthermore, results obtained for some subscales were
unexpected. It can be concluded that the age and the
period of life (high-school students, college students and
employees) is not the primary factor influencing the level
of user risky behavior and security awareness as we could
see that two same age groups (group 4 and group 5)
have different results on some subscales due to their dif-
ferent life periods (students vs. employees). Some other
participant characteristics could be more important for
predicting trends in risky behavior and security risks, like
formal education of employees, a field of education (i.e,,
technical fields vs. humanities), additional education in
the informatics area, job requirements or Internet traffic.
Comparing children- and adults-related data, it is obvious
that the age and life-style can contribute to risky online
behaviors. Bearing in mind the possibility of social confor-
mity of adults in this survey, stakeholders and academic
community should cooperate more closely in the field of
cyber security through lifelong learning courses. Future
studies should take into account this potential difference
in testing predictions and trends in user risky behaviors
and security awareness.
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