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Abstract - The security and privacy issues regarding outsourcing data have risen significantly as cloud computing has grown in
demand. Consequently, since data management has been delegated to an untrusted cloud server in the data outsourcing phase, data
access control has been identified as a major problem in cloud storage systems. To overcome this problem, in this paper, the access
control of cloud storage using an Attribute-Based Access Control (ABAC) approach is utilized. First, the data must be stored in the cloud
and security must be strong for the user to access the data. This model takes into consideration some of the attributes of the cloud data
stored in the authentication process that the database uses to maintain data around the recorded collections with the user's saved
keys. The clusters have registry message permission codes, usernames, and group names, each with its own set of benefits. In advance,
the data should be encrypted and transferred to the service provider as it establishes that the data is still secure. But in some cases,
the supplier's security measures are disrupting. This result analysis the various parameters such as encryption time, decryption time,
key generation time, and also time consumption. In cloud storage, the access control may verify the various existing method such as
Ciphertext Policy Attribute-Based Encryption (CP-ABE) and Nth Truncated Ring Units (NTRU). The encryption time is 15% decreased by
NTRU and 31% reduced by CP-ABE. The decryption time of the proposed method is 7.64% and 14% reduced by the existing method.

Keywords: Cloud computing, data access control, Nth Truncated Ring Units, Ciphertext Policy Attribute-Based Encryption, database

authentication.

1. INTRODUCTION

The term "cloud computing" represents the supply of
computational services on demand, primarily the col-
lection of information and processing capacity [1]. This
concept is commonly used to identify data centers that
are accessible to multiple users on the Internet, with-
out the user actively managing them [2]. Data is being
transferred by an increasing number of businesses and
individuals, personal data, and vast archive systems to
cloud-based storage services because they provide
a range of attractive services, such as limitless space,
straightforward costs, and longstanding services. [3].
Consumers can also access applications and services
without location limitations. However, according to
several recent reports, 88% of cloud users are disturbed
by the confidentiality of their information, and protec-
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tion is frequently cited as the primary reason for using
cloud-based storage solutions [4]. Cloud computing is a
knowledge that allows Cloud storage service providers
(CSP) to offer applications, calculate, and collection of
information to customers located all over the world [5].

It has lately piqued the attention of both IT firms and
academic organizations. In cloud computing, there are
three major service delivery models: (PaaS) Platform as
a Service, (laaS) Infrastructure as a Service, and (SaaS)
Software as a Service [6]. Private cloud, public cloud,
community cloud, and hybrid cloud are the four types
of cloud. Agility, flexibility, scalability, pay-per-use, and
resiliency are only a few of the benefits of cloud com-
puting. Scaling, low information technology costs, reli-
ability, market stability, and almost unlimited efficiency
are the advantages of cloud computing [7]. It has two
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major data protection and access control issues, with
data security weakening when reviewing its web-based
services [8]. An access management model is a method
for a user to gain access to data stored on cloud serv-
ers [9]. With the exponential development of big data
technology and cloud computing, a growing number of
enterprises and organizations have opted to automate
their information to the server [10]. The majority of cloud
data, like confidential medical history and business in-
ternal data, are extremely vulnerable [11].

The information would be maintained on the pub-
lic cloud throughout the context of ciphertext in par-
ticular to provide data confidentiality and user privacy
[12]. The encryption technique can be thought of as a
protection assurance for gaining data access control.
However, controlling access to encoded information
is a significant problem [13]. Through the increasing
adoption of cloud computing, increasingly consum-
ers are opting to offload both the high responsibility
for data processing and the complexity of computing
to the public cloud [14]. About the benefits of cloud
storage, secure information access management main-
tains among the most challenging obstacles, since the
private cloud is not completely accepted via the data
owner, and data collected in the cloud may contain
sensitive data [15]. As a consequence, since distribut-
ing information to the server, the data owner should
encrypt the message to preserve the safety of the cus-
tomer and maintain secure communications. Here,
Attribute-based access control is utilized to access the
data in the cloud storage [16]. The remaining part of
the paper contains section 2 explains the related work
in various techniques and problems, and section 3 pro-
vides the proposed methodology and the step-by-step
procedure of ABAC. Section 4 explains the result part
and section 5 contains the conclusion parts.

2. LITERATURE REVIEW

There has been a lot of research on the different ac-
cess controls in cloud storage. This section includes a
discussion of the relevant work on access control.

A well-organized EACAS (attribute-based access con-
trol with an authorized search scheme) has been estab-
lished by Jialu Hao et al(2019) [17] for the cloud storage
access control. In the intended strategy, EACAS enables
data users to customize search strategy with a focus
on their data access and accumulate the respective
trapdoor by using a private key conferred by the cloud
provider to extract their valuable research by incorpo-
rating the key delegation methodology into AKP-ABE.
But the limitation includes further modulation of the
proposed methodology with supple exchanges of in-
formation with confined retaining of data in the cloud.

In 2019, Wang, S., et al, [18] analyzed a secure cloud
storage framework. In this article, Ethereum blockchain
architecture was used to construct a modern secure
cloud storage framework including authentication,
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which was a mixture of Ethereum blockchain and CP-
ABE. There was no trustworthy third party in the cloud
computing system because it was decentralized. It has
three features: it was built using Ethereum blockchain
technologies, the storage operator can establish legiti-
mate information usage times, and it can be preserved
in the blockchain.

In 2018, Xu, Q., et al. defined that In a multi-authority
cloud storage system, PMDAC-ABSC is a privacy-pre-
serving shared data management mechanism based
on Ciphertext-Policy ABSC that offers fine-grained
control mechanisms and attributes privacy security at
the same time [19]. The overhead decryption for us-
ers has been substantially reduced via outsourcing
the unnecessary bilinear pairing to the cloud server
without damaging the privacy of the attributes. The
standard model is robust and can include anonymity,
unforgeability, confidential authentication, and public
verifiability. Their architecture would match protection
goals towards practical computational efficiency, as
demonstrated by the protection strategy asymptotic
complexity comparison and execution outcomes.

In 2017, Liu, H., et. al,[20] implemented a logical secret
sharing reward exchange mechanism, and a fair informa-
tion access control system for data storage. The scheme
produces a huge amount of fake keys. When a consumer
deviates from the specified scheme during a share ex-
change, he or she must first send his or her shares. This
discourages users from being narcissistic and encourag-
es them to use the shared data as a community. Accord-
ing to mathematical research, the suggested scheme's
Nash equilibrium is that both users still give their shares,
enabling them to reconstruct the decoding key fairly.
Furthermore, extensive research shows that the propos-
al will successfully control access control policies.

H-KCABE in data storage with fine-grained access
control was developed by Sangeetha, M., et al [21]. In
the HABE model, they propose an H-KCABE encryption
algorithm with a few minor changes to improve perfor-
mance through the re-encryption process. The HABE
model helps the users to access information hierarchi-
cally through generating traffic, and the KCABE meth-
odology improves efficiency by decreasing data trans-
mission time in a fine-grained authentication method.
They can easily improve efficiency by reducing time
with the KCABE algorithm then the HABE model, which
allows them to access information in a hierarchical
manner without creating any traffic between users.

A new approach that resolves the essential encryp-
tion issue while also allowing for quick user voiding
retraction has been employed by Zhihua, Liangao, and
Dandan (2016) [22]. First, an access regulator is added
to the current strategy, and so the attribute authority
and authorization controllers create encryption data
on a corporate level. Second, a version key that enables
forward and reversible security is used to provide a
convenient revocation process. The proposed method
is simple and reliable in terms of user authorization and
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revocation, according to the assessment. But lack of ac-
curacy in terms of encryption of cloud storage

Saravanan, N., and Umamakeswari, D. A. [23] suggest-
ed a layered method to protecting client information
that includes lattice-based encryption strategies It has
been shown that by combining an access management
architecture with a double authentication strategy,
cloud data can be better protected. Users will be able to
store their vast quantities of personal data in the cloud
without fear of security threats thanks to this strong pro-
tection technique. The RSA and AES algorithms prevent
the operator from guessing the key and encrypted text.
Intruders' intelligence was almost irrelevant in terms of
the hybrid paradigm. Bell and LaPadula (BLP) and lattice
versions add user-level authentication as well.

In 2020 Challagidad, P. S., & Birje, M. N. [24] proposed
an effective multi-authority intrusion detection system
that enables efficient, fine-grained user authentication
utilizing an attribute-based encryption scheme. For
information storage anonymity, multi-authority access
management, and fine-grained accessibility to en-
crypted information, the scheme uses HAS algorithm
and a single RHA. The (RHA) Role Hierarchy Algorithm
separates cloud users into groups depending on their
assigned attributes. The (HAS) Hierarchy Access Struc-
ture assists in determining the authorization process
for fine-grained and multi-authority cloud resource
access management. In comparison to current works,
analysis findings indicate that the RHA, HAS, was suc-
cessful. Because more information is deposited on the
cloud computing server, the scheme's advantages are
growing increasingly obvious.

In cloud services, revocable server identity-based
encryption for secure shard data was developed by
Vurukonda, N., et al [25]. This paper explains revocable
storage Identity-Based Encryption, a device that man-
ages authenticated text back-and-forth authentication
through disabled user revocation and software main-
tenance authentication functionality. Furthermore,
the revocable storage IBE was compared to previous
IBE approaches, demonstrating the reliability and suf-
ficiency of the enables.

In 2019 Prabhu kavin, B., & Ganapathy, S. [26] pro-
posed the latest data management method built on
the Chinese Remainder Theorem (CRT) for safely pro-
cessing user data in a cloud database. In addition, CRT
was used to build a new community key management
scheme for accessing encrypted data from the cloud
database. In CRT-based secure processing systems,
two encryption techniques were introduced using new
methods for first and second authentication, as well as
the formula for data storage authentication. In compar-
ison, during the group key generation process formula
for obtaining authenticated cloud data from a data-
base server on a cloud server was introduced. By evalu-
ating the experimental effects, the safeguards models'
performance level has been assessed. Finally, the data
protection model is superior to other current models.
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3. PROPOSED METHOD

This section describes the access control in cloud
storage using attribute-based access control. First, the
data must be stored in the cloud and security must be
strong for the user to access the data. This paradigm
takes into account some of the features of cloud data
seen in the database's security process for storing infor-
mation about registered groups and the user's stored
keys. Clusters, the registry's message identification
code, and usernames and party names, each with their
package of benefits. Initially, information must be se-
cured and delivered to the service provider; this indi-
cates that the data is protected if the supplier's security
procedures are disrupted in some cases. The overall
diagram of the design is given below.
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Fig. 1. Overall diagram of the proposed method

Data owner (DO): After transferring information to
the server, DO must be authenticated with data based
on its features, which expands user access to informa-
tion based on their computer locations or passwords
rather than data characteristics. DO has total trust in
our method and is in charge of main development.

Data user (DU): The user is allowed to decode ci-
phertexts whose characteristics comply with DU's in-
formation system. It can also set a tighter search policy
than his entry policy, and only his hidden key can be
used to create the trapdoor. DU uses the cloud server's
trapdoor to request the relevant data to extract the ci-
phertext that matches the search strategy. It is untrust-
worthy, and they can band together to procure data
information outside their access rights. They're still cu-
rious about the data's attribute detail.

Cloud server (CS): CS is believed to have a lot of
storage and processing power and is still available to
help. The CS contains two parts: the (CSS) cloud stor-
age server and the (DSS) delegated search server, with
CSS supporting, DO in storing their information and
DSS conducting data searches on behalf of DU and re-
turning the related data to Data user. Cloud server is
semi-honest, which ensures it would diligently comply
with DO and DU's demands, but it is interested in data
details, such as data content and attribute privacy. The
Additional Private Key DSS is used to ensure that those
without a private key are unable to guess the attribute
values in the dropout by guessing offline.

571



A following objectives should be contacted when
managing access to cloud storage.

Fine-grained access control: An information stored
in the CSS is authenticated using its attributes, which
can be decrypted via Data user if the ciphertext attri-
butes obey the access policy. The access control should
be built into the decoding mechanism rather than be-
ing handled by CS. Consequently, any threshold gate
with an articulate information system should be en-
abled to ensure fine-grained network access.

Flexible and authorized search: DU must be al-
lowed to obtain the information ciphertext whose
attributes fulfill the selection policy using DSS. DU,
on the other hand, can only scan the information in-
side the limits of his security authorization which en-
sures it must be allowed to provide a trapdoor with
an exploration strategy that is more stringent than his
information system. At the same time, the selection
strategy must be expressed in a way that allows for an
agile search.

Attribute privacy preservation: In ciphertext and
trapdoor, the default attribute name is visible, but the
associated component attributes should be concealed
to secure sensitive information and privacy protection.
Attribute values found in the ciphertext cannot be de-
duced by an attacker. Furthermore, any attackers who
do not have the DSS private key are not exposed to at-
tribute values in the search policy by the trapdoor.

Practical implementation: For functional imple-
mentations, device processes can be performed with
lower computing and processing expenses.

3.1 OVERVIEW OF ABAC

ABAC is used to describe descriptive security policies
for the DU and to explicitly encrypt attribute values in
ciphertext which allows for better and more privately
controlled access to outsourced data. The secret attri-
bute knowledge, on the other hand, makes data search
a difficult issue. ABAC's key delegates adopt a strategy
that allows the DU to identify a more stringent search
policy than the access system and use encryption data
to create the next dropout to solve the issue. Figure 2
represents the overview of the ABAC method.

Data stored at CSS.

Datal Attributesets, _—

Datan Attribute setS,

Attribute set S,

Fig. 2. Comprehensive operating procedures of
ABAC
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To protect the attribute information, the attribute
values in the trapdoor are also concealed. A synthetic
attribute on both the ciphertext then the trapdoor pre-
vents DSS from accessing the data content. In detail,
the ciphertext is made up of two sections: (1) The ac-
tual attribute set is used to encrypt the initial data; (2) a
meaningless data "1" encoded with the synthetic attri-
bute inserted through the original attribute set. The vir-
tual characteristic is connected to the search tree root
node with an AND gate while in the trapdoor, allow-
ing it a prerequisite for successful matching. DSS will
decrypt the ciphertext which descriptor set supports
the search policy by deciding whether the trivial data
"1" can be obtained by checking the ciphertext, but it
cannot decrypt the ciphertext of the original data that
is encrypted without the virtual attribute. As a conse-
quence, information security will achieve fine-grained
access control with an agreed-upon search on informa-
tion outsourced to the cloud while maintaining data
integrity and attribute privacy.

3.2 Step by step procedure of ABAC2

ABAC consists of six phases: data encryption, system
setup, data decryption key generation, trapdoor gen-
eration, and data search.

3.2.1 System Setup

To produce PK (Public key) and MSK (master secret key),
DO choose a security limitation & and call the Setup (£)
algorithm. The Setup algorithm is similar to ABE, with
the exception that the public key includes a virtual
attribute V containing the value v which is the value
of real attributes, and additio nal public and private key
pair (pk,, sk,) for DSS is created as pk, = ¢, and sk, =y,
where y is a random value in Z* . The system's public
key is then made available as,

PK = (g!u' h! W'e(gvg)a'glng'g3'g4' [Va:v]lkal) (1)

DO maintains the machine master secret key as
MKS=(a, T, T,, T,, T,). DO also passes the private key
sk, =y to the DSS.

3.2.2 Key generation

The DSS public key pk, is used in the machine public
key PK for convenience. DO creates an access policy AP
for DU based on his position and distributes the hidden
key SK=(AB{D,D ., D, D, D D} coww ) Created
by the KeyGen(PK, MSK, AP) algorithm to DU when he
enters the framework. The ABE and KeyGen algorithms
are the same to generate keys for public and private
keys. DU will decode the ciphertext whose attribute col-

lection satisfies AP using KeyGen and the secret key SK
Data Encryption

DO creates a characteristic set S based on the informa-
tion specifications before transferring the data M to C§,
and then uses the Encrypt(PK, M, S). process to gener-
ate the ciphertext CT. DO computes E=M.e(g,9)*, E=g’,
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E' = g*, two random values s and s’ Then take specific
datatypes s(x,1), s(x,2), and Sy1 /502 Z from z*p for each
componentin S are chosen and computed.

W—S, (uSZh)ZX (2)

Eyo =w™(u*h)™,E'yo =

Ex1 = g™ % Exp = 25, (3)

Eys = g™ %%, Eyp = 94°2 (4)

DO selects arandom valuer, € Z* for the virtual attri-
bute v and quantifies E = w~ (u”h)rv E  =g".Lastly,
the uphertext that will be uploaded to the cloud is de-

veloped as follows:
=(Ns,E,E",E,E',E,0,Ey 1,

(5)

{ExO'E xllExlvExZ'Ex3J Ex4}

xES
3.2.3 Trapdoor generation

DU establishes a SP development scheme based on
user access policy, in which search policy (SP) will have
the same expression style as access policy (AP), the
search tree architecture in search policy is extremely
strict than the request tree architecture in AP, and the
meaning of the element related to the attribute name
cannot be altered. Then, using his hidden key SK iden-
tified through the data access access policy, DU uses
the TrapGen(PK, SK, SP) algorithm to produce the
trapdoor TD identified with the search policy search
policy. The TrapGen algorithm uses the key delegation
method, in which a sequence of simple operations is
carried out to transform the hidden key SK for the ef-
ficient key access policy to the trapdoor for the search
policy search policy. The TrapGen algorithm includes
the corresponding three steps in particular. The first
step is to manipulate the current gates to convert the
actual private key to a different encryption key, the sec-
ond option is to prevent DSS from decoding the infor-
mation to the encrypted message via adding an AND
gate to the root node, then the final step is to protect
the related data in the trapdoor against disconnected
manipulation attacks by attackers who do not have ac-
cess to the DSS private key sk

3.2.3 Data decryption

DU uses the Descrypt (CT’, SK) algorithm to retrieve
the received information since obtaining the encrypt-
ed message from DSS. With increasing attribute name
n, € W, in the Decrypt algorithm computes,

Px = e(E, Dx)e(Ex’o’ DX,O)- (Qx)l/(sy = e(g,g)px(o)s (6)

In the ABE.Decrypt algorithm, the term (g,g)* can
be improved and M can be determined concluded
/e(g ) The encrypting data the product supplier is
assigned to assures that the data is still secure in case
the supplier's security measures are violated. After that,
the data can be accessed by the user using an encrypt-
ed key.
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4. RESULT AND DISCUSSION

In this section, the access control in cloud storage
is analyzed using ABAC. The proposed methodology
is applied in the JAVA programming language with
JDK 1.7.0. This proposed concept is mainly used in the
health care system. The experimental used datasets are
collected from different sources.

4.1 COMPARATIVE ANALYSIS

A proposed method is analyzed via several methods
like key generation, encryption time, time consump-
tion and decryption time. A current method is inves-
tigated against the existing methods are NTRU and
CP-ABE. The proposed method comparative analysis
against the existing technique is given below,

)
o
o w

ncryption time (S
o o = o
QA 0 = N B

E
S o
[EES

=)

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80
Number of attributes
—@—ABAC —®—-NTRU —@—CP-ABE

Fig. 3. Comparative analysis of encryption time

In Figure 3, represents the comparative analysis of
ABAC, NTRU, and CP-ABE with encryption time and
several attributes. The encryption time is the amount of
time it takes for an encryption algorithm to generate a
ciphertext from plaintext and it is used to measure the
performance of the encryption scheme. Each attribute
in the encryption process (ABAC, NTRU, and CP-ABE)
can begin at the same attribute value, but they can
vary by changing the values of the time representation.
The encryption time may increase which indicates the
speed of the encryption process. The encryption time
of the proposed method is 15% decreased by the exist-
ing method NTRU and 31% of the encryption time is
reduced by the existing method CP-ABE. The graphical
representation of the key generation is given below,

4

0.2

aaiatddnll “

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80
Number of attributes
BABAC GONTRU OCP-ABE
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Key generation time (S)
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Fig. 4. Comparative analysis for Key Generation
Time
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In Figure 4, represents the comparative analysis of
ABAC, NTRU, and CP-ABE with key generation time and
a number of the attribute. The key generation time can
also increase the variance of attributes, the starting
stage of attribute values may same but the variations of
keys may differ. The ABAC is lower compared to other
graphical representations, NTRU may be slightly higher
compared to ABAC and CP-ABE are higher values in key
generation performance. The proposed method key
generation is 6.16% reduced by the existing method
NTRU and 22% decreased by CP-ABE. The decryption
time graph is given below,

—_— ~
[ SR NE N S )

ecryption time (S)

D
o
o

¢ addll

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80

Number of attributes
BABAC GONTRU BCP-ABE

Fig. 5. Comparative Analysis for decryption time

In figure 5, represents the comparative analysis of
ABAC, NTRU, and CP-ABE with decryption time and
number of the attribute. In a decryption time process,
the ABAC attributes may be very less compared to
other attribute representations and the other attribute
value may increase step by step. The decryption time
of the proposed method is 7.64% and 14% reduced by
the existing method. The graphical representation of
time consumption is given below,

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85
Number of attributes
—@—Encryption time (S) —@—Key generation (S) =—@=—Decryption time (S)

Fig. 6. Comparative analysis for time consumption
with encryption time, key generation, decryption time

In figure 6, represents the comparison analysis of
time consumption with encryption time, key genera-
tion, and decryption time. The encryption time may
increase slightly throughout the key generation, the
key generation may also increase but it can decrease
towards the encryption process. The encryption time
and key generation are mixed while increases neither
decrease. The decryption time can increase highly by
comparing the other two comparisons.
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5. CONCLUSION

In this section, we have introduced the access control
in cloud storage data using ABAC. First, the data can be
stored in the cloud and security must be strong for the
user to access the data. This model considers some of
the characteristics of the cloud data contained in the au-
thentication mechanism that the database uses to retain
data around groups that have been registered, as well
as the user's saved keys. User names and party names,
as well as groups and the database message encryption
method all, have unique benefits. Encrypting the data
before sending it to the network operator means that,
it remains encrypted despite the supplier's protection
protocols being breached. The suggested method's ex-
periment results are assessed utilizing a variety of met-
rics, including encryption time, decryption time, key
generation time, and time usage. The encryption time
of the proposed method is 15% decreased by the exist-
ing method NTRU and 31% of the encryption time is re-
duced by the existing method CP-ABE. The decryption
time of the proposed method is 7.64% and 14% reduced
by the existing method. The key generation of the pro-
posed method is 6.16% reduced by the existing method
NTRU and 22% decreased by CP-ABE. By comparing the
time consumption, the key generation time is reduced.
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