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Metaheuristic Optimization for Deep Learning 
in Plant Disease Detection: A Hybrid Approach
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Original Scientific Paper

Abstract – This study investigates metaheuristic hyperparameter optimization for deep learning–based plant disease detection 
across two datasets: Dataset A (1,530 images; three classes: Healthy, Powdery, Rust) and a large multi-crop corpus evaluated in a 
binary Healthy/Diseased setting with an 80/20 training–validation split. A hybrid optimizer is proposed that interleaves Dragonfly 
Algorithm (DA) for population-wide exploration with Firefly Algorithm (FA) for elite intensification (DA–FLA), and is applied to five 
pretrained CNN backbones (DenseNet, VGG19, InceptionV3, MobileNet, Xception). All models are trained under an identical 50-epoch 
protocol. On Dataset A, DenseNet provides the strongest baseline (accuracy/macro-F1 = 0.9733/0.9735), which rises to 0.9800/0.9800 
with DA–FLA tuning. On the large-scale binary corpus, Xception and DenseNet perform competitively (≈0.9846 macro-F1 and 0.9838 
macro-F1, respectively), while the optimized Xception attains 0.9924 accuracy and 0.9913 macro-F1. A one-way ANOVA with Tukey 
HSD confirms significant performance differences (p < 0.001), with optimized Xception outperforming all comparators. The hybrid 
search introduces modest training overhead but leaves inference cost essentially unchanged. Results demonstrate that balancing 
global exploration with local exploitation yields reproducible, statistically supported gains, advancing accurate and efficient plant 
disease diagnostics suitable for mobile/edge deployment and supporting early intervention and sustainable farming practices.

Keywords:	 Plant disease detection, deep learning, dragonfly optimization algorithm, firefly algorithm, hybrid optimization
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1.	 	INTRODUCTION

This study presents a hybrid deep learning approach 
for plant disease detection, combining CNNs with a 
novel optimization strategy using the Dragonfly and 
Firefly Algorithms. By tuning key hyperparameters 
through this DA-FLA hybrid, the framework enhances 
classification accuracy and convergence introducing a 
technique not previously explored in this context.

Food systems and national economies depend on 
agriculture, but as a result, crop health is continuously 
threatened by diseases which decrease the quality and 
output [1, 2]. The productivity is already limited by a 
range of biotic and abiotic stressors that may disrupt 
supply chains and become destabilizing [3, 4]. The tra-
ditional diagnosis of the expert visual inspection is a 
labor-intensive, costly and inaccurate process, which 
restricts the scalability of a large-scale production en-
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vironment [5-7]. Alternatively, but, conversely, deep 
learning, and most specifically Convolutional Neu-
ral Networks (CNNs), have also demonstrated to be a 
powerful option, which involves image-based markers, 
such as discoloration and lesion morphology, to enable 
effective and automatic detection of plant diseases [8–
10]. Nevertheless, the CNN models are typically prone 
to issues such as slow convergence, expensive compu-
tations, and sensitivity to hyperparameter parameters. 
Recent models like DenseNet, VGG19, InceptionV3, 
MobileNet, and Xception have shown strong classifica-
tion capability, but these models have poor hyperpa-
rameter sensitivities [11-13]. To overcome this, we pres-
ent a new metaheuristic optimization model that is a 
hybrid between the Dragonfly Algorithm (DA) and Fire-
fly Algorithm (FLA) to optimize the main hyperparam-
eters and enhance the model accuracy, convergence, 
and generalization [14-16]. It is a DA-FLA method that 
has a unique way of balancing the global search and lo-
cal refinement, which presents a practical and scalable 
way of CNN-based plant disease detection. 

This method of DA-FLA is the only one that balances 
both the global search and local refinement in an at-
tempt to provide a practical and scalable solution to 
CNN-based plant disease detection.

The experimental design was extended to the two 
datasets to enhance the generalizability and meth-
odological rigor: controlled multiclass corpus (three 
classes) and large multi-crop corpus working in a bi-
nary Healthy/Diseased context. Each architecture was 
trained with the same 50-epoch schedule, so as to mea-
sure them equally. Besides cross-validation and abla-
tion research, statistical significance of differences be-
tween models was measured by one-way ANOVA with 
Tukey HSD post-hoc test which is a strong evidence of 
the influence of the proposed DA -FLA optimizer.

This research has the following contributions: 

•	 We propose a novel hybrid metaheuristic optimi-
zation framework that combines the Dragonfly 
Algorithm (DA) and Firefly Algorithm (FLA) for fine-
tuning CNN hyperparameters—a combination not 
previously applied in plant disease detection.

•	 We thoroughly test five deep learning models of 
(DenseNet, VGG19, InceptionV3, MobileNet and 
Xception) on a multiclass plant leaf dataset and 
find the most effective of them to be DenseNet.

•	 We demonstrate that the DA-FLA optimizer sig-
nificantly improves classification accuracy, conver-
gence speed, and model generalization, validated 
through cross-validation, ablation studies, and sta-
tistical analysis.

•	 We show the practical relevance of our optimized 
model in promoting early disease detection and 
sustainable agriculture, particularly in resource-
constrained environments.

2.	 REALTED WORK

Recent advances in deep learning most notably with 
Convolutional Neural Networks (CNNs) have substan-
tially improved plant disease diagnosis by extracting 
rich spatial and textural cues from leaf images [17, 
18]. A prominent direction augments CNNs with me-
taheuristic optimization and attention mechanisms to 
improve generalization and convergence. Illustratively, 
Huang et al. [19] employed the CSUBW optimizer for 
mango leaf diagnosis, while leveraged GGGWO for 
potato diseases, jointly evidencing the role of global 
search in tuning hyperparameters [20]. Additional 
strands enrich data or search dynamics: PCA and noise 
injection for robustness, the Crow Search Algorithm 
for advanced hyperparameter tuning, and ensemble-
based optimization via APLDD-ESOSDL. Hybrid and 
pre-trained CNNs have also been applied to apple and 
maize plants, frequently paired with Grey Wolf, Whale, 
and Improved Butterfly Optimization algorithms to 
bolster accuracy [21, 22]. Parallel efforts incorporate 
Explainability e.g., Grad-CAM and EDA to increase in-
terpretability and trust in clinical- or field-adjacent de-
cision support. Complementing these, Pham et al. [23] 
integrated contrast enhancement, segmentation, and 
an adaptive particle–Gray Wolf optimizer (APGWO) to 
reduce features for MLP classification, while [24] in-
troduced an ODNN pipeline that couples CNN feature 
extraction with two-stage weight optimization (Im-
proved Butterfly Optimization plus Genetic Algorithm), 
attaining 99% on sensitivity/accuracy/specificity.

Building on these foundations, the present hybrid DA–
FLA model targets a balanced exploration–exploitation 
regime for hyperparameter tuning, addressing rugged, 
mixed-type search spaces [25]. Unlike prior single- or 
dual-heuristic pairings, this combination has not been 
previously applied to plant disease classification, and 
the reported experiments demonstrate both theoretical 
plausibility and practical efficacy within this domain.

Concurrently, transformer-based vision architectures 
have begun reshaping agricultural imaging bench-
marks [26]. For maize leaf disease recognition, [27] pro-
posed a deployment-oriented framework that adapts 
MaxViT to a lightweight four-class setting, replacing 
the stem’s conventional convolutional block with a 
Squeeze-and-Excitation module and adopting a GRN-
based MLP from ConvNeXtV2. By aggregating PlantVil-
lage, PlantDoc, and CD&S into a large composite data-
set and evaluating more than 28 CNNs and 36 trans-
formers, the study achieved state-of-the-art accuracy 
(99.24%) with competitive inference speed, underscor-
ing practical value for time-sensitive agricultural tasks. 
In grape analysis, [28] benchmarked 31 state of the art 
CNN and transformer models on a plantvillage (4,062 
images; Black Rot, Leaf Blight, Esca, Healthy) and grape-
vine (500 images; Ak, Alaidris, Buzgulu, Dimnit, Nazli) 
dataset, and found that 4 models were 100% accurate 
on both datasets and Swinv2-Base is consistably top-
performing, supporting the use of fine-tuned trans-
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formers in detecting early disease. To corn, [29] com-
pared MaxViT, DeiT3, MobileViT, and MViTv2 against 
VGG, ResNet, DenseNet, and Xception in a single pipe-
line (preprocessing, augmentation, transfer learning, 
hyperparameter optimization), and proposed a soft-
voting ensemble with adaptive thresholding. On the 
CD&S test set, four MaxViT variants (plus other deep 
models) reached 100% accuracy, and the approach at-
tained 99.83% on PlantVillage, surpassing prior studies 
and demonstrating the utility of calibrated ensembles 
for balanced, high-confidence detection.

Related advances in medical imaging echo these de-
sign choices and optimization strategies. For ischemic 
stroke lesion delineation on MRI, [30] proposed a U-Net 
variant augmented with ConvNeXtV2 blocks and GRN-
based MLPs the first application of ConvNeXtV2 in this 
setting together with a clinician-informed preprocess-

ing step that filters small spurious lesions (≤5 pixels). 
On ISLES 2022, the method achieved IoU = 0.8015 and 
Dice = 0.8894, outperforming strong U-Net baselines 
and alternative approaches. Within neuro-oncology, 
[31] proposes NeXtBrain, a hybrid pursuer, combining 
a NeXt Convolutional Block, which entails multi-head 
convolutional attention and SwiGLU MLP, and a NeXt 
Transformer Block, which entails self-attention and 
convolutional attention and SwiGLU MLP. The model 
achieves 99.78% accuracy / 99.77% F1 on Figshare and 
99.78% accuracy / 99.81% F1 on Kaggle, and is compu-
tationally efficient (23.91M parameters, 10.32 GFLOPs, 
0.007 ms inference). Collectively, these results from 
agriculture to clinical imaging reinforce the value of 
modern attention-based backbones, principled opti-
mization, and carefully curated benchmarks for robust, 
high-accuracy visual diagnosis.

Table 1. Summary of Related Works

Reference Methodology Optimization / Special Technique Main Contribution

[19] CNN for mango leaf disease classification CSUBW optimizer Improves convergence and accuracy for 
mango leaf diagnosis

[20] CNN for potato disease detection GGGWO (Generalized Growing Grey Wolf 
Optimizer)

Boosted classification accuracy via 
metaheuristic hyperparameter tuning

[23]
Contrast-enhancement + segmentation 

pipeline with MLP classifier (features from 
CNN)

APGWO (Adaptive Particle–Gray Wolf 
Optimizer)

Feature reduction and improved MLP 
classification (Pham et al.)

[24] CNN with ODNN (Optimal Deep Neural 
Network) pipeline

Improved Butterfly Optimization + Genetic 
Algorithm (two-stage weight optimization)

~99% sensitivity/accuracy/specificity with 
two-stage optimization

[26] Vision Transformers in agriculture (survey/
benchmark trend) Transformer backbones Recent architectures reshaping agri-

imaging benchmarks

[27] MaxViT-based lightweight framework for 
maize leaf recognition SE stem + GRN-MLP (ConvNeXtV2) SOTA ≈99.24% with large composite 

dataset; deployment-oriented speed

[28] Grapevine disease/varietal analysis (31 
CNN/Transformer models)

Fine-tuned Transformers (e.g., Swinv2-
Base)

Four models hit 100% on two datasets; 
consistent top-tier performance

[29] Corn disease recognition with CNNs + 
Transformers

Soft-voting ensemble with adaptive 
thresholding

Several MaxViT variants reach 100% on 
CD&S; 99.83% on PlantVillage

[30] U-Net variant for ischemic stroke MRI 
lesion segmentation

ConvNeXtV2 blocks + GRN-MLP, clinician-
informed filtering

IoU = 0.8015, Dice = 0.8894; surpasses 
strong U-Net baselines

[31] NeXtBrain (hybrid Conv-Attention + 
Transformer) for neuro-oncology

NeXt Conv Block (multi-head conv-
attention, SwiGLU MLP) + NeXt 

Transformer Block

99.78% accuracy / 99.77–99.81% F1 with 
efficient compute

Our Work CNN with hybrid DA–FLA model Dragonfly + Firefly (new pairing for this 
domain)

Novel hyperparameter tuning combo; 
balanced exploration–exploitation; 

improved convergence and accuracy
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3.1.	 Dragonfly Algorithm (DA)

The Dragonfly Algorithm (DA) is a nature-inspired 
metaheuristic with a swarming dynamics of a dragon-
fly [40]. It models two important patterns, namely, local 
swarming (static swarming) to explore the local area 
and global swarming (migratory swarming) to search 
the world and optimize it. As illustrated in Fig. 2, it 
starts with the initialisation of a population of artificial 
dragonflies in random positions and step vectors in the 
search space. In each of the dragonflies, the fitness is 
measured to give the proximity to the optimal solution.

Dragonflies at every step change their positions de-
pending on five main coefficients: separation (avoid 
crowding), alignment (angular velocity matching that 
of others in the group), cohesion (moving towards 
group centre), attraction to food (good solutions), and 
repulsion of enemies (bad solutions). These interac-
tions of neighborhoods with the social and environ-
mental dynamically affect the neighborhood size to 
enhance convergence.

The algorithm repeats the steps of updating posi-
tions and step vectors until a stopping condition (e.g. 
a maximum number of iterations) is reached (as shown 
in Fig. 3). In the case of neighbors, dragonflies adapt ac-
cording to swarm behavior; randomly, in the absence 
of neighbors. The adaptive mechanism enables the 
effective balancing of exploration and exploitation by 
DA to converge to the best solutions when searching 
in complex space.

In our approach, the position of each agent is a col-
lection of CNN hyperparameter and the fitness is deter-
mined by validation accuracy. The Dragonfly Algorithm 
tries out the unexplored combinations and the Firefly 
Algorithm refines the most effective ones.

3.	 METHODOLOGY

To enhance readability and reproducibility, this sec-
tion details the datasets, preprocessing pipeline, model 
architectures, and the proposed DA–FLA hybrid opti-
mization for plant disease classification. The processing 
of the data commences with the exploratory data anal-
ysis (EDA) [32] to ensure integrity and salient patterns 
on the surface that will guide the extracting of features 
and training.

Dataset A (three-class leaves). The initial dataset 
consists of 1530 leaf images [33] annotated in three 
classes Healthy (530), Powdery (500), and Rust (500). 
The balance in the class distribution is relatively equal, 
but a stratified division was employed, and a specific 
data augmentation (e.g. rotation, flipping, scaling) was 
made to address the overfitting issue and enhance the 
generalization.

Dataset B (large-scale multi-crop, augmented) [34]. 
The second data set is a large scale (approximately 87K 
RGB images) set obtained through offline augmenta-
tion of the popular corpus containing Plant Disease on 
GitHub (linked to the page displaying the Plant Disease 
Recognition dataset). It is organized into 38 classes 
and partitioned 80/20 into training and validation sets 
while preserving directory structure; a small held-out 
test set of 33 images is used for downstream prediction 
checks. For certain experiments, the notebook groups 
categories into a binary setting (Healthy vs Diseased) to 
assess robustness under coarse-grained labeling. 

This dataset complements Dataset A by providing 
greater class diversity and scale, enabling evaluation of 
model behavior under broader visual variability.

Preprocessing and evaluation protocol. For both da-
tasets, images are resized (e.g., to 128×128), normal-
ized to [0,1], and augmented under identical policies 
(with minor adjustments for class count). Dataset A 
(three-class) is evaluated on a held-out test split, re-
porting accuracy, precision, recall, and F1-score. Data-
set B (38-class) uses an 80/20 training–validation split 
without a separate test set; all metrics are therefore re-
ported on the validation split.

Backbones and training schedule. Five pre-trained 
CNNs DenseNet121 [35], InceptionV3 [36], Xception [37], 
MobileNet [38], and VGG19 [39] are fine-tuned to extract 
discriminative features and perform classification. Train-
ing protocol. Unless otherwise noted, all architectures 
are trained for 50 epochs under identical schedules for 
fair comparison. For comparability, early stopping is not 
used for model selection; an early-stopping callback 
(patience = 10) is enabled only for monitoring. The train-
ing budget remains fixed at 50 epochs, and all reported 
metrics correspond to the epoch-50 checkpoint.

Hybrid optimization (DA–FLA). The best-performing 
backbone is subsequently optimized with a two-stage 
metaheuristic: the Dragonfly Algorithm (DA) for popula-
tion-wide exploration and the Firefly Algorithm (FA) for 

Fig. 1. Proposed methodology

elite-set intensification, supporting mixed-type hyper-
parameter search. Iterative tuning of learning rate, initial-
izer, and regularization parameters yields a high-accuracy, 
computationally efficient configuration that is bench-
marked against baselines. The resulting pipeline delivers 
an accurate, fast, and practical solution for plant disease 
detection suited to precision-agriculture deployments.
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Fig. 2. Flowchart of the dragonfly algorithm

Fig. 3. Dragonfly Algorithm [41]

3.2.	F IRRFLY ALGORITHM (FA)

Firefly Algorithm (FA) is a bio-inspired metaheuristic 
based on the luminescent signalling process of fireflies 
and it was first proposed by Xin-She Yang in 2008 [42]. 
The brightness of a firefly in the context of optimization 
reflects how good a solution is the brighter the solu-
tion (better solution) the dimmer the other fireflies, the 
population is directed to the best solutions [43].

The algorithm used will start with a starting popula-
tion of fireflies randomly distributed within the search 

Fig. 4. Flowchart of implementation of firefly 
algorithm [44]

space as shown in Figs. 4 and 5. The intensity of the 
light of every firefly is the objective function, which is a 
measure of its fitness. 
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Table 2. Hyperparameter Tuning Details

Hyperparameter Search Range Optimized Value

Learning Rate [0.0001 – 0.01] 0.0018

Batch Size [16, 32, 64, 128] 32

Weight Initialization [He, Xavier, Normal] Xavier

Momentum (if used) [0.5 – 0.99] 0.9

Dropout Rate [0.1 – 0.5] 0.3

Number of Epochs [10 – 100] 50

The optimization process used the DA for global 
search and FLA for fine-tuning local solutions. The best-
performing set of values was selected based on valida-
tion accuracy over multiple runs.

3.4.	 Hybrid DA–FLA Optimizer

A two-stage hybrid metaheuristic is employed that 
interleaves population-wide exploration via the Drag-

(1)

(2)

(3)

(4)

(5)

The step and position updates are:

(6)

(7)

Neighborhood radii expand/contract adaptively 
with iteration to balance exploration and exploitation. 
When ∣Ni∣=0, a Lévy-like random step replaces the so-
cial term to avoid stagnation.

Firefly-based intensification operates on the elite subset 
ε ⊂ {xi} N¦(i=1) consisting of the top-P candidates ranked 
by fitness f. For each ordered pair (xa, xb) with xa, xb ∈ ε 
and f(xb) > f(xa), a distance-weighted attraction is applied 
to promote local refinement toward superior incumbents 
while preserving feasibility via projection. The procedure 
is executed either periodically every K Dragonfly genera-
tions or adaptively when a stagnation counter exceeds 
S iterations without global improvement; elitist replace-
ment accepts only improvements in f, thereby ensuring 
monotonicity of the incumbent within the elite set.

(8)

Acceptance, scheduling, and stopping follow a disci-
plined protocol: for iterations t=1,…,T, each cycle per-
forms one Dragonfly (DA) generation over all N agents; 

Fig. 5. Pseudo code for firefly algorithm [45]

3.3.	 Hyperparameter Tuning Details

The proposed DA&FLA optimizer was used to tune 
the following hyperparameters of the DenseNet model:

The fireflies are then sorted by brightness and those 
with low brightness drift towards bright counterparts. 
The appeal is reversing with distance, which favors di-
versity and exploration.

This iteration process continues until such a stopping 
criterion as a maximum number of iterations is attained.  
FA is also favored due to its simplicity, robustness and 
good balance between exploration and exploitation in 
numerous optimization scenarios.

In this context, each firefly represents a set of hyper-
parameters, and its brightness reflects the model's vali-
dation accuracy. Brighter fireflies attract others, guid-
ing the search toward better-performing hyperparam-
eter settings.

onfly Algorithm (DA) with targeted local intensification 
via the Firefly Algorithm (FA). DA evolves the full popu-
lation to sustain broad coverage of the mixed hyperpa-
rameter space, whereas FA periodically refines an elite 
subset to hasten convergence within promising basins.

Let the hyperparameter vector be x ∈ Ω ⊂ Rdc × Zdd 
× Cdg, comprising continuous (e.g., learning rate, drop-
out), discrete (e.g., batch size, epochs), and categori-
cal (e.g., initializer) variables. A real-valued working 
representation is maintained with projection ΠΩ(⋅) en-
forcing feasibility: element-wise clipping for continu-
ous bounds, nearest-neighbor rounding for discrete 
choices, and argmax over a one-hot/Gumbel-Softmax 
proxy for categorical options. Fitness f(x) is defined as 
cross-validated validation accuracy averaged across 
folds, with elitist selection based on f. Within this set-
ting, DA operates on a population {xi} N¦(i=1) with asso-
ciated step vectors {vi}, updating candidates via neigh-
borhood-aware social operators to generate informed 
exploratory moves prior to FA-based intensification on 
the current elites.
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Fig. 6. Hybrid DA-FA hyperparameter optimizer

3.5.	 Dataset Distribution 

Dataset A: Three-class leaves (1,530 images)

Images are stratified into Healthy, Powdery, and Rust 
with an 70/15/15 split for training/validation/test, as 
shown below.

Class Training Validation Test Total

Healthy 380 75 75 530

Powdery 350 75 75 500

Rust 350 75 75 500

Total 1,080 225 225 1,530

Table 3. Dataset Distribution

Dataset B:	 Large-scale multi-crop 
	 (≈87,000 images; 38 classes).

A second corpus is constructed via offline augmen-
tation of a widely used plant-disease dataset, yielding 
~87K RGB images across 38 classes. The data preserve 
the original directory structure and are split 80/20 into 
training/validation; an additional held-out test set of 33 
images is used for sanity-check predictions. This data-
set complements Dataset A by providing greater scale 
and class diversity, facilitating robustness assessment 
under broader visual variability.

Using both datasets enables evaluation under a fo-
cused three-class setting for controlled analysis and 
a large, heterogeneous, multi-class regime for stress-
testing generalization. The offered hybrid optimization 
structure enhances the accuracy of the plant disease 
detection in these regimes that promote earlier inter-
vention, minimized crop losses, and more sustainable 
input utilization. The optimized DenseNet architecture 
is small-footprint and highly accurate, which means 
that it can be deployed in mobile/IoT resources in a 
resource-limited farming setting.

4.	 EVALUATION METRICS

In order to measure image classification performance 
of the model, various critical measures are adopted. 
The combination of the two provides a detailed picture 
of how the model is effective and able to categorize im-
ages accurately.

4.1.	 Accuracy

Accuracy is one of the most popular indicators that 
reveal the level of predictability of a model [46].  It 
computes the true positive percentage and the true 
negative percentage of all the observations. This is an 
accurate rate of classification that can be calculated 
theoretical as follows giving a general indication of the 
model performance:

(9)

whenever t mod K=0 or a stagnation counter reaches S, 
a Firefly (FA) intensification pass is executed on the elite 
set ε. Elitism maintains a global archive x⋆ with maxi-
mal fitness f and permits elite replacement only upon 
improvement, ensuring monotonic advancement of 
the incumbent. Termination occurs when the iteration 
budget T is exhausted or when two successive FA calls 
yield no improvement for any elite. Computationally, 
one DA generation is O(N d ̅) for social-term computa-
tion (under bounded neighborhoods) plus the domi-
nant training-time cost of evaluating f, whereas a single 
FA pass requires O(P2) lightweight updates and elite 
evaluations; with P≪N, intensification overhead re-
mains negligible relative to model training. Feasibility 
over mixed variable types is enforced via the projection 
operator ΠΩ: continuous components are clipped to 
bounds, discrete components are rounded to the near-
est admissible value, and categorical components are 
instantiated from Gumbel–Softmax logits (with tem-
perature annealing) and then fixed during the model-
training call used to compute f.
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training with the least lag in validation and loss curve 
(right) displays rapid learning and almost zero valida-
tion loss proving the model to be good at identifying 
intricate patterns and is also good at generalizing these 
to unseen data.

Table 4. Classification report of DenseNet

Precision Recall F1-score

0 1.00 0.98 0.99

1 1.00 0.94 0.97

2 0.93 1.00 0.96

Accuracy 0.97 0.97 0.97

Macro avg 0.98 0.97 0.97

(a)

(b)

Fig. 7. Dynamics of training the DenseNet model 
in more than 50 epochs: (a) Accuracy, (b) Loss. 
Training and validation are indicated as curves

5.1.2.	 VGG19 result

Table 5 depicts that VGG19 model has a total of 95 
percent accuracy in classifying plant diseases. The val-
ues of its performance are supported by the precision 
scores of 1.00, 0.92, and 0.94; recall scores of 0.96, 0.96, 
and 0.94; and F1-score of 0.98, 0.94, and 0.94 on the 
‘Healthy’, ‘Powdery’, and ‘Rust’ classes respectively. The 
macro-averages of all three measures are always 0.95, 
which is equal classification in all the categories.

The training and validation behavior of the model is 
presented in Fig. 8. The training accuracy progressively 
gains, and there are slight changes in the validation ac-
curacy. 

True positives are denoted by TP, true negatives by 
TN, false positives by FP, and false negatives by FN [47].

4.2.	 Precision

Precision [48] is a measure of the accuracy of the 
positive predictions. Its definition is the ratio of true 
positives (TP) to all the cases that were projected to be 
positive (TP + FP). This measure indicates the extent of 
predictability of model in detecting real positive cases. 
The formula for precision is:

(10)

4.3.	 Recall

Recall, also called sensitivity [49], and measures the 
ability of the model to find all the relevant instances of 
a specific class. It is calculated as the ratio of the true 
positives to the sum of true positives and false nega-
tives, which gives the efficiency of the model in captur-
ing the real positive ones.

(11)

4.4.	F 1-score

The F1-Score [50], the harmonic mean of precision 
and recall, provides a reasonable evaluation in those 
cases where both the measures are important but may 
conflict with each other. It is useful especially in the 
cases where there is an imbalance in the classes whose 
performance is going to be assessed. The F1-score may 
be represented in the following way:

(12)

These summary statistics will provide the overall per-
formance of the model, in addition to giving further 
information about its performance in determining the 
positive cases of interest.

5.	 EXPERIMENTAL RESULTS

5.1.	 Dataset A results 

5.1.1 DensNet result

As indicated in Table 4, DenseNet model provides 
good performance in terms of plant disease classi-
fication where the total accuracy is 97%. It is very ac-
curate with the classes of ‘Healthy’, ‘Powdery’ and ‘Rust’ 
at 1, 1 and 0.93 respectively. The corresponding recall 
values are 0.98, 0.94, and 1.00 and the F1-scores were 
0.99, 0.97, and 0.96 which show strong sensitivity and 
specificity. The macro-averages of precision, recall and 
F1-score are 0.98, 0.97 and 0.97, which indicate similar 
performance in all the classes.

The training and validation curves are shown in Fig. 7. 
The accuracy curve (left) displays a gradual increase in 
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Table 6. Classification report of Inception V3

Precision Recall F1-score

0 0.85 1.00 0.92

1 0.92 0.88 0.90

2 0.98 0.84 0.90

Accuracy 0.91 0.91 0.91

Macro avg 0.91 0.91 0.91

(a)

(b)

Fig. 9. Training dynamics of over 50 epochs of the 
InceptionV3 model: (a) Accuracy, (b) Loss. Training 

and validation are indicated by curves

5.1.4.	 MobileNet result

MobileNet model has an accuracy of 94% and the 
macro-average precision, recall, and F1-score are 0.95, 
0.94, and 0.94 respectively as shown in Table 7. 

Table 7. Classification report of MobileNet

Precision Recall F1-score

0 0.96 0.98 0.97

1 1.00 0.84 0.91

2 0.88 1.00 0.93

Accuracy 0.94 0.94 0.94

Macro avg 0.95 0.94 0.94

This is evidenced by the loss curves that show rapid 
convergence and low final losses which imply effective 
learning and high generalization without overfitting. 
Such outcomes point to the effectiveness and strength 
of VGG19 in detecting plant diseases.

Table 5. Classification report of VGG19

Precision Recall F1-score

0 1.00 0.96 0.98

1 0.92 0.96 0.94

2 0.94 0.94 0.94

Accuracy 0.95 0.95 0.95

Macro avg 0.95 0.95 0.95

(a)

(b)
Fig. 8. Training dynamics of VGG19 model at 

50 epochs: (a) Accuracy, (b) Loss. Training and 
validation are indicated by curves

5.1.3.	 Inception V3 result

As demonstrated in Table 6, InceptionV3 model has 
the overall accuracy of 91.0 percent, and the balanced 
macro-average accuracy of 0.91 in terms of precision, 
recall, and F1-score. It has a high level of performance 
in all of the classes, although with less recall on the 
terms of Powdery and Rust. The training curves in Fig. 
9 are stable with an ever-increasing validation accuracy 
and the loss curves converge quickly. In spite of the 
slight variations in validation, the model is generally 
applicable, proving that it can be used in the classifica-
tion of plant diseases.
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It is also sensitive and precise in all the three classes 
making sure that there is a balance in performance. The 
training and validation curves in Fig. 10 are smooth and 
the loss converges quickly, which demonstrates effec-
tive learning and high level of generalization. In sum, it 
is possible to emphasize that MobileNet is a powerful 
and minimalistic solution to plant disease detection.

(a)

(b)

Fig. 10. Dynamics of training MobileNet model 
across 50 epochs: (a) Accuracy, (b) Loss. Training 

and validation are displayed using curves 

5.1.5.	 Xception result

Table 8 indicates that the Xception model is highly 
and evenly accurate with an overall accuracy of 93%. 
Precision, recall and F1-score scores attain a macro-
average of 0.94, 0.93 and 0.93, respectively. Fig. 11 
shows that average training and validation accuracy 
converged to stable values with fast loss convergence 
and final losses are low. The obtained results confirm 
the validity and generalization ability of the Xception 
model to detect plant diseases successfully.

Table 8. Classification report of Xception

Precision Recall F1-score

0 1.00 0.86 0.92

1 0.96 0.92 0.94

2 0.85 1.00 0.92

Accuracy 0.93 0.93 0.93

Macro avg 0.94 0.93 0.93

(a)

(b)

Fig. 11. Training Xception model on more than 50 
epochs: (a) Accuracy, (b) Loss. Curves show training 

and validation

5.1.6.	 Comparative results

Table 9. Comparative results before using DA&FLA

Model Accuracy Precision Recall F1-score

DenseNet 0.973333 0.975309 0.973333 0.973503

VGG19 0.953333 0.954359 0.953333 0.953589

MobileNet 0.940000 0.945992 0.940000 0.939307

Xception 0.926667 0.935264 0.926667 0.926979

Inception V3 0.90667 0.913623 0.906667 0.906205

Among the evaluated models, DenseNet stands out 
with the highest accuracy (97.33%) and top scores 
in precision (97.53%), recall (97.33%), and F1-score 
(97.35%), confirming its robustness in plant disease 
classification. VGG19 follows closely with 95.33% ac-
curacy and well-balanced metrics across precision 
(95.45%), recall (95.33%), and F1-score (95.36%). Mo-
bileNet performs competitively with 94.00% accuracy, 
precision of 94.60%, and recall of 94.00%. Xception 
achieves 92.67% accuracy with consistent metrics 
around 93%, while InceptionV3 ranks lowest at 90.67% 
accuracy and slightly lower precision (91.36%), recall 
(90.67%), and F1-score (90.62%). Overall, DenseNet 
proves to be the most effective model, with VGG19 and 
MobileNet also showing strong results.
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5.1.7. Results after using DA&FLA

Table 10. Classification report of denece with 
DA&FLA

Precision Recall F1-score

0 0.95 1.00 0.98

1 1.00 0.95 0.97

2 1.00 1.00 1.00

Accuracy 0.98 0.98 0.98

Macro avg 0.98 0.98 0.98

Fig. 12. Confusion matrix of DenseNet with DA 
&FLA

With DA & FLA optimization, the model reaches 98% 
accuracy, showing strong, balanced performance. Class 
0 has a 0.95 precision value, a 1.00 recall value, and a 
0.98 F1 value; Class 1 has scores of 1.00 on all metrics; 
Class 2 has a 1.00 score in all metrics. Precision, recall 
and F1-score all have macro-averages of 0.98. Accord-
ing to the confusion matrix, the misclassification is only 
one, and it proves the effectiveness of the optimization 
to enhance accuracy, generalization, and reliability.

5.1.8.	 Comparison of results following the  
	 use of DA&FLA

Table 11 and Fig. 13 indicate that the DA & FLA opti-
mization has a substantial positive impact on the per-
formance of DenseNet. The optimized model has the 
highest accuracy (98%) and balanced precision, recall, 
and F1-score (all 98%), which is better than the original 
DenseNet (97.33%). MobileNet (94%), Xception (92.67) 
and InceptionV3 (90.67) optimized DenseNet is always 
better in all metrics than VGG19 (95.33). 

Such performance improvement can be well dem-
onstrated in Fig. 14, and it is clear that the DA & FLA 
optimization have proved effective in increasing the 
accuracy, generalization, and reliability of DenseNet in 
the detection of plant diseases.

Table 11. Comparison of the outcomes of the use 
of DA&FLA

Model Accuracy Precision Recall F1-score

Optimized 
DenseNet 0.980000 0.980000 0.980000 0.980000

DenseNet 0.973333 0.975309 0.973333 0.973503

VGG19 0.953333 0.954359 0.953333 0.953589

MobileNet 0.940000 0.945992 0.940000 0.939307

Xception 0.926667 0.935264 0.926667 0.926979

Inception V3 0.906667 0.913623 0.906667 0.906205
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5.1.9.	 Ablation study of the hybrid 
	 optimization

An ablation on four configurations was done to evalu-
ate the contribution of each component in the hybrid 
optimizer; these were; baseline DenseNet, DenseNet 
with DA only, DenseNet with FLA only, and DenseNet 
with the combined DA and FLA. Findings demonstrate 
that single-method of using DA and FLA outperform the 
baseline, but their combination yields the highest accu-
racy (98%) and balanced precision, recall, and F1-score, 
which proves the effectiveness of the hybrid method.
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5.1.10.	Optimizer Comparison

To make sure that the proposed hybrid optimizer 
is fairly considered, we performed the further experi-
ments on the comparing of DenseNet optimized and 
DA&FLA with the same model, trained by standard 
optimizers (Adam, RMSprop) and any other meta-
heuristics (GA, PSO). The DenseNet with the help of 
the DA&FLA had better accuracy and F1-score, which 
proves that it is better at optimizing hyperparameters 
to plant disease classification tasks.

Table 12. Comparison of DenseNet Performance 
Using Different Optimization Algorithms

Optimizer Accuracy Precision Recall F1-score

Adam 96.40% 96.50% 96.40% 96.45%

RMSprop 96.00% 96.10% 96.00% 96.05%

GA 97.00% 97.10% 97.00% 97.05%

PSO 97.20% 97.30% 97.20% 97.25%

DA&FLA 98.00% 98.00% 98.00% 98.00%

5.2.	 COMPUTATIONAL COST ANALYSIS

To determine the effectiveness and feasibility of the 
suggested method, we determined the computational 
cost of all the models in three aspects:

•	 Training time (in minutes),
•	 Milliseconds per inference time per image,
•	 Parameters (size of the model).

Table 12 summarises the results. Although the opti-
mized version of DenseNet has the highest accuracy, 
it has a minor cost in the form of an increase in train-
ing time because of the additional optimization layer. 
Inference time is however competitive and the model 
size also still remains manageable in comparison to 
other architectures.

Table 13. Comparison of Model Accuracy and 
Computational Cost Metrics

Model Accuracy Training 
Time (min)

Inference 
Time (ms)

Parameters 
(M)

DenseNet 
(baseline) 97.33% 38 12 7.98

DenseNet + 
DA&FLA 98.00% 52 13 7.98

VGG19 95.33% 35 10 20.04

MobileNet 94.00% 28 8 4.25

InceptionV3 90.67% 40 11 23.85

5.3.	 STATISTICAL SIGNIFICANCE ANALYSIS

To ensure the robustness of the reported accuracy 
improvement, we conducted a 5-fold cross-validation 
using DenseNet with and without the DA&FLA optimiz-
er. For each fold, accuracy was recorded and a paired 
t-test was applied to compare the two models.

The average accuracy across the 5 folds was:

•	 DenseNet (baseline): 97.22% ± 0.18

•	 DenseNet + DA&FLA: 98.00% ± 0.12

The paired t-test yielded a p-value < 0.05, indicating 
that the performance gain is statistically significant and 
not due to random variation from a single data split.

5.4.	 THEORETICAL FRAMING OF 
	 RESEARCH PROBLEM, 
	 SOLUTION, AND CONTRIBUTION

Plant disease detection is central to crop health and 
food security, yet practical deployment of deep learn-
ing is constrained by hyperparameter sensitivity and 
limited, imbalanced datasets. Conventional tuning 
(grid/manual) and single metaheuristics (e.g., PSO, GA, 
FLA) often overemphasize either global exploration or 
local exploitation, inviting suboptimal convergence or 
premature stagnation. A hybrid framework is therefore 
advanced that couples the Dragonfly Algorithm (glob-
al, neighborhood-driven exploration) with the Firefly 
Algorithm (distance-attenuated local intensification), 
enabling wide search with precise refinement in mixed, 
rugged hyperparameter spaces. Applied to five CNN 
backbones (DenseNet, VGG19, MobileNet, Xception, 
InceptionV3) on a three-class leaf dataset (Healthy, 
Powdery, Rust), the approach identified DenseNet as 
the strongest baseline and further improved its per-
formance via targeted tuning of learning rate, drop-
out, initializer, and training budget. Gains in accuracy, 
precision, recall, and F1-score were confirmed by 5-fold 
cross-validation and paired t-tests, and an ablation 
study verified the hybrid’s superiority over either com-
ponent alone.

Theoretically and empirically, the method positions 
DA–FLA as a principled alternative to standard optimiz-
ers (Adam, RMSprop) and classical metaheuristics (GA, 
PSO), offering higher accuracy and stability with prac-
tical compute cost. Beyond methodological value, the 
work carries societal implications: earlier and more reli-
able detection can curb crop losses, reduce pesticide 
use, and support sustainability; the compact, high-per-
forming model is compatible with mobile or edge de-
ployment in resource-constrained settings. In sum, the 
study formulates a novel hybrid optimization frame-
work for CNN hyperparameter tuning in plant disease 
classification, validates its effectiveness through cross-
validated experiments, ablation, and statistical testing, 
and articulates a path to real-world impact while pro-
viding generalizable guidance for image classification 
in adjacent domains.
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5.5.	 DATASET B RESULTS

5.5.1.	 Xception results

Fig. 15. Confusion matrix of Xception model

Table 14. Classification report of Xception model

Class / Metric Precision Recall F1-Score

0 1.00 0.97 0.98

1 0.97 1.00 0.98

Accuracy 0.98

Macro Avg 0.98 0.98 0.98

Xception model has good performance on binary 
task. The confusion matrix (Fig. 16) indicates that 5,415 
of the Diseased leaves were correctly identified and 
5,553 of the Healthy ones were correctly identified, 
and only 155 Diseased cases were incorrectly defined 
as Healthy and only 17 Healthy cases were incorrectly 
defined as Diseased. 

These counts have accuracy = 0.98, and the class-
wise values are also similar, with Diseased (class 0) 
having precision ≈ 1.00 and recall ≈ 0.97; and Healthy 
(class 1) having precision ≈ 0.97 and recall ≈ 1.00 
(Table 14), macro-averaged precision/recall/F1 = 
0.98. The error it makes is asymmetric false negatives 
(Diseased→Healthy) tend to be more common than 
false positives and this implies that even more efficient 
threshold calibration or cost-sensitive tuning may help 
to decrease clinically relevant misses without signifi-
cantly affecting false alarms.

The Xception model exhibits consistently high train-
ing accuracy (≈0.97–1.00) with low, steadily decreasing 
training loss, indicating effective optimization. Valida-
tion accuracy closely tracks the training curve, remain-
ing near 0.97–0.99 for most epochs; however, a transient 
drop occurs around epoch 5, mirrored by a sharp spike in 
validation loss, followed by rapid recovery to ≈0.98–0.99. 

This brief instability likely reflects batch/augmentation 
variance or a momentary mismatch in the learning-rate 
schedule rather than systematic overfitting, as both vali-
dation accuracy and loss re-converge to strong values 
in subsequent epochs. In general, the curves indicate a 
good generalization with transient loose fluctuations.

5.5.2.	 Comparatives results 

(a)

Fig. 16. Training dynamics for the Xception model: 
(a) Accuracy, (b) Loss. Curves show training and 

validation

(b)

Table 15. Comparative Performance of Models on 
Dataset B

Model Accuracy Precision Recall F1-Score

Xception 0.984560 0.984858 0.984560 0.984558

DenseNet 0.983842 0.984131 0.983842 0.983840

MobileNet 0.977558 0.978305 0.977558 0.977550

InceptionV3 0.921993 0.930063 0.921993 0.921625

VGG19 0.889048 0.908653 0.889048 0.887702
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Table 17. Tukey HSD post-hoc tests (= 0.05)

Group1 Group2 Mean Diff p-adj 95% CI Lower 95% CI Upper Significant

DenseNet InceptionV3 -0.0615 0.0000 -0.0630 -0.0600 True

DenseNet MobileNet -0.0062 0.0000 -0.0077 -0.0047 True

DenseNet VGG19 -0.0948 0.0000 -0.0963 -0.0933 True

DenseNet Xception 0.0005 0.8042 -0.0010 0.0020 False

InceptionV3 MobileNet 0.0553 0.0000 0.0538 0.0568 True

InceptionV3 VGG19 -0.0332 0.0000 -0.0347 -0.0317 True

InceptionV3 Xception 0.0620 0.0000 0.0605 0.0635 True

MobileNet VGG19 -0.0886 0.0000 -0.0901 -0.0871 True

MobileNet Xception 0.0067 0.0000 0.0052 0.0082 True

VGG19 Xception 0.0953 0.0000 0.0938 0.0968 True

One-way ANOVA indicates statistically significant 
performance differences across models (F = 18,204.67, 
p < 0.001). Tukey HSD clarifies the pairwise structure: 
nearly all comparisons are significant after family-wise 
error control, with the largest gaps observed between 
VGG19 and Xception (mean diff = 0.0953) and between 
VGG19 and MobileNet (0.0886), confirming VGG19’s 
inferior performance. InceptionV3 trails Xception by 
0.0620 and MobileNet by 0.0553, both significant, posi-
tioning it below the leading group. Differences among 
the top models are minimal: MobileNet is slightly worse 
than Xception (0.0067, significant) and DenseNet is mar-
ginally below Xception (0.0005) but not significant (p = 
0.8042), implying a statistical tie between DenseNet and 
Xception under this analysis. Overall, the ordering Xcep-
tion ≈ DenseNet > MobileNet » InceptionV3 > VGG19 is 
supported; however, given the very small absolute gaps 
among the leaders, practical significance should be 
weighed alongside statistical significance.

5.5.3.	 xception results after using DOA + FLA

Fig. 17. Confusion matrix of Optimized Xception

The performance of the model is also concentrated on 
the latest architectures and drops with older and more 
cumbersome backbones. Xception has the best preci-
sion (0.9846, F1 0.9846), slightly beating DenseNet by 
only a few percentage points (0.9846 against 0.9838) 
which is most probably insignificant with the typical 
variability of statistics. Competitively close to DenseNet, 
MobileNet is both 0.9776 accurate and 0.9776 F1 and 
has a lightweight profile, but it is very close by 0.63pp. 
Conversely, the performance difference between Incep-
tionV3 and VGG19 is high (accuracy 0.9220, F1 0.9216), 
and the lowest is observed in VGG19 (accuracy 0.8890, 

Table 16. One-way ANOVA

Statistic Value

F-statistic 18204.6734

p-value 0.000000

F1 0.8877). Precision and recall are similar to all models 
indicating that error properties are balanced without 
significant precision-recall trade-offs.

•	 ANOVA and Tukey HSD Summary
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6.	 DISCUSSION 

The empirical analysis includes 2 datasets now, 
namely Dataset A (three classes; 1,530 images) and Da-
taset B (binary Healthy/Diseased). In Dataset A, the best 
baseline was attained by DenseNet (accuracy = 0.9733; 
macro-F1 = 0.9735), and further performance improve-
ments were made by tuning (DA -FLA) to 0.9800/0.9800. 
On Dataset B, contemporary backbones once again 
outperformed MobileNet (0.9776/0.9776), InceptionV3 
(0.9220/0.9216) and VGG19 (0.8890/0.8877). The hybrid 
application to the best backbone resulted in Optimized 
Xception with accuracy of 0.9924 and macro-F1 of 
0.9913, which indicated that the metaheuristic hyper-
parameter search could generate improvements even 
in comparison with competitive off-the-shelf models.

Patterns have been observed that are applicable 
to architectural inductive biases, capacity-data inter-
actions in both datasets. The dense connectivity of 
DenseNet encourages sharing features and prevents 
vanishing gradients, and is better-off in small/medium 
data (Dataset A), whereas the depthwise separable con-
volutional nature of Xception and the ability to learn on 
large scales regularization (Dataset B) is more favour-
able. The additional properties in the DAFLA schedule 
include the scale-up on mixed hyperparameters (learn-

Table 18. Classification report of Optimized 
Xception

Class / Metric Precision Recall F1-Score

0 0.98 0.99 0.99

1 0.99 0.98 0.99

Accuracy 0.99

Macro Avg 0.99 0.99 0.99

The DOA+FLA–optimized Xception model delivers 
0.99 accuracy with macro-precision = 0.99, macro-re-
call = 0.99, and macro-F1 = 0.99, indicating uniformly 
strong performance across classes. The confusion ma-
trix (Fig. 17) records 5,530 true positives for Diseased 
and 5,528 true negatives for Healthy, against only 40 
false negatives and 42 false positives. This near-symme-
try of errors confirms an absence of class bias and sug-
gests well-calibrated decision boundaries. Relative to 
the pre-optimization Xception (accuracy ≈ 0.985), the 
hybrid optimizer yields a modest but meaningful gain 
(~0.5 pp) while also tightening precision–recall par-
ity, which is important in agricultural screening where 
both missed infections and unnecessary interventions 
are costly. The remaining error is small and evenly dis-
tributed; given the desire, some minor threshold ad-
justment or cost-sensitive calibration may minimize 
false negatives by a significant margin without having 
a substantial impact on false positives.

5.5.4.	 Comparison after using DOA + FLA

Table 19. Comparative results after using DOA+FLA

Model Accuracy Precision Recall F1 Score

Optimized 
Xception 0.992400 0.991300 0.991200 0.991300

Xception 0.984560 0.984858 0.984560 0.984558

DenseNet 0.983842 0.984131 0.983842 0.983840

MobileNet 0.977558 0.978305 0.977558 0.977550

InceptionV3 0.921993 0.930063 0.921993 0.921625

VGG19 0.889048 0.908653 0.889048 0.887702
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Fig. 18. Model accuracy comparison

The best performance is obtained with optimized 
Xception configuration with the accuracy of 0.9924 
with the precision/recall/F1 of 0.991. This represents a 
+0.79 pp gain relative to the untuned Xception; this is 
also better than DenseNet by +0.86 pp, which proves 
that the refinement in hyperparameters incurred by 
DA–FLA is quantifiably associated with gains over 
strong baselines. MobileNet is still competitive (0.9776 
accuracy) but is significantly behind the top ones (near-
ly by 1.5 pp), but legacy backbones do worse (Incep-
tionV3 = 0.9220, VGG19 = 0.8890). The metrics follow 

a close tracking behavior in terms of precision, recall 
and F1 which means no quality error profile implying 
no precision-recall trade-off. These trends are statisti-
cally proven: A one-way ANOVA reveals the significant 
difference between the models (F = 24,534.31, p < 
0.001). Tukey HSD shows that the optimized Xception 
significantly outperforms Xception (mean diff = 0.0091, 
p < 0.001), DenseNet (0.0092, p < 0.001), MobileNet 
(0.0156, p < 0.001), InceptionV3 (0.0711, p < 0.001), 
and VGG19 (0.1036, p < 0.001). Comparisons between 
DenseNet and Xception are not meaningful (mean dif-
ference = 0.0001, p = 0.9988) but MobileNet is much 
lower than Xception (0.0065, p < 0.001). These findings 
support the fact that metaheuristic tuning takes a pre-
existing strong backbone to an even better statistically 
significant state-of-the-art configuration.
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(0.9838/0.9838); applying the hybrid optimizer yielded 
Optimized Xception at 0.9924 accuracy and 0.9913 
macro-F1. A one-way ANOVA followed by Tukey HSD 
confirmed statistically significant performance differ-
ences among models, with Optimized Xception sig-
nificantly exceeding all comparators while the gap be-
tween (unoptimized) DenseNet and Xception was not 
significant consistent with their near-identical aggre-
gate metrics. Computationally, the hybrid search adds 
modest training overhead but leaves inference cost es-
sentially unchanged, preserving suitability for mobile/
edge deployment.

Limitations remain. Despite adding a second, large-
scale corpus, broader external validation across crops, 
sensors, and regions is needed to quantify domain 
shift and stress-test generalization. Future work will 
expand multi-site evaluation, investigate cost-sensitive 
calibration to further reduce clinically relevant misses, 
and integrate explainable AI (e.g., Grad-CAM) into the 
workflow to enhance user trust. Real-time monitoring 
pipelines and lightweight attention/augmentation 
tailored to fine-grained lesion cues are also planned. 
Overall, the results demonstrate that a balanced explo-
ration–exploitation schedule can reliably lift competi-
tive off-the-shelf models to performance with minimal 
inference penalty, advancing practical, data-efficient 
plant disease diagnostics.
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Application of multi-algorithm approach for 
lung cancer prediction
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Abstract – Lung cancer is one of the leading causes of cancer-related mortality worldwide, with most cases diagnosed at an 
advanced stage. Accurate and cost-effective early detection remains a major challenge due to the heterogeneity of imaging and 
histopathological features. Therefore, this study aimed to develop diagnostic software for lung cancer prediction using a multi-
algorithm method. Patient data, including 16 clinical and lifestyle variables, were processed and analyzed with five machine learning 
algorithms, namely Neural Network (NN), Support Vector Machine (SVM), k-Nearest Neighbors (k-NN), Random Forest (RF), and 
Naïve Bayes (NB). Model performance was evaluated based on accuracy, precision, recall, and F1-score. The results showed that RF, 
NB, SVM, and NN achieved perfect predictive performance (100% across all metrics), while k-NN obtained slightly lower but still high 
performance (99%). These findings signified that multi-algorithm predictive modeling could provide robust diagnostic support for 
lung cancer detection. The proposed software offered potential as an accessible, low-cost decision-support tool to assist clinicians in 
early diagnosis and improve patient outcomes.
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1.	 	INTRODUCTION

Lung cancer, one of the deadliest forms of the disease, 
claims the lives of approximately one million people 
annually [1]. Lung cancer is the most prevalent form of 
cancer, after prostate cancer in men and breast cancer 
in women [2]. Lung cancer remains the leading cause 
of cancer-related deaths globally, with 2.09 million new 
cases and 1.76 million deaths reported in 2018 [3]. Lung 
cancer affects both smokers and non-smokers and is 
medically known as carcinoma. It originates in the epi-
thelial cells, and when these cells mutate or grow un-
controllably, lung cancer can develop. Lungs, which are 
essential for respiration, are located on either side of the 
chest. The left lung is slightly smaller than the right to 
make room for the heart. During breathing, the chest 

rises and falls as lungs expand when inhaling and con-
tract after exhaling [4]. Following the discussion, lungs 
are crucial in oxygenating the blood. The heart pumps 
oxygen-poor, carbon dioxide-rich blood to lungs, where 
it is "cleansed" by releasing carbon dioxide and absorb-
ing oxygen. Carbon dioxide is expelled during exhala-
tion, while oxygen is drawn into lungs during inhalation 
[5]. Cancer is one of the leading causes of death world-
wide and is considered one of the most dangerous dis-
eases known to humans. A major challenge in treating 
cancer is that it is often diagnosed at an advanced stage, 
making it difficult to cure. Among the various types, lung 
cancer accounts for a large proportion of cancer-related 
fatalities. As a result, extensive study has been undertak-
en to develop systems capable of detecting lung cancer 
at an early stage [6].
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The significance of early lung cancer screening is in-
creasingly acknowledged, as it greatly improves the 
possibility of early detection and treatment. However, 
even patient diagnosed at an early stage are still at risk 
of recurrence, which often leads to disease progression 
to advanced stages, significantly worsening the survival 
outlook [7]. The complexity of this cancer is due to patho-
genesis and progression, characterized by intricate reg-
ulatory networks. Therefore, the initial cause of lung can-
cer, progression, chemotherapy resistance, resistance to 
targeted therapies, such as Epidermal Growth Factor Re-
ceptor (EGFR) and Anaplastic Lymphoma Kinase (ALK), 
and immune resistance need to be investigated [8]. For 
instance, early screening can be facilitated with the use 
of detection software with multi-algorithm approach. 
This software can provide diagnostic information that 
will aid in early detection and also save costs.

Several studies have explored the application of arti-
ficial intelligence in lung cancer diagnosis, including a 
2021 study by Tafadzwa L. Chaunzwa, which employed 
deep learning to classify lung cancer histology using 
CT images. The study involved training and validating 
a Convolutional Neural Network (CNN) on a dataset of 
311 early-stage NSCLC patient who underwent surgical 
treatment at Massachusetts General Hospital (MGH), 
focusing on Adenocarcinoma (ADC) and Squamous 
Cell Carcinoma (SCC), the two most prevalent histologi-
cal types [9]. In developing software for early lung can-
cer screening, a comprehensive literature review will 
be conducted to examine studies involving multi-algo-
rithm approaches, data mining, and machine learning 
applications. For instance, a 2024 study by Feda Anisah 
Makkiyah detailed the development of an application 
utilizing a multi-algorithm approach to predict diabe-
tes status [10]. Similarly, a 2022 study by Nafseh Ghafar 
Nia evaluated artificial intelligence techniques in dis-
ease diagnosis and prediction, aiming to reduce diag-
nostic errors, minimize doctors' workload, and improve 
overall diagnostic accuracy [11].

Most previous analyses focused on single-algorithm 
implementations or study prototypes that lacked clini-
cal usability despite these advances. Few studies have 
explored the incorporation of multiple algorithms into 
a practical, user-friendly diagnostic tool. Furthermore, 
many models have been evaluated on limited datasets 
or in highly controlled environments, which raises con-
cerns about generalizability to real-world settings.

In addressing the gaps, this study develops and 
evaluates a multi-algorithm software system for lung 
cancer prediction. The system incorporates five differ-
ent ML methods, namely NN, SVM, k-NN, RF, and NB, to 
provide comparative performance perceptions. By in-
corporating diverse patient variables comprising clini-
cal as well as lifestyle factors, this study aims to develop 
a cost-effective, and accessible decision-support tool 
to assist clinicians in the early detection of lung cancer.

The remainder of this paper is structured as follows Sec-
tion 2: Related Works, where we discuss previous study 

relevant to our study. Section 3: Materials and Methodol-
ogy, detailing the methods used and the workflow of the 
study. Section 4: Results, where we present the findings 
from our experiments. Section 5: Conclusion, summariz-
ing the key insights and contributions of the study.

2.	 RELATED WORKS

This study explores the use of deep learning radiomics 
to classify lung cancer histology from standard CT im-
ages, focusing on adenocarcinoma (ADC) and squa-
mous cell carcinoma (SCC). Different from traditional 
biopsy-based methods or earlier radiomics relying on 
hand-crafted features, the process applies CNNs and 
makes a comparison with machine learning models 
trained on CNN-derived features. The best-performing 
model achieves an AUC of 0.71, with higher specificity 
than sensitivity, and external validation shows modest 
accuracy. Strengths of the study include showing non-
invasive histology prediction, effective use of transfer 
learning, and interpretable visual outputs. However, 
limitations such as small sample size, class imbalance, 
low sensitivity, and reduced performance on heteroge-
neous data limit clinical applicability. The work provides 
proof-of-concept that deep learning radiomics can com-
plement pathology in lung cancer diagnosis, and larger 
datasets are needed for validation [9]. Previous studies 
in lung cancer screening showed that while low-dose CT 
reduced mortality, it suffered from high false positives 
and variability among radiologists. Earlier CADe systems 
improved sensitivity and were limited by false alarms. 
More recent work with deep learning has advanced 
nodule detection, classification, malignancy prediction, 
and prognosis, often matching or surpassing radiolo-
gists. This study shows the novelty of the broader role 
of AI in detecting nodules, standardizing reporting, and 
predicting outcomes. Results signify improved accuracy, 
efficiency, and reproducibility, though challenges re-
main, including false positives, difficulty with complex 
nodules, limited generalizability, as well as incorporation 
into clinical practice. In general, AI shows strong poten-
tial to complement radiologists in lung cancer screening 
and requires further validation with larger datasets [4].

The study in [11] established low-dose CT (LDCT) as an 
effective tool for reducing lung cancer mortality, though 
its use was limited by high false-positive rates, heavy 
workloads, and variability among radiologists. Earlier 
computer-aided detection systems improved sensitivity 
and produced many false positives. Meanwhile, recent 
advances with AI and deep learning have shown supe-
rior performance in nodule detection, classification, ma-
lignancy prediction, as well as prognosis. The novelty of 
this study lies in the comprehensive review of the broader 
role of AI in LDCT screening, prioritizing the potential for 
detection, risk stratification, outcome prediction, and 
workflow optimization. Reported results show that AI can 
achieve high accuracy, reduce false positives, improve ef-
ficiency, and provide standardized reporting, in some cas-
es matching or surpassing radiologists. The strengths of 
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this study are the demonstration of the wide applicability 
of AI and the potential to reduce diagnostic variability as 
well as workload. The weaknesses include persistent false 
positives, limited generalizability due to small or homoge-
neous datasets, a lack of large-scale clinical validation, and 
challenges in real-world integration. In general, the study 
shows that AI is a promising complement to radiologists 
in lung cancer screening, though further validation is 
needed. Previous study on cancer prediction explored a 
variety of machine and deep learning methods, such as 
logistic regression, artificial neural networks, support vec-
tor machines (SVM), decision trees, random forests (RF), 
and convolutional neural networks (CNN). These studies 
showed the potential of computational models in assist-
ing early detection, though many faced challenges re-
lated to limited datasets, high computational costs, and 
reduced performance when scaled to larger data [12]. 
The novelty of this study was in the practical method of 
incorporating multiple cancers, including breast, lung, 
as well as prostate, into a single prediction framework, 
and applying different algorithms modified to each type. 
Specifically, SVM was used for breast cancer, and RF was 
applied to lung cancer as well as prostate cancer. The solu-
tions tested included creating datasets with relevant attri-
butes for each cancer type and developing a web-based 
interface where users could input personal data as well as 
receive prediction results. The study achieved promising 
results, where SVM effectively classified breast cancer as 
malignant or benign. RF provided reliable predictions for 
lung and prostate cancer based on symptoms as well as 
cell attributes [13]. The strengths of this study included 
the accessible interface, the use of established machine 
learning algorithms, and the focus on practical deploy-
ment for early detection. However, several weaknesses 
remained, including the restriction to offline use, lack of 
a database for storing patient information, and a limited 
scope that did not extend to other types of cancer or 
large-scale clinical validation. Future work should aim to 
expand the system with more cancer models, incorporate 
online databases, and test scalability in real-world health-
care settings [14]. 

A study by [15] proposed a hybrid optimization-based 
machine learning model for cancer prediction, address-
ing the limitations of earlier methods that lacked accuracy 
and generalizability. By testing SVM, RF, and deep learn-
ing models with optimization methods, the study showed 
improved accuracy and reduced error rates compared to 
baseline methods. Its strengths included innovation, ver-
satility, and strong performance, while the weaknesses 
comprised limited datasets, high computational needs, as 
well as a lack of external validation. The study in general 
showed the potential of hybrid models for more reliable 
cancer prediction and required larger-scale validation for 
clinical use. [16] proposed a hybrid optimization-based 
machine learning model for cancer prediction, improving 
on earlier methods that suffered from low accuracy and 
poor generalization. By testing SVM, RF, and deep learn-
ing models, the study showed that the hybrid method 
achieved higher accuracy as well as fewer errors than 

traditional methods. Its strengths included innovation, 
flexibility across cancer types, and strong performance, 
while the weaknesses consisted of limited datasets, high 
computational costs, and a lack of clinical validation. The 
model, in general, showed promise for cancer prediction 
and required broader testing before practical use. There-
fore, the current study aims to fill this gap through the use 
of software that incorporates 16 input variables. The vari-
ables include patient code, gender, age, smoking habits, 
yellow fingers, anxiety, peer pressure, chronic disease, fa-
tigue, allergy, wheezing, alcohol consumption, coughing, 
shortness of breath, swallowing difficulty, and chest pain.

Existing studies have shown the effectiveness of AI 
and machine learning in detecting or classifying lung 
cancer. However, most previous studies focused on sin-
gle-algorithm implementations or on highly controlled 
experimental datasets, limiting real-world applicability. 
Many studies did not incorporate multiple algorithms in 
a unified diagnostic framework or provide comparative 
analysis across models. Several works also lacked scal-
ability and clinical validation, restricting the use beyond 
study settings. This study addresses the gaps by develop-
ing a practical, multi-algorithm diagnostic software that 
simultaneously applies NN, SVM, k-Nearest Neighbor (k-
NN), RF, and Naïve Bayes (NB) methods. By comparing 
predictive performance of the methods on clinical and 
lifestyle data, this study offers a more comprehensive 
and accessible decision-support tool for early lung can-
cer detection, bridging the gap between experimental 
models as well as real-world clinical implementation.

3.	 MATERIAL AND METHODOLOGY

The software for detecting lung cancer patient using 
a multi-algorithm method was developed through the 
following stages.

Fig. 1. Development stages of software formation 
for detecting lung cancer patient using multi-

algorithm method



194 International Journal of Electrical and Computer Engineering Systems

Fig. 1 showed the stages included in developing 
software for early lung cancer detection using a multi-
algorithm method. The initial phases included problem 
identification, problem analysis, design, and coding. The 
implementation phase comprised two main processes, 
namely entering patient data and inputting medical re-
cords based on 16 variables related to lung cancer. 

The output included lung cancer dataset and a com-
parative analysis of cancer status predictions using 
multiple algorithms, such as RF, NB, SVM, NN, as well as 
k-NN. Each algorithm provided a predicted lung cancer 
status for patient, allowing a comprehensive compari-
son of diagnostic accuracy across different models. 

Fig. 2. Study framework for software development for lung cancer patient detection with multi-algorithm

Fig. 2 showed study framework for software devel-
opment to detect lung cancer patient using multi-
algorithm method. The framework offered a high level 
of study flexibility, as it could be developed according 
to specific needs, consisting of several stages. First, the 
user logged in, and upon successful login, the software 
dashboard would be entered. The user then input pa-
tient data, which included values for 16 lung cancer-
related variables, namely patient code, gender, age, 
smoking, yellow fingers, anxiety, peer pressure, chronic 
disease, fatigue, allergy, wheezing, alcohol consump-
tion, coughing, shortness of breath, swallowing diffi-
culty, chest pain, and lung cancer status. Using these 16 
data points, lung cancer status was generated through 
NB data processing. This output formed lung cancer da-
taset, which was stored in the database. After storage, 
the dataset was exported as a CSV file, which was then 
loaded into Google Colab for scripting with Python. This 
study used the Orange widget tools to assess accuracy 
during the analysis. Concerning the process mentioned 
earlier, multi-algorithm predictions were obtained using 
RF [17], NB [18], SVM [19], NN [20], and k-NN [21].

3.1.	 Neural Network

Neural networks (NN) included several major formu-
las at different stages, such as initialization, forward 
propagation, activation functions, cost calculation, 
backward propagation, and parameter updates [22]. 
The following sentences comprised the essential for-
mulas used during the analysis.

•	 Initialization weights W[l] and biases b[l] for layer l [23]:

(1)

(2)

•	 Forward Propagation for a single layer l [24]:

(3)

Where σ was the activation function ReLU [25]. For 
the output layer, the activation ay differed, e.g., Soft-
max for multi-class classification:

(4)

•	 Activation Function is ReLU

(5)

•	 Cost Function for multi-class classification (Soft-
max), the cost was [26]:

(6)

•	 Backward Propagation for output layer L [27]:

(7)

•	 Parameter Update for each layer l:
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(8)

(9)

Where α is the learning rate.

3.2.	 Support Vector Machine

Concerning training vectors xi ∈Rp, i=1,…,n, in two 
classes, and a vector y ∈{1,-1}n, this study aimed to find 
w ∈ Rp and b ∈ R considering the prediction given by 
sign (wT∅(x)+b) was correct for most samples [28].

•	 SVM solved the following primal problem, where:

(10)

(11)

(12)

Intuitively, this study maximized the margin by mini-
mizing, ||w||2 = w2w while incurring a penalty when a 
sample was misclassified or in the margin boundary 
[29]. The value yi(wT∅(xi)+b) was ≥1 for all samples, 
which indicated a perfect prediction [29]. However, 
problems were often not perfectly separable with a hy-
perplane, allowing some samples to be at a distance ςi 
from the correct margin boundary [30].

3.3.	 k-NEAREST NEIGHBOR

k-NN aimed to learn an optimal linear transformation 
matrix of size (ncomponents, nfeatures).

•	 Which maximized the sum over all samples i of the 
probability pi that i was correctly classified [31], where:

(13)

•	 With N = nsamples and the probability of the sample 
being correctly classified according to a stochastic 
nearest neighbors rule in the learned embedded 
space [32].

(14)

•	 Where Ci was the set of points in the same class as 
sample i , and pij represented the softmax over Eu-
clidean distances in the embedded space [33].

(15)

3.4.	 Random Forest

RF algorithm was a combination of multiple decision 
trees, where each tree was constructed using a ran-
domly selected subset of data and features.

•	 Each tree in the forest made its prediction, and the 
final output was determined through majority vot-

ing for classification tasks or by averaging for re-
gression tasks [34], [17].

(16)

Where I was the indicator function and HN signified 
N Tree of RF. In addition, RF had an internal mechanism 
that provided an estimation of its generalization error 
called Out-of-Bag (OOB) Error Estimate. 

3.5.	 Naive Bayes

NB is a supervised learning algorithm following 
Bayes’ theorem under the naive assumption that all 
features were conditionally independent of the class 
variable [35].

•	 According to Bayes’ theorem, the relationship be-
tween class variable y and dependent feature vec-
tor x1 through xn is as follows:

(17)

•	 Using the naive conditional independence assump-
tion [36].

(18)

•	 For all values of i, the relationship was simplified as 
follows [37].

(19)

•	 Since P (x1,…, xn) was constant given the input, the 
following classification rule was used [38].

(20)

P(y) and P(xi│y) was estimated using Maximum A 
Posteriori (MAP). The P(y) was determined based on the 
relative frequency of class y in the training set [39]. The 
various NB classifiers differed in the assumptions made 
regarding the distribution of P(xi│y) [40].

4.	 RESULT

The stages of software development for detecting 
lung cancer patient using a multi-algorithm method in-
cluded generating a dataset by inputting patient data 
and medical records based on 16 variables. Lung can-
cer status predictions were measured using algorithms 
such as RF, NB, SVM, NN, and k-NN. Following the pro-
cess, problem identification was conducted during this 
stage. The identified issue was the need to develop a 
system capable of detecting lung cancer patient using 
a multi-algorithm method that incorporated 16 input 
variables. These included patient code, gender, age, 
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smoking, yellow fingers, anxiety, peer pressure, chronic 
disease, fatigue, allergy, wheezing, alcohol consump-
tion, coughing, shortness of breath, swallowing diffi-
culty, and chest pain, along with one output variable, 
named lung cancer status.

4.1.	Problem  Identification

Problem identification was conducted at this stage 
during the analysis including:

•	 The need for software to detect lung cancer pa-
tient using multi-algorithm method. This was to be 
used in decision-making or policy implementation 
for lung cancer patient services.

•	 The developed model should apply to health ser-
vices.

•	 Measuring the accuracy of the cancer status pre-
diction in lung cancer patient using multi-algo-
rithm, namely RF, NB, SVM, NN, and k-NN.

4.2.	Problem  Analysis

Tool user communicated to understand the software 
expected by user, both doctors and hospitals.

4.3.	 Software Design for Detecting 
Lung Cancer Patient Using Multi-
Algorithm

Software for detecting lung cancer patient with 
multi-algorithm method was developed on Android. 
Fig. 3 shown some representation of the software on 
Android.

Fig. 3. Software presentation for lung cancer patient detection with multi-algorithm method

4.4.	 Dataset Database

The details and explanation of the dataset shown in 
Table 1 [41] were used to measure the accuracy of lung 
cancer detection through various algorithms, including 
RF, NB, SVM, NN, as well as k-NN. This data was sourced 
from Kaggle.com and originally contained 3,000 data 
points, with only 10 data entries shown in Table 2.

4.5.	 Application of Neural Network 
Algorithm

Table 3 shows an example of a dataset that has been 
normalized during analysis, we used the Standard Scal-
er technique when normalizing the data. The formula 
used to convert the original test data ranged from 0.1 
to 0.9 because the activation function used was sig-
moid with a value above 0 [42].

4.6	 Multi-Algorithm Performance

The dataset was divided into two parts, containing 
90% training and 10% testing, with stratification as well 
as random states equaling 2. The performance of the RF, 
NB, SVM, NN, and k-NN algorithms was shown in Table 4.

The confusion matrix in the earlier image showed 
that the classification model performed well in detect-
ing lung cancer. Among the total test data, 148 cases 
were correctly identified as not having lung cancer 
(true negatives), and 152 cases were correctly detected 
with it (true positives). There were no prediction er-
rors during the process, in the form of false positives or 
negatives. This signified that the model achieved 100% 
accuracy, precision, recall, and F1-score. In other words, 
the model perfectly distinguished patients with lung 
cancer from those without in the test data used.
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Table 4 showed the performance of five ML algo-
rithms, namely RF, NB, SVM, NN, k-NN evaluated using 
accuracy, precision, recall, and F1-score metrics. The re-
sults signified that RF, NB, SVM, and NN each achieved 
a perfect score of 1.00 across all metrics. This indicated 
that the four algorithms classified the data without 
any error. Meanwhile, k-NN showed a slight decrease 

in performance with accuracy, precision, recall, and 
F1-score values of 0.99. Despite the minor decrease, 
k-NN still showed a very high and nearly perfect per-
formance. The performance evaluation results were 
shown by the confusion matrix in Fig. 4. The results 
of the performance evaluation were visualized using 
three-dimensional (3D) TSNe.

Variable
Association 
with Lung 

Cancer
Explanation 

Smoking Very Strong
The primary cause of lung cancer. Around 85–90% of all lung cancer cases were 

connected to smoking. Tobacco smoke contains carcinogens that damage lung cells 
over time

Age Moderate to 
Strong

Risk increased significantly with age, since DNA damage accumulated over time.  
Most lung cancer cases occurred in people aged 55 and older

Gender Weak to 
Moderate

Men historically had a higher risk due to smoking rates, but now gender differences 
are narrowing. Biological differences might play a minimal role

Yellow fingers Indirect 
indicator

Often a sign of heavy smoking, not a direct cause. It was a proxy variable that 
signaled nicotine exposure

Chronic disease Moderate Chronic lung inflammation and damage increase susceptibility to cancer. Often 
comorbid with smoking

Coughing, wheezing, shortness of breath, 
chest pain, and swallowing difficulty

Symptoms, not 
causes These showed possible existing lung damage or disease, not risk factors

Anxiety, peer pressure, fatigue, allergy, and 
alcohol consumption Weak or indirect Minimal or no direct causal relationship with lung cancer.  

Peer pressure could indirectly lead to smoking behavior

Table 1. Details of the dataset

Table 2. Dataset of patient with lung cancer

a b c d e f g h i j k l m n o p q

P-0001 1 65 1 1 1 2 2 1 2 2 2 2 2 2 1 Y

P-0002 0 55 1 2 2 1 1 2 2 2 1 1 1 2 2 Y

P-0050 1 38 2 2 1 1 2 2 1 2 1 2 2 2 1 Y

P-0117 0 52 2 2 1 2 1 2 1 1 2 1 2 1 2 Y

P-0118 1 34 2 2 2 2 1 1 2 2 2 2 1 1 1 N

P-0158 1 54 2 1 2 2 2 2 2 2 2 1 1 1 1 N

P-0159 1 78 2 2 1 1 2 1 2 1 2 2 1 2 1 Y

P-0211 1 30 1 1 2 2 1 2 2 1 2 2 2 1 2 N

P-2999 1 40 1 2 2 1 2 2 2 2 2 1 2 1 2 Y

P-3000 1 54 2 1 2 2 1 1 2 2 2 1 1 1 1 Y

Note: a=code patient, b=gender, c=age, d=smoking, e=yellow fingers, f=anxiety, g=peer pressure, h=chronic disease, i=fatigue, j=allergy, k=wheezing, 
l=alcohol consuming, m=coughing, n=shortness of breath, o=swallowing difficulty, p=chest pain, q= lung cancer status
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(a) (b) (c)

(d) (e)

Fig. 5. 3D visualization of TSNe models (a) RF, (b) NB, (c) SVM, (d) NN, and (e) k-NN

Table 3. Detailed confidence levels of the proposed model against the actual stunting status

Note: a=code patient, b=gender, c=age, d=smoking, e=yellow fingers, f=anxiety, g=peer pressure, h=chronic disease, i=fatigue, j=allergy, k=wheezing, 
l=alcohol consuming, m=coughing, n=shortness of breath, o=swallowing difficulty, p=chest pain, q= lung cancer status

Table 4. Multi-algorithm performance

1 2 3 4 5

RF 1.00 1.00 1.00 1.00

NB 1.00 1.00 1.00 1.00

SVM 1.00 1.00 1.00 1.00

NN 1.00 1.00 1.00 1.00

k-NN 0.99 0.99 0.99 0.99

Note: 1=Algorithm, 2= Precision, 3= F1-Score, 4= Recall, 5= Accuracy

a b c d e f g h i j k l m n o p q

P-0001 0,8 0,56 0 0 0 0,8 0,8 0 0,8 0,8 0,8 0,8 0,8 0,8 0 Y

P-0002 0 0,4 0 0,8 0,8 0 0 0,8 0,8 0,8 0 0 0 0,8 0,8 Y

P-0050 0,8 0,128 0,8 0,8 0 0 0,8 0,8 0 0,8 0 0,8 0,8 0,8 0 Y

P-0117 0 0,352 0,8 0,8 0 0,8 0 0,8 0 0 0,8 0 0,8 0 0,8 Y

P-0118 0,8 0,064 0,8 0,8 0,8 0,8 0 0 0,8 0,8 0,8 0,8 0 0 0 N

P-0158 0,8 0,048 0 0 0 0,8 0,8 0,8 0,8 0,8 0,8 0 0 0 0 N

P-0159 0,8 0,384 0,8 0 0,8 0,8 0,8 0 0,8 0 0,8 0,8 0 0,8 0 Y

P-0211 0,8 0,768 0,8 0,8 0 0 0 0,8 0,8 0 0,8 0,8 0,8 0 0,8 N

P-2999 0,8 0 0 0 0,8 0,8 0,8 0,8 0,8 0,8 0,8 0 0,8 0 0,8 Y

P-3000 0,8 0,16 0 0,8 0,8 0 0 0 0,8 0,8 0,8 0 0 0 0 Y
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Fig. 5 was a 3D TSNe visualization of lung cancer 
dataset, showing the distribution of data in 3D space 
based on the three principal components generated 
from TSNe method.

The data was represented as dots in two colors, 
namely purple and yellow. Purple dots (value 0) repre-
sented patient without lung cancer, while yellow dots 
(value 1) indicated patient diagnosed with lung cancer, 
respectively.

4.7.	 Receiver Operating Characteristics 
(ROC) Analysis

ROC was used to explain, assess, and categorize the 
performance of RF, NB, SVM, NN, and k-NN algorithms 
[43]. Fig. 6 showed ROC curves for these algorithms 
with each curve representing performance across the 
target classes "Survived" and "Died". The curves were 
shown using different colors, namely cyan, orange, 
blue, purple, and green lines, respectively.

Fig. 6. Performance Curves of RF, NB, SVM, NN, and k-NN Algorithms

(a) (b) (c)

(d) (e)

Fig. 4. Confusion matrix visualization (a) RF, (b) NB, (c) SVM, (d) NN, and (e) k-NN
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Table 5. Validation results of lung cancer patient detection predictions between neural RF, NB, SVM, NN, 
and k-NN algorithm

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

P-0001 0 0 0 1 0 0 0.580 N 0.600 Y 0.506 Y 0.527 Y 0.500 Y

P-0002 0 0 1 1 1 0 0.668 N 0.600 Y 0.506 Y 0.654 Y 0.500 Y

P-0050 1 1 0 1 1 0 0.505 Y 0.600 N 0.585 Y 0.606 Y 0.500 Y

P-0117 1 0 1 1 1 0 0.618 N 0.600 Y 0.511 Y 0.572 Y 0.500 Y

P-0118 0 0 0 1 0 0 0.757 N 0.600 N 0.506 Y 0.712 N 0.500 Y

P-0158 0 1 1 0 1 1 0.701 Y 0.800 Y 0.531 N 0.565 Y 0.507 Y

P-0159 1 1 0 0 1 1 0.755 Y 0.800 N 0.516 Y 0.643 Y 0.500 Y

P-0211 0 1 1 1 1 1 0.810 Y 0.800 Y 0.533 Y 0.616 Y 0.532 Y

P-2999 1 0 1 0 1 1 0.539 N 0.600 Y 0.546 N 0.655 Y 0.500 Y

P-3000 1 0 1 0 0 1 0.735 N 0.600 Y 0.521 Y 0.681 N 0.536 Y

Note: 1=code patien, 2=actual, 3=NN, 4= k-NN, 5= NB, 6= RF, 7=svm, 8= NN numerical, 9=NN validation against actual, 10= k-NN numerical,  
11= validation of k-NN against actual, 12=NB numerical, 13=validation of NB against actual, 14=RF numerical, 15=RF validation against actual, 

16=SVM numerical, 17=SVM validation against actual Note: 1=code patien, 2=actual, 3=NN, 4= k-NN, 5= NB, 6= RF, 7=svm, 8= NN numerical, 9=NN 
validation against actual, 10= k-NN numerical, 11= validation of k-NN against actual, 12=NB numerical, 13=validation of NB against actual, 14=RF 

numerical, 15=RF validation against actual, 16=SVM numerical, 17=SVM validation against actual

4.8.	 Comparison of NN algorithms, RF, NB, SVM, NN, and k-NN on predicting lung cancer

Fig. 7 showed a comparison of RF, NB, SVM, NN, and k-NN algorithms for detecting lung cancer patient.

Fig. 7. Comparison of the Prediction Accuracy Performance for Lung Cancer Patient Detection using 
 RF, NB, SVM, NN, and k-NN
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5.	 DISCUSSION

This study evaluated the performance of five ma-
chine learning algorithms, namely, RF, NB, SVM, NN, 
and k-NN, for lung cancer prediction. The results 
showed that RF, NB, SVM, and NN achieved a perfect 
accuracy of 1.00, while k-NN obtained slightly lower ac-
curacy of 0.99.

The high performance reported supported a previ-
ous study showing the suitability of ensemble and ker-
nel-based methods for cancer diagnosis. For instance, 
[9] achieved strong classification accuracy using CNNs 
for lung cancer histology. [12] reported that incorpo-
rating machine learning classifiers with multi-attribute 
decision-making produced high performance in distin-
guishing benign from malignant lung X-rays. In many 
cases, tree-based methods such as RF excelled because 
the models captured nonlinear feature interactions 
and handled categorical as well as numerical variables 
effectively. The outcome might explain the perfect ac-
curacy of RF in this study.

NB achieved near-perfect results, which were unex-
pected given its simplifying assumption of feature in-
dependence. However, previous studies [11] showed 
that NB performed competitively in medical diagno-
sis when datasets were relatively small or structured 
with limited feature interdependencies. SVM and NN 
achieved comparable performance, consistent with 
previous studies on lung and breast cancer prediction, 
where the ability to model complex nonlinear decision 
boundaries proved beneficial [14].

The comparatively lower performance of k-NN 
(though still at 99%) could be explained by its sensi-
tivity to feature scaling and the curse of dimensional-
ity. Having 16 input variables, the distances between 
samples might become less discriminative, leading to 
reduced performance compared to algorithms that 
modeled feature interactions more explicitly. Previous 
studies in medical prediction tasks observed strong 
baseline performance of k-NN but lower robustness 
compared to ensemble and kernel methods.

Achieving near-perfect accuracy across multiple al-
gorithms was unusual in real-world biomedical data-
sets and raised concerns about potential overfitting, 
limited dataset diversity, or issues in ground-truth la-
beling. Different from previous analyses, such as [13], 
which validated the lung cancer classification models 
on independent test cohorts, this study did not de-
scribe the validation procedure. While the comparative 
trends between algorithms were consistent with the 
literature, the absolute performance values might be 
inflated.

As the results of this study showed promising poten-
tial for a multi-algorithm method in lung cancer pre-
diction, several limitations should be acknowledged. 
First, the dataset used was obtained from a publicly 
available source (Kaggle) and contained 3,000 records. 

Although the size was sufficient for proof-of-concept 
analysis, it might not adequately represent the variabil-
ity observed in real-world clinical populations. The da-
taset might not capture diverse demographic, genetic, 
and environmental factors that influence lung cancer 
incidence, limiting the generalizability of the findings 
to broader patient populations.

Second, the study lacked a clear description of how 
data were partitioned for training and testing. Without 
independent test sets or cross-validation procedures, 
the reported near-perfect accuracy might be inflated 
due to overfitting or data leakage. This concern was 
heightened by the unusually high performance across 
multiple algorithms, which was rarely observed in com-
plex medical prediction tasks.

Third, the ground-truth labels were not indepen-
dently validated against clinical or pathological stan-
dards. In some cases, labels appeared to be generated 
through algorithmic preprocessing (e.g., NB), which 
might bias performance metrics. Additionally, issues 
such as duplicate patient identifiers and inconsistent 
labeling in the dataset raised further questions about 
data quality as well as reliability.

Fourth, the study focused only on structured tabular 
data derived from 16 predefined variables. This method 
did not incorporate imaging, genomic, or longitudinal 
clinical data, even though the features were often cru-
cial for accurate lung cancer diagnosis. Future studies 
should validate the software on larger, more diverse, 
and clinically verified datasets, while also incorporating 
multimodal data sources to improve predictive robust-
ness as well as generalizability.

6.	 CONCLUSION

In conclusion, software was developed to detect lung 
cancer patient by predicting lung cancer status using 
multiple algorithms. The algorithms used to measure 
the accuracy of the predictions included RF, NB, SVM, 
NN, and k-NN. This software was designed for use by 
doctors, requiring the input of 16 patient variables 
related to lung cancer. Based on the dataset, the soft-
ware predicted lung cancer status of each patient. The 
results showed that RF, NB, SVM, and NN each achieved 
an accuracy of 100%, while k-NN closely followed with 
99%. Among the five algorithms, k-NN showed the low-
est performance, despite the fact that it was still highly 
accurate.

This study had limitations related to dataset size, po-
tential overfitting, and restricted clinical scope despite 
the promising results. Future studies should validate 
the model on larger and more diverse datasets, incor-
porate additional clinical and imaging variables, as well 
as apply rigorous cross-validation to ensure reliability. 
Expanding the system into a clinician-friendly decision-
support tool with explainable outputs would further 
improve its practical value in real-world healthcare set-
tings.
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Abstract – This paper presents a novel design approach for a filtering microstrip patch antenna inspired by a bandpass filter 
(BPF). It is based on the coupling matrix approach, where the magnitudes of the matrix elements are utilized to extract the physical 
dimensions. Two rectangular microstrip patch resonators (RMPRs) are directly coupled via an air-gap to realize a second-order BPF 
and a filtering microstrip patch antenna. For the BPF, a 50-Ω microstrip feedline is employed at the input/output ports and extended 
into the center of the RMPRs to ensure strong impedance matching within the passband of interest. For the filtering antenna, the 
output feedline port is removed, and the second RMPR is modified to obtain the required radiation quality factor and provide 
radiation within the passband frequency range. To validate the proposed approach, both designs are fabricated and experimentally 
tested, showing excellent agreement with the simulation results. The measured 10-dB fractional bandwidth (FBW), passband peak 
gain, and total efficiency are 4.05%, 6.0 dBi, and 74.0%, respectively. These results demonstrate that the proposed designs offer a 
compact size, high gain, and high efficiency, making them promising candidates for ISM band applications.
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1.	 	INTRODUCTION

Microstrip patch antennas are well-suited for indus-
trial scientific medical (ISM) systems not only due to 
their compact size, light-weight and low profile charac-
teristics [1-5], but also because they can be seamlessly 
integrated with other system components [6, 7]. This 
direct integration eliminates the need for additional 
matching circuits and realizes system miniaturization. 
However, conventional microstrip patch antennas suf-
fer from their inherent narrow bandwidth performanc-
es, restricting their applications in wideband and ISM 
technologies [3, 8]. To remedy this limitation, filtering 
microstrip patch antennas have been introduced, com-
bining both radiation and filtering functionalities into a 
single integrated component [9]. This integration offers 
miniaturizing the front-end size, eliminating the inser-
tion loss caused by separate BPF filters, and simplifying 

the front-end system architecture [10]. Additionally, 
the bandwidth of filtering microstrip patch antennas 
can be broadened by appropriately tuning the reso-
nant frequencies of the coupled-resonators within the 
antenna radiating structure.

Various design approaches have been investigated to 
implement filtering functionalities in microstrip patch 
antenna. Among these is the coupled-resonator filter 
synthesis approach [9, 11], where the patch serves as 
the last coupled-resonator in the filter while also acting 
as a radiator. Techniques such as the use of metal strips 
[12], shorting pins [13], stub-loaded resonators [14], 
coupling structures [15-17], and slot-loaded patches 
[18, 19] have been explored to improve the frequency 
selectivity and widen the bandwidth of filtering mi-
crostrip antennas [12-19]. Modified patch shapes, in-
cluding U-shaped [20, 21], T-shaped [6], bow tie-shaped 
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[22], square ring [23], cross-shaped [24], ground slots 
[25], and inverted-F configuration [26] have also been 
employed. In addition, other enhancement techniques 
such as defected ground structure (DGS) [27, 28], and 
various feedline structures like fork-shaped [29], split-
merge [30], and dual baluns [11] have been introduced 
to realize desired filtering characteristics to microstrip 
patch antennas. Equivalent circuit models based on the 
lumped LC elements have also been proposed for slot-
loaded patch designs [31, 32].

Despite these advances in filtering patch antenna 
designs, many of the existing techniques require ex-
tra circuit structure, which increases the overall size 
and design complexity. To address this issue, we pro-
pose a new filtering microstrip patch antenna design 
approach based on the coupling matrix approach, in 
which no additional coupling structures or circuits are 
required to realize filtering functionality. In section 2, 
the approach is applied to a second-order BPF using 
rectangular patch resonators, where matrix elements 
are interpreted into physical dimensions. In Section 3, 
the filter’s output port is removed, and the second-cou-
pled patch is modified to achieve the required radia-
tion quality factor (Qr) while maintaining its dual func-
tionality of frequency selectivity and radiation. Section 
4 presents the fabrication and measurement of two 
prototypes to validate the proposed method. Finally, 
the conclusions are summarized in section 5.

2.	 BPF DESIGN

Fig. 1 illustrates the topology and corresponding 
physical layout of a second-order microstrip BPF with 
an all-resonator configuration. The substrate mate-
rial chosen is Rogers RO4350BTM, which has a relative 
permittivity (εr) of 3.48, thickness (h) of 1.524 mm, and 
a loss tangent of 0.0037. The patch and ground plane 
are both 0.035 mm thick, and made using copper with 
a conductivity of 5.8×107 S/m. A two-pole Chebyshev 
low-pass prototype is chosen with a FBW of 3.0% at a 
center frequency (f0) of 3.0 GHz, and a passband ripple 
of 0.0432 dB are chosen for the design. The simulated 
performance is obtained using the computer simula-
tion technology (CST) simulator. 

Fig. 1. Topology and physical layout of the second-
order BPF. Dimensions in mm are: l=67.09, w=33.68, 
lf=16.25, wf=3.43, li=9.50, lp=26.20, wp=20, d0=0.20, 

h=1.524, t=0.035, dk12=0.8.

2.1.	 Coupling Matrix

The scaled external quality factors (qext1= qext2), scaled 
coupling coefficient between direct coupled-resona-
tors (m12= m21), and reflection coefficient (S11) of the BPF 
can be calculated using the relations [33]: 

(1)

(2)

(3)

(4)

(5)

Here g0, g1, g2 are the low-pass prototype parameters, 
and their values for the given topology can be found 
in [33] as: g0=1.0, g1=0.6648, g2=0.5445. The ω and ω0 
are the center and passband edge angular frequencies, 
respectively. The un-scaled external quality factor Qext1 
(Qext1=qext1/FBW) and un-scaled coupling coefficient 
M12 (M12 = m12 FBW) are calculated, using the aforemen-
tioned relations, and are found to be 22.16 and 0.049, 
respectively.

2.2.	 Parametric Extractions 

This section describes the extraction of the physical 
dimensions (d0, dk12) of the BPF illustrated in Fig. 1 using 
the calculated values of Qext and M12. The dimensions of 
the patches (lp, wp) and feedlines (lf, wf) are calculated, 
utilizing the transmission line equations given in [34], 
and are provided in the caption of Fig. 1. To extract the 
dimension d0, the set up shown in Fig. 2a is employed. 
In this configuration, resonator 1 is weakly coupled to 
the output port (i.e. h0 is large), while the dimension d0 
is tuned to achieve the desired Qext value from the S21 
response as illustrated in Fig. 2b using the relation [9]:

(3)

As shown in Fig. 2c, the value of Qext increases with 
an increase in the d0 dimension. The desired value of 
Qext=22.16 is obtained when d0= 0.20 mm.

Fig. 3a shows the physical setup used to extract the 
(M12) between resonators 1 and 2. In this configuration, 
both resonators are weakly coupled to the input and 
output ports. The gap dk12 is adjusted to achieve the 
desired M12 value from the S21 response shown in Fig. 
3b using the relation [9]:

(4)
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(a)

(b)

(c)

Fig. 2. (a) Physical layout set up for d0 extraction,  
(b) its S21 response, and (c) variation of Qext versus d0

Here, the f1 and f2 represent the split resonant fre-
quencies of resonators 1 and 2, respectively. As illus-
trated in Fig. 3c, the value of M12 reduces with an in-
crease in the gap dk12. The required value of M12=0.049 
is achieved when dk12=1.28 mm.

The dimensions d0 and dk12 extracted above are consid-
ered as their initial values, and optimization is performed 
in CST to achieve the desired results. Fig. 4 shows the S11 
and S21 responses of the proposed BPF, obtained both 
from the coupling matrix equations 4 and 5 and from CST 
simulator. As shown, the simulated and calculated results 
are in excellent agreement within the operating frequen-
cy band. The designed filter achieves a FBW of 3.0% cen-
tered at 3.0 GHz, with an insertion loss of 0.8 dB over the 
passband. The filter also exhibits a selectivity better than 
30 dB in both the lower and upper stopbands.

(a)

(b)

(c)

Fig. 3. (a) Physical layout set up for dk12 extraction, 
(b) S21 response, and (c) variation of M12 versus dk12

Fig. 4. Simulated and calculated S11 and S21 
responses of the proposed second-order BPF.
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3.	 FILTERING ANTENNA DESIGN

The topology and its corresponding physical lay-
out of the proposed second-order filtering microstrip 
patch antenna is shown in Fig. 5. Unlike the BPF, where 
resonator 2 is coupled to an electrical output port, the 
filtering microstrip patch antenna connects resonator 
2 (so-called radiating-radiator) to free space, enabling 
radiation at center frequency of 3.0 GHz. To keep its 
filtering functionality function alongside its radiation 
role within the bandwidth of interest, the dimensions 
of the radiating resonator and the coupling gap (ds12) 
between resonators 1 and radiating resonator must be 
carefully optimized. Specifically, the Qr value of the ra-
diating resonator must match the Qext at the input port 
(i.e. Qr=Qext=22.16) to ensure balanced power distribu-
tion and proper filtering performance.

Fig. 5. Topology and physical layout of the second-
order filtering antenna. Dimensions in mm are: 

l=80.28, w=61.78, lf=35.59, wf=3.43, li=22.0, lp=25.70, 
lr=24.90, wp=34, d0=0.30, h=1.524, t=0.035, ds12=1.9

3.1.	 Parametric Extractions

The configuration shown in Fig. 6a is utilized to extract 
the Qr of the radiating resonator, following the proce-
dure outlined in section 2.2. In this setup, the radiating 
resonator is very weakly coupled to the input and output 
ports. From the simulated S21 response shown in Fig 6b, 
the required Qr is determined using the Δf3dB magnitude 
and applying into equation 3. To minimize the number 
of design variables, only the length of the radiating reso-
nator (lr) is adjusted to control the Qr value. As shown in 
Fig. 6b, the Δf_3dB value decreases (Qr increases) with an 
increase in lr dimension. 

Fig. 7a shows the physical setup used to extract the 
coupling gap (ds12) between resonator 1 and the radiat-
ing resonator. By following the extraction method de-
scribed in Section 2.2 and inserting the split resonance 
frequencies of resonator 1 (f1) and radiating resonator 
(fr) obtained from the simulated S21 response shown in 
Fig. 7b into equation 4, the required M12 value can be 
determined by adjusting ds12 dimension.

(a)

(b)

Fig. 6. (a) Physical layout set up for Qr extraction, (b) 
its S21 response

(a)

(b)

Fig. 7. (a) Physical layout set up for ds12 extraction, 
and (b) S21 response
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3.2.	 Simulated Results and Comparison

Fig. 8 compares the simulated responses of the pro-
posed second-order BPF and the second-order filtering 
antenna. The S11 responses of both designs show excel-
lent agreement across the operating frequency band. 
Furthermore, the normalized realized gain of the filter-
ing microstrip patch antenna exhibits a filter-like S21 re-
sponse within the passband of interest. Discrepancies 
observed at the lower and upper stop bands are attrib-
uted to unexpected radiation from patch structures.

Fig. 8. Simulated S11, S21 and realized gain of the 
proposed BPF and filtering antenna

To demonstrate the advantages of the proposed filter-
ing antenna, its performance is compared with that of 
a conventional rectangular microstrip patch antenna, as 
shown in Fig. 9a. The dimensions of the patch are cal-
culated based on the cavity model theory [34-36], and 
are provided in the caption of Fig. 9. For consistency, 
the materials used in the ground plane, patch, and sub-
strate of the conventional patch antenna are the same as 
those employed in the proposed filtering antenna. The 
simulated S11 and realized gain of both conventional and 
proposed filtering patch antennas are shown in Fig. 9b. 
The proposed filtering microstrip patch antenna exhibits 
several improvements over the conventional one. For in-
stance, within the passband, it provides a 1.0 dBi higher 
realized gain. Also, it exhibits more than 20 dB selectivity 
at both the lower and upper frequency edges. 

(a)

This enhanced selectivity can potentially eliminate the 
need for an additional BPF in the front-end of the wire-
less system, thereby reducing mismatch and insertion 
losses. The 10-dB FBW of the filtering microstrip patch 
antenna is 3.97%, which is approximately three times 
wider than that of the conventional patch antenna.

(b)

Fig. 9. (a) Layout of a conventional rectangular 
microstrip patch antenna. (b) Simulated S11 and 

realized gain responses of proposed filtering 
microstrip patch antenna and conventional 

rectangular patch antenna. Dimensions in mm 
are: lg=54.11, wg=60.20, li=7.20, wi=6.50, lf=20.60, 

w=3.43, lw=33.40, lp=26.33.

4.	 FABRICATIONS AND MEASUREMENTS

Fig. 10a shows the actual photograph of the proposed 
BPF under test. The scattering parameters were mea-
sured using an Agilent Vector Network Analyzer (VNA). 
Fig. 10b compares the measured and simulated S11 and 
S21 responses. The measured 10-dB FBW is 3.10 %, which 
is slightly larger than the simulated value of 3.0 %. The 
measured insertion loss across the passband is 1.10 dB, 
compared to 0.80 dB in simulation. The 3-dB passband 
bandwidths from the measurement and simulation are 
0.10 GHz and 0.22 GHz, respectively. The measured start 
stop band rejection is below 20 dB, while the upper stop 
band reaches approximately 35 dB. The measured cen-
ter frequency is 2.9 GHz, exhibiting a downward shift of 
0.1 GHz from the simulated 3.0 GHz. These discrepancies 
are mainly attributed to fabrication tolerances, SMA con-
nector effects, and dielectric loss.

Fig. 11a shows the manufactured filtering antenna. 
The S11 response was measured using the VNA. Radia-
tion patterns were measured in an anechoic chamber 
room using a wide bandwidth reference horn antenna 
positioned in the far-field region. As shown in Fig. 11b, 
the measured S11 and realized gain match the simulated 
results across the operating frequency band. The mea-
sured 10-dB FBW is 4.05%, which is slightly wider than 
the simulated value of 3.97%. The realized gain across 
the passband is relatively flat, with a fluctuation of ap-
proximately 0.68 dBi. The measured peak gain is 6.0 dBi 
at 2.95 GHz, and the 3-dB gain bandwidth is 7.0%. Re-
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alized gain selectivity of around 20 dB is observed at 
both lower and upper frequency bands. Fig. 12 a shows 
the measured total efficiency, calculated as the ratio of 
measured realized gain to the simulated directivity. It 
is exceeding 74% within the passband, slightly lower 
than the simulated 81.0%. The efficiency degradation 
is attributed to the frequency-dependent variation of 
the substrate loss tangent and the unexpected radia-
tion from the microstrip coupling edges. As depicted in 
Figs. 12 b and 12 c, the measured E-plane and H-plane 
radiation patterns align well with the simulations. The 
slight discrepancies in the backside radiation are like-
ly due to the presence of the SMA connector and the 
transmission cable during the measurement.

Table 1 compares the measured performance of the 
proposed filtering microstrip patch antenna with relat-
ed designs reported in the literature. Among the cited 
works, only [37] and the present design achieve filter-
ing characteristics without requiring additional cir-
cuitry. The filtering antennas presented in [30, 32] dem-
onstrate relatively high gains of 10 dBi and 7.55 dBi, 
respectively; however, their large physical dimensions 
and moderate FBW reduce their suitability for ISM band 
applications due to occupying larger area and limiting 
the operating frequency range. The designs in [37, 38] 
exhibit strong frequency selectivity at both lower and 
upper stop bands, but the low realized gains are as 
their main drawbacks. Antennas in [39] and [40] provid-
ed large bandwidths, but their bulky size and low gain 
are their main drawbacks. In contrast, the proposed 
filtering microstrip patch antenna offers a competitive 
profile, combining compact size, moderate bandwidth, 
high gain, and high efficiency. These features are ex-
tremely demanded for ISM band applications. 

(a)

Fig. 10. (a) Actual BPF under test, and (b) measured 
S11 and S21 performances of BPF compared with 

simulated ones

(b)

(a)

(b)

Fig. 11. (a) Actual filtering microstrip patch antenna 
under test, and (b) measured S11 and realized gain 
performances of filtering microstrip patch antenna 

compared with simulated ones
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(a) (b) (c)

Fig. 12. (a) measured total efficiency compared with simulation. (b) measured E-plane, and (c) H-plane 
patterns compared with simulated ones.

Table 1. Performance of the proposed filtering microstrip patch antenna compared with some related works

Refs. Antenna types f0 
(GHz) Size (λ_0^3) 10-dB 

FBW (%)

Peak 
gain 
(dBi)

Lower/Upper 
Rejection 
level (dB)

Total 
Efficiency 

(%)

extra circuit or 
structure

[6] H-shaped patch 2.45 0.361×0.426×0.013 < 4.0 6.0 -40.1/-39 > 90 Yes

[30] Slot-loaded patch 9.8 1.96 ×1.50×0.026 5.1 10 NA > 90 Yes

[32] Rectangular patch 10 0.94×0.94×0.017 3.7 7.55 17/17 NA Yes

[37] Rectangular patch 2.0 NA 2.03 5.0 15/23 NA No

[38] U-shaped split ring 3.6 18.33×11.11×0.27 33.4 4.5 > 20 NA Yes

[39] Monopole 3.8 0.31×0.83×0.011 62.9 3.0-3.5 NA NA Yes

[40] U-shaped parasite patch 5.5 0.94×0.94×0.066 26.38 7.98 11 > 92 Yes

This work Rectangular Patch 3.0 0.67 ×0.33×0.0152 4.05 6.0 21.2/20.5 74.0 No

5.	 CONCLUSIONS

This paper presented a novel design approach for a 
filtering microstrip patch antenna based on the cou-
pling matrix approach. The matrix elements were uti-
lized to extract the physical dimensions of the antenna 
and to embed filtering characteristics without the need 
for additional physical structures. Two prototypes were 
fabricated, and the measured results showed good 
agreement with the simulated predictions, validating 
the proposed coupling matrix design approach. The 
proposed filtering microstrip patch antenna demon-
strated competitive performance and is a promising 
candidate for ISM band applications. 
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Abstract – Nowadays, the Internet of things plays a major role in society for various applications such as medical diagnostics, 
telecommunications, agriculture, mobile computing, broadcasting, video surveillance etc. In Internet of Things (IoT) networks, several 
sensors with different data rates should be integrated to perform overall control or monitoring processes.High-speed data transmission 
technologies should be needed to communicate with IoT servers or storage. Generally, a gateway device is used to integrate low-data 
rate devices and IoT interfaces. Field Programmable Gate Array Logic (FPGA) can be utilized to implement high-speed and low-power 
gateway. The paper suggests a design of an FPGA-based IoT gateway architecture, which allows multi-protocol communications and 
an effective way of controlling sample rates. The design provides RF transceivers, protocol specific modules, and dynamic Sample Rate 
(SR) Selector to support smooth synchronization of data between diverse IoT devices. Clock generation and control blocks guarantee 
adaptive frequency assignment and upsampling and downsampling CIC filtering-based units ensure good signal conditioning. 
Experimental analysis shows that the presented method creates the low root mean square error (RMSE): 1.2 percent (downlink) and 1.4 
percent (uplink), and high signal to noise ratios (SNR): 26.3 dB (downlink) and 24.8 dB (uplink) in 45 nm CMOS technology, resulting in 
better results than conventional 180 nm implementations. The Application-Specific Integrated Circuit (ASIC) implementation achieved 
a compact core area, reducing from 2.3 µm² at 180 nm to 0.3 µm² at 45 nm, demonstrating significant area efficiency with technology 
scaling. The results affirm that the architecture can provide reliable and high-quality data transfers of next-generation IoT gateways.
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1.	 	INTRODUCTION

FPGAs function as cost-effective integrated tools 
used in communication systems and various other ap-
plication domains that continue to evolve. Software 
Defined Radio (SDR) systems employing FPGAs for 
hardware acceleration provide processors with exten-
sive capabilities for deploying waveforms that promise 
both reconfigurability and portability. 

A sampling rate conversion system contains the deci-
mation filter (decimator) which serves as its foundational 
element. The decimation filter executes both low-pass fil-
tering together with down-sampling operations. The filter 
changes high-frequency high-bit-rate low-resolution data 
into low-frequency high-resolution data. The system finds 
its primary applications in the areas of speech processing 
as well as radar antenna and communication systems. In 
recent years, researchers have actively worked on devel-
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oping decimation filters with enhanced performance. 
Decimation depends on both a high-quality low-pass fil-
ter and a sampling rate converter to perform frequency 
reduction of the sampling data [1].

The changing of sampling rates for processed digital 
signals becomes vital or practical in numerous signal 
processing applications. The actual task proves simple 
for most cases yet high-ratio interpolation and decima-
tion operations need digital low-pass filters to maintain 
small bandwidth areas along with narrow transition 
bands. When filter requirements include long impulse 
response duration it leads to very complex imple-
mentations for both interpolation and decimation al-
gorithms. A solution to Frequency Response Masking 
(FRM) involves splitting the resampling filter design 
into separate filters with more achievable specifica-
tions. The implementation complexity decreases when 
non-zero coefficients are reduced across the entire fil-
ter structure in the design results [2].

Telecommunication businesses adopt Digital Down 
Converter (DDC) technology as their primary tool. Sup-
pliers select DDC converters as a standard component 
for cellular phones. A cell phone chip contains vari-
able frequency amplifiers together with high-speed 
(12 or 14 bits) Analog-to-Digital converters and DDC. 
Design operating specifications of the parts range 
from 50 MHz to 65 MHz with oscillations enabling us-
age of Signal parts at frequencies up to 300 MHz. DDC 
enables users to program the frequency together with 
bandwidth settings during data conversion operations.
The conversion operation together with filtering takes 
place digitally through a linear sequence. The combi-
nation of DDC and a digital I / Q demodulator func-
tions with frequency programmability [3]. Fixed-ratio 
multi-rate techniques using L/M, where both are posi-
tive integers, serve as standard sample rate conversion 
(SRC) methods.The B-spline interpolation performs the 
conversion process to change the sample rate. The ap-
proach enables the completion of Digital Audio Tape 
(DAT) to Compact Disc (CD) sample rate conversion 
while all CD-to-DAT filter coefficients remain unaffect-
ed. Hogenauer filters operate as cascaded integrated 
comb filters for digital systems to deliver major altera-
tions in sampling rates [4].

The processing requirement for sample rate conver-
sion is high while channelisation takes place in this 
stage. A bandlimited Intermediate Frequency (IF) digi-
tal signal processed at a high sampling rate obtains its 
low-frequency components by mixing it with digital 
oscillator samples in a quadrature position. After down-
conversion, the signal gets decimated to its required 
sampling rate with subsequent filtering done to it. Paul 
Burns shows that each channel requires two expensive 
high-end Digital signal processors (DSPs) during the 
down-conversion operation. Reconfigurable FPGAs 
replace Digital signal processors while providing high-
skill design options together with accurate computa-
tional power and better performance execution [5].

The proposed work introduces an optimized IoT gate-
way architecture that integrates multiple low-data-rate 
communication protocols (LoRa, Sigfox, and NarrowBand-
Internet of Things (NB-IoT)) with a high-speed Wi-Fi inter-
face using FPGA-based implementation. The core novelty 
lies in the design of an efficient sample rate conversion 
strategy, where cascaded CIC filters are employed for 
both interpolation and decimation processes. To further 
minimize distortion, the interpolation unit incorporates 
CIC filtering followed by D flip-flops and an averaging cir-
cuit, while the downsampling path integrates D flip-flops 
before the CIC stage to produce a smooth signal. The pro-
posed architecture is optimized for reduced hardware re-
source utilization and low power consumption, making it 
suitable for energy-constrained IoT applications.

The main contributions of this work can be summa-
rized as follows:

•	 A unified hardware architecture that supports mul-
tiple IoT protocols on the sensor side and Wi-Fi on 
the IoT server side.

•	 Introduction of cascaded CIC filters with auxiliary 
circuits (DFFs and averaging units) to reduce high-
frequency distortions during upsampling and 
downsampling.

•	 Development of a multi-frequency clock genera-
tion mechanism using sequential counters and 
flip-flops to achieve flexible protocol switching 
with low area overhead.

•	 The architecture is tailored to minimize slice LUTs, 
registers, and flip-flops while reducing dynamic and 
static power consumption on FPGA and the pro-
posed system achieves enhanced reconstruction 
quality, validated through RMSE and SNR analysis.

2.	 LITERATURE SURVEY

A review of significant research findings explores 
modern architectural and methodological strategies 
which enhance performance for SDR and electronic 
warfare and real-time data acquisition systems.

The power of the multichannel fractional sample rate 
convertor could be reduced through the optimization of 
filter coefficient hamming distance by using Genetic al-
gorithms according to Vivek's proposal. The key element 
of the multichannel fractional sample rate convertor 
consists of the Cascaded multiple architecture finite im-
pulse response filter (CMFIR filter). The CMFIR filter works 
through the successive implementation of CIC & multiply-
accumulate architecture (MAC) FIR filter components. 
The genetic algorithm minimizes how well-matched suc-
cessive filter coefficients of the CMFIR filter are to each 
other in terms of the Hamming distance.The reduction of 
the hamming distance between filter coefficients leads 
to reduced transitions between the values of 0 and 1 or 
1 and 0. The methods minimize both Complementary 
Metal-Oxide-Semiconductor (CMOS) transistor switch-
ing and therefore decrease total Dynamic power usage 
in multichannel sample rate converters [6].  Brunel et al 
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developed an FPGA circuit for Software Defined Radio 
applications which executes arbitrary-ratio signal re-sam-
pling between the Low-Frequency band and Very High-
Frequency ranges. This SDR application allows designers 
to manage Spurious-Free Dynamic Range (SFDR) with 
an easy implementation that functions independently of 
additional clock requirements which suits FPGA designs 
with limited clock resources [7].   The architecture pro-
posed by Debarshi et al. consists of a COordinate Rotation 
Digital Computer (CORDIC) processor as a digital oscilla-
tor before a multi-stage CIC filter which acts as a high-rate 
decimation filter. An MSFIR decimation filter with multiple 
output channels performs perfect results through its de-
sign. Design and implementation of the entire proposed 
DDC architecture occurred in the Xilinx ISE 14.7 simula-
tor through optimization techniques targeted to operate 
on a Xilinx Kintex-7 FPGA device. Implementing DDC on 
FPGA offers high flexibility, moderate cost, and customiz-
able design options [8].

Xinxing et al. put forward an optimization design meth-
od which implements parallel digital down-conversion 
combined with polyphase filtering. The mathematical 
model of high-speed digital down-conversion starts with 
derivation followed by an efficient implementation de-
sign of traditional DDC architecture. A down-conversion 
structure for high-speed frequencies has been designed 
through parallel filtering and frequency conversion. The 
paper provides instructions for two main design aspects 
of parallel frequency conversion parameters and multi-
path filter coefficient calculation methods [9].  The acqui-
sition system designed by Dai et al incorporates a 5Gsps 
real-time sampling rate together with PXI bus-based mass 
storage. A system sampler achieves parallel sampling 
through its multi-core analog-to-digital converter (ADC). 
The system features an exact sampling timer along with 
sufficient digital values that support real-time sampling 
performances. FPGA technology serves as the solution 
to acquire fast data samples from the ADC.The serial-to-
parallel module in the FPGA reduces the data rate. The 
trigger detection unit functions to manage storage proce-
dures to increase detection capabilities for short-duration 
signals. The system gains improved capability to acquire 
high-speed signals because of its designed mass data 
storage structure [10].

Xiang et al. details an FPGA based analog to digital 
converter implementation tailored for extreme cryogen-
ic conditions (liquid helium). They propose a soft-core, 
multi-lane ADC architecture—likely implying parallel 
digitization channels implemented as FPGA IP—to func-
tion robustly at extremely low temperatures. This work 
is significant because typical ADC hardware fails in cryo-
genic environments, and soft-core logic on FPGA pro-
vides flexibility and resilience. Applications could include 
quantum computing sensors or space-based cryogenic 
instrumentation [11]. Agarwal and Bopanna presents a 
reconfigurable pipelined architecture for a sample-rate 
conversion (SRC) filter, optimized for software-defined 
radio (SDR) receivers. Utilization of pipelining suggests a 

focus on high throughput and timing efficiency. The ar-
chitecture likely supports dynamic reconfiguration, en-
abling different sample rates on-the-fly in SDR contexts, 
improving flexibility and performance under changing 
operational conditions [12]. Liu et al. introduces an FPGA 
design that executes 1024-channel channelization—
dividing an input wideband signal into 1024 narrower 
sub-bands—for SDR applications. The architecture is 
reconfigurable, enabling adjustments to channel char-
acteristics (like bandwidth or center frequency). This is 
particularly relevant for high-density SDR systems and 
spectral processing, such as cognitive radio or multipro-
tocol monitoring [13].

Zeineddine et al. propose an FPGA-based approach 
for arbitrary sample-rate conversion, facilitating multi-
standard digital front-ends in one flexible architec-
ture. This is key for devices that must handle diverse 
standards requiring different sampling rates. The fo-
cus is on efficiency—both in resource use and perfor-
mance—supporting seamless interoperability among 
multiple RF standards [14]. Agarwal and Bopanna et al. 
describes a multi-rate filtering architecture for SDR re-
ceivers utilizing distributed arithmetic (DA). DA allows 
multiplierless implementation, saving FPGA logic, and 
offers low-latency, area-efficient performance, which 
is critical in real-time SDR applications. The multi-rate 
capability indicates adaptability to different sampling 
frequencies or standards [15].

Different effective approaches in multichannel sam-
ple rate conversion and digital down-conversion and 
high-speed data acquisition surface through the re-
viewed studies. Multichannel sample rate conversion 
systems achieve increased power efficiency and com-
putational performance through Genetic Algorithms 
alongside FPGA-based architectures and parallel pro-
cessing methods. The incorporation of modern filter 
structures with re-sampling protocols boosted SDR 
and electronic warfare system capabilities. Data pro-
cessing together with storage at high speeds turns out 
to be highly effective when implemented using FPGA-
based acquisition systems.The developed innovations 
create a solid basis which researchers can use to estab-
lish improved digital signal processing technologies 
that utilize resources efficiently at scale.

3.	 AREA AND POWER OPTIMIZED 
ARCHITECTURE OF SAMPLE RATE CONVERTER 
FOR IOT GATEWAY APPLICATIONS

3.1.	 IoT Gateway

The fast expansion of the IoT demands the incorpo-
ration of heterogeneous devices and communications 
protocols that have different power and networking 
capacities. The IoT gateways have thus become a very 
important element, allowing smooth connectivity and 
offering the computing power required in an edge com-
puting environment. A home Internet Gateway links 
the Local Area Network (LAN) to the Internet Service 
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Provider network [16]. The IoT devices establish connec-
tions to the IoT Gateway through various wireless proto-
cols that include Sub-Gigahertz (Sub-GHz), Long Range 
Wide Area Network (LoRaWAN), Sigfox, Long-Term Evo-
lution (LTE), LTE-Machine Type Communication (LTE-M), 
and Wi-Fi. The system establishes Internet connectivity 
(Public Cloud) through either Ethernet LAN or Fiber Op-
tics Wide Area Network (WAN) network connections. The 
connection between IoT devices and IoT Gateway and 
connected IoT systems as illustrated in Fig. 1 [17].

Fig. 1. Interface with IoT devices, IoT Gateway and, 
IoT systems

3.2.	 LORA

LoRa is a low-power wide-area network (LPWAN) 
modulation technology developed by Semtech, de-
signed for long-range connectivity with minimal en-
ergy consumption. It enables communication up to 3 
miles (5 km) in urban areas and over 10 miles (15 km) 
in rural environments. LoRaWAN, the networking stan-
dard built on LoRa, employs a star topology to connect 
large numbers of low-power devices requiring deep in-
door or wide-area coverage [18].

3.3.	 Sigfox

Sigfox is an ultra-narrowband low-power wide area 
network (LPWAN) technology that supports Binary 
Phase-Shift Keying (BPSK) modulation to transport 
data on unlicensed bands of the radio spectrum, in-
cluding the 915 MHz ISM band in the US. Its end point 
radios are simple and make the devices low cost and 
low powered, whereas the communication is handled 
by complex base stations. Sigfox can transmit very low 
data rates, up to 300 baud, with small 12 bytes of pay-
load per message. The uplink communication is mainly 
based on DBPSK and downlink on GFSK. Its long range 
low power transmission makes it applicable in smart 
metering and remote sensing, although the limited 
bandwidth is a disadvantage [19].

3.4.	 NBIoT

NB-IoT is an LPWAN based on standards that can sup-
port large-scale IoT deployments with improved power 
efficiency, capacity, and spectrum use. It enables deep 
indoor and rural coverage with ultra-low device com-

plexity, enabling battery life of more than a decade. 
NB-IoT module is affordable, similar to Global System for 
Mobile Communications / General Packet Radio Service 
(GSM/GPRS) modules, and has the advantages of lower 
manufacturing costs the more it is adopted [20].  

3.5.	 Proposed FPGA Architecture

Fig. 2 shows the proposed FPGA-based architecture of 
an IoT gateway that enables multi-protocol communica-
tion and an efficient SRC. The RF transceivers have been 
used at the top and bottom of the framework to support 
the wireless communication interfaces that allow two-
way data traffic between the IoT sensor nodes and the 
central gateway. The FPGA has a number of dedicated 
modules that work in unison to provide smooth proto-
col integration and data synchronization, as well as op-
timization of sample rates. The Wi-Fi interface provides 
high-speed access to IoT servers and storage and is the 
main data upload and downstream control channel. 

Fig. 2. Proposed Architecture

There is a special clock generation unit which gen-
erates numerous synchronised clock signals- such as 
clkWiFi , 𝑐𝑙𝑘𝑠𝑓, 𝑐𝑙𝑘𝑛𝑏, and 𝑐𝑙𝑘𝑙𝑜𝑟𝑎 which are in line with 
various wireless standards. A clock control block man-
ages these clock signals and enables the flexibility and 
adaptive frequency assignment to various sensor proto-
cols. The design can be considered as a central module, 
the Sample Rate (SR) Selector that enables a dynamic 
switch between different IoT communication protocols 
such as LoRa, Sigfox, and NB-IoT. All these communica-
tion blocks contain upsampling (U) and downsampling 
(D) blocks, which are also realized with CIC filters and 
allow interpolation and decimation. The upsamplers 
condition the low-data-rate sensor signals before they 
are transmitted and the downsamplers condition the 
high-data-rate incoming signals to be compatible with 
the storage and control interfaces. Such a configuration 
makes it possible to effectively synchronize and transfer 
data using heterogeneous devices without quality loss.  
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Fig. 3 has shown the block diagram of the proposed 
IoT Gateway that is capable of integrating various com-
munication protocols by the centralized processing core 
that is based on FPGA. The architecture is aimed at eas-
ing the exchange of heterogeneous IoT devices with the 
internet infrastructure. On the front end, the Input RF 
Interface receives incoming wireless signals of IoT nodes 
with a wide range of protocols including NB-IoT, SigFox, 
and LoRa. These signals are then fed into an FPGA, where 
they are processed in a manner that includes protocol 
translation, data synchronization and filtering so that 
they are compatible with the system. The Output RF In-
terface is responsible on the transmission side to deliver 
processed data back to the IoT devices or IoT networks 
to which it is connected. The system also includes the 
Wi-Fi module to offer high-speed backhaul connection 
to cloud platforms or local servers to store, analyze and 
monitor. The design will be interoperable across a large 
range of IoT devices by incorporating NB-IoT, SigFox, and 
LoRa within the gateway, using those different frequen-
cy bands and communication protocols. The FPGA is the 
central controller, which coordinates protocol, switch-
ing, and real-time processing, and thus, the low-latency 
communication, scalability, and adaptability. 

Fig. 3. IoT Gateway Block

3.6.	 CIC Filter

The CIC digital filters represent a cost-effective meth-
od to implement narrowband low-pass filters that find 
applications in hardware solutions for decimation and 
interpolation functions and delta-sigma converter fil-
tering. CIC filters excel in anti-aliasing functions dur-
ing sample rate reduction operations as well as anti-
imaging applications in signal sample rate increase 
scenarios. The applications require fast data processing 
which includes hardware quadrature modulation and 
demodulation for wireless systems as well as delta-
sigma A/D and D/A converters. Tapped-delay line finite 
impulse response (FIR) filters with linear-phase work to 
fix the non-flat passband characteristics of CIC filters by 
following them or placing them before them.The cas-
caded-filter architectures have valuable benefits. 

•	 The FIR filters operate at reduced clock rates mini-
mizing power consumption in high-speed hard-
ware applications

•	 CIC filters are popular in hardware devices; they 
need no filter coefficient data storage and require 
no multiplications. The arithmetic needed to im-
plement CIC filters is strictly additions and subtrac-
tions only.

•	 Narrowband low-pass filtering can be attained 
at a greatly reduced computational complexity 
compared to using a single low-pass FIR filter. This 
property is why CIC filters are so attractive in deci-
mating and interpolating DSP systems.

CIC filters structure the comb section either before or af-
ter their integrator section. Placing the comb section into 
the filter running at the lower sample rate demonstrates 
practical sense. The typical method of implementing CIC 
filters occurs when comb filters exchange positions with 
down-sampling operations. The world received CIC filters 
from Hogenauer in 1981 along with this fundamental 
characteristic. The comb component of the decimation fil-
ter shows a shorter delay length (differential delay) equal 
to N = D/R. The equivalent comb delay relationship exists 
between post-downsampling by R results in N samples 
but pre-downsampling by R produces D samples. Simi-
larly, the comb delay between premultiplication by R with 
N samples provides the same result as post-sampling by 
R with D samples. The new configuration leads to two 
essential advantages that enable data storage reduction 
through N = D/R differential delay line shortening as well 
as reduced clock frequency operation.The implementa-
tion shortens hardware power consumption through 
these two effects. Fig. 4 shows the interpolator using a CIC 
filter. Fig. 5 shows the decimated using the CIC filter.

Fig. 4. Interpolator using CIC filter

Fig. 5. Decimator using CIC filter

3.7.	 CIC Filter Based Down sampler 
	and  Upsampler

Fig. 6. displays the sample rate converter with Interpo-
lator and Decimater CIC filter. The architecture uses CIC 
filters with rate converters to do both interpolation and 
decimation operations. The CIC filter is applied to the in-
coming signal in the forward path and this helps reduce 
aliasing and spectral distortion before it is relayed to the 
rate converter where the sampling frequency is adjusted 
based on system needs. The filter control unit synchroniz-
es the CIC filter functions, and provides adaptive filtering 
in both the upsampling and downsampling operations.
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Fig. 6. Sample rate converter using Interpolator and 
Decimater with CIC filter

4.	 RESULT AND DISCUSSION

The proposed design is coded using Verilog HDL. The 
design is synthesized using Xilinx Vivado software. The 
system is implemented using Xilinx Virtex-4 FPGA de-
vice.The synthesis process is performed in a Windows 
11 system with 6GB RAM @ 2.4 GHz operating frequen-
cy. The proposed design is synthesized in 180n and 
45nm technology using cadence genus tools to evalu-
ate the power and delay performance. Fig. 7 shows the 
simulated output using Modelsim.

Fig. 7. Simulated output using Modelsim

Signal-to-Noise Ratio

SNR functions as a quality measure which indicates 
the potential for false switching through a basic esti-
mation of implementation performance comparison as 
shown in Equation (1).

(1)

V1, V2 … VN are noise sources which can be signal 
dependent, like the shot noise or signal independently.

Root Mean-Square Error

The RMSE of the estimated signal x ̂(n) for M simula-
tion, runs are calculated by Equation (2).

(2)

4.1.	 FPGA Performance Evaluation

Table 1 shows the individual module resource utiliza-
tion. Table 2 presents a comparison of resource utiliza-
tion between the proposed design and previously re-
ported techniques. The results show that the proposed 
work requires significantly fewer registers (193), LUTs 
(246), and IOBs (70), highlighting its efficiency over ex-
isting methods.

Table 1. Individual Module Resource Utilization

Module 
Name
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e 
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0)
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60
0)
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0)

LU
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as
 L

og
ic

 
(2

0,
80

0)

Bo
nd

ed
 IO

Bs
 

(1
06

)

BU
FG

CT
RL

 (3
2)

top_src_synth 246 193 99 246 79 4

Uaddr 
(AddrGen) 84 24 27 84 0 0

Uclkdiv 
(ClockDiv) 2 1 2 2 0 0

Udec0 
(Decimate) 40 20 20 40 0 0

Udec1 
(Decimate_0) 40 19 19 40 0 0

Udec2 
(Decimate_1) 40 20 20 40 0 0

Uint 
(Interpolate) 40 48 17 40 0 0

Method
Number 
of Slice 

Registers

No. of 
LUT

No. of 
IOB

Number 
of Block 

RAM/FIFO

No. of 
DSP

[7] 560 298 - - 26

[12] 24452 44724 - - -

[13] 46245 36995 - 170 -

[14] 4173 3275 - - -

This work 193 246 70 - -

Table 2. Resource Utilization with Previous 
Techniques

4.2.	 Power Performance

Table 3 shows the overall FPGA resource utilization, 
where LUTs (1.18%) and registers (0.46%) occupy a very 
small fraction of the available resources, while I/O us-
age is comparatively high at 74.53% due to external 
connectivity, and BUFG utilization remains moderate 
at 12.5%. Table 4 presents the power consumption 
analysis, indicating that dynamic power dominates 
at 99%, with I/O operations contributing the largest 
share (83%), while static power is minimal at only 1%. 
Fig.8 shows the overall Register–Transfer Level (RTL) 
schematic. Fig. 9 shows the implementation in Virtex-4 
FPGA. Fig. 10. shows the RTL of the downconverter in 
the cadence genus tool. Fig. 11. shows the RTL of the 
Upconverter in the cadence genus tool. Fig. 12. shows 
the overall circuit in cadence genus tool.
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Table 3. Overall Resource Utilization

Resource Utilization Available Utilization %

LUT 246 20800 1.18%

FF 193 41600 0.46%

IO 79 106 74.53%

BUFG 4 32 12.50%

Table 4. Power consumption

Category Sub-Category Power (W) Percentage

Dynamic  
(33.942 W, 99%)

Signals 3.129 W 9%

Logic 2.667 W 8%

I/O 28.147 W 83%

Static  
(0.485 W, 1%) PL Static 0.485 W 100%

Fig. 8. Overall RTL schematic

Fig. 9. Implemented in Virtex-4 FPGA

Table 5 presents the ASIC performance evaluation, 
where the proposed work achieves the lowest cell count 
(2701) with reduced power consumption (2 mW) and im-
proved delay (1.02 ns) at 180 nm technology, demonstrat-
ing better efficiency compared to previous methods.

Table 5. ASIC Performance Evaluation

Methods Number of 
Cells

Power 
(mW)

Delay 
(ns) Technology

[5] 48362 3.63 2.11 45nm

[15] 3246748 2.491 8 90 nm CMOS

This work 2701 2 1.02 180nm

Table 6 shows the synthesized power output for 180 
nm and 45 nm CMOS technologies, where scaling down 
to 45 nm reduces the number of cells and leakage power, 
while also lowering internal and net power compared to 
180 nm, with switching power remaining nearly the same.

Table 6. Synthesised power output using 180 nm 
and 45 nm

Technology Number 
of Cells

Leakage 
(nW)

Internal 
(nW) Net (nW) Switching 

(nW)

180 nm 
CMOS 2701 200.86 1225371.81 799191.57 2024563.38

45 nm 
CMOS 2006 109.39 1135487.67 689714.31 2021369.14

Fig. 10. RTL of downconverter in cadence genus tool

Fig. 11. RTL of Upconverter in cadence genus tool

Table 7 highlights the synthesized results for core 
area, showing that technology scaling from 180 nm to 
45 nm significantly reduces the core area from 2.3 µm² 
to 0.3 µm², along with a decrease in the number of cells.
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Table 7. Synthesized results for core area using 
180nm and 45nm

Technology Cells Core Area(µm2)
180 nm CMOS 2701 2.3

45 nm CMOS 2006 0.3

Fig. 12. Overall circuit in cadence genus tool

Table 8 compares RMSE and SNR across different tech-
nology nodes, showing that the 45 nm CMOS process 
achieves lower RMSE values (1.4% uplink, 1.2% down-
link) and higher SNR (24.8 dB uplink, 26.3 dB downlink) 
compared to the 180 nm CMOS process, indicating su-
perior signal quality and accuracy with scaling.

Table 8. Comparison of RMSE and SNR

Technology Process 
(nm)

RMSE 
Uplink 

(%)

RMSE 
Downlink 

(%)

SNR 
Uplink 

(dB)

SNR 
Downlink 

(dB)

180 nm CMOS 180 3.2 2.8 18.5 20.1

45 nm CMOS 45 1.4 1.2 24.8 26.3

Table 9 provides a comparative evaluation of FPGA 
and ASIC implementations. The FPGA design shows 
very low logic utilization but high dynamic power con-
sumption (33.94 W), while the ASIC implementations 
in 180 nm and 45 nm CMOS demonstrate significant 
improvements in power efficiency and area reduction, 
with the 45 nm technology achieving the most com-
pact core area (0.3 µm²) and lowest leakage power.

Table 9. FPGA vs. ASIC Performance Comparison

Platform Metric / Resource Value

FPGA  
(Xilinx 

virtex-4)

LUT Utilization 246 / 20,800 (1.18%)

FF (Registers) 193 / 41,600 (0.46%)

IO 79 / 106 (74.53%)

BUFG 4 / 32 (12.5%)

Dynamic Power 33.942 W (99%)

Static Power 0.485 W (1%)

Total Power 34.427 W

SNR / RMSE 63.4 dB / 0.0558

Max Freq. 162.7 MHz

5.	 CONCLUSION

This work proposes a new area and power-optimized 
sample rate converter architecture for the IoT gate. 
Lora, SigFox and NbIoT protocols are used to generate 
low data rate input, and WiFi is used in the IoT storage 
interface side. A catch memory is used as the inter-
face to receive the low data rate input and store it.The 
proposed work is implemented using Xilinx Virtex-4 
FPGA and evaluated hardware resource utilization and 
power consumption performance.To evaluate hard-
ware resource utilization, the number of slices, LUT, 
and flip flops are measured and compared with con-
ventional implementation.This design achieved good 
performance regarding hardware resource utilization 
and power consumption. Experimental results dem-
onstrate that the proposed method has low RMSE of 
1.2% (downlink) and 1.4% (uplink), high SNR of 26.3 
dB (downlink) and 24.8 dB (uplink) in 45 nm CMOS 
technology, which is better than conventional 180 nm 
implementations. Moreover, the ASIC implementation 
is also very area efficient, where the core area has been 
decreased by a factor of 8x between 180 nm (2.3 um 
2 ) and 45 nm (0.3 um 2 ) due to the technology scal-
ing. Future research directions will be aimed at the 
expansion of the proposed architecture to include ac-
ceptability of the latest 5G/6G IoT requirements, the 
machine learning-based traffic decision-making, and 
the energy efficient operation in ultra-low-power ap-
plications. In addition, the investigation of both recon-
figurable hardware accelerators and security-aware 
integration of different protocols will contribute to the 
enlargement of the strength and deployment of the 
gateway in the big IoT environment. 
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Abstract – In an age where digital interconnectivity permeates every aspect of daily life, cyber threats have grown more advanced, and 
as a result, they pose very dangerous threats to individuals, enterprises, and governments all the same. This review offers a systematic 
synthesis of cyber threats, new attack surfaces, and new defense techniques, with emphasis on the convergence of artificial intelligence 
(AI) and domain-specific issues within cloud, IoT, and mobile networks. Upcoming new technologies like quantum and 5G further present 
risks that require further new developments in cryptography and solutions in network security. In addition to providing an overview 
of current work, this paper makes an original contribution by presenting a comparison of prominent methods and studies, divided 
by defense strategy, domain, and performance measures. The approach for the study focuses more on the requirement of technical 
innovation to be blended with frameworks that are ethical and regulatory in nature, addressing complex and dynamic threats in the 
nature of cybersecurity. Recommendations for further research in the future include quantum-resistant algorithms, improved AI models 
that can be used for more effective cybersecurity, and creation of ethical standards in the digital defense of the resources of the nation to 
do it more robustly and responsibly.

Keywords:	 information security, Cyberattacks, Intrusion detection system, SIEM, SOAR, Security system, security awareness

Volume 17, Number 2, 2026

Medha Wyawahare*
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
medha.wyawahare@vit.edu 

Milind Rane
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
milind.rane@vit.edu 

Sharvari Bodas 
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
sharvari.bodas21@vit.edu 

Swarali Damle 
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
sharvari.bodas21@vit.edu

Shoumik Daterao
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
shoumik.daterao21@vit.edu 

Arya Chopda
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
arya.chopda21@vit.edu

Siddharth Bhorge
Department of Electronics and Telecommunication 
Engineering, Vishwakarma Institute of Technology, 
Pune, India
siddharth.bhorge@vit.edu

Received: April 28, 2025; Received in revised form: July 3, 2025; Accepted: August 10, 2025

*Corresponding author

1.	 	INTRODUCTION

Over the recent explosion of digital landscapes, un-
precedented levels of cyber threats have threatened 
individual, corporate, and governmental lifelines. With 
the increasing interconnectedness of systems, the at-

tack surface that threatens cybercriminals has more 
than expanded, allowing for greater sophistication in 
exploiting vulnerabilities [1]. The aftermath of cyber 
attacks tends to be multifarious; therefore, it may lead 
to financial damage, data breaches [2] [3]. The new 
world of cybersecurity also includes the challenge of 
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growing threats. In addition to this, attacks such as Ad-
vanced Persistent Threats are well-financed adversaries 
that conduct sustained, targeted attacks on networks. 
APTs aim to breach into organizations' networks; often, 
these go unnoticed for long durations by exploiting 
zero-day vulnerabilities, thereby putting sensitive data 
and critical systems at a considerable risk [4], [5]. These 
attacks require defense systems not only to block the 
intrusion but to identify it and respond promptly.

Artificial Intelligence (AI) and Machine Learning (ML) 
now stand as weapons in this cyber battle. They can 
process huge amounts of real-time data for detecting 
malicious behavior which may be missed by traditional 
techniques [6]. AI-based solutions can be used to auto-
matically identify threats, thus allowing cybersecurity 
teams to react more quickly to incoming threats [7]. Yet 
while AI offers new opportunities for improving cyber-
security, it also represents new challenges because at-
tackers might try to defeat or trick AI models to avoid 
security controls [8]. IoT has further confused matters 
in its attempts to create an increasingly sophisticated 
Internet of Things, but on this count, the expanding 
global complexity does nothing but add to the chal-
lenge of cybersecurity. There are billions of IoT devices 
in operation today, many with weak or no security, 
which attackers have identified as routes to mount 
large-scale attacks, for instance, DDoS [9], [10]. Last is 
hard to secure because diversity makes it challenging 
to patch in the field found after deployment. Integra-
tion of IoT into critical infrastructure increases the de-
mand for stronger security protocols in safeguarding 
such devices against cyberattacks [11]. In addition, 
blockchain technology is gaining attention for its po-
tential application for cyber security. The decentralized 
nature of blockchain and its cryptographic foundations 
would make such a framework immune to tampering, 
hence providing a safe place for the storage and trans-
mission of data [12]. Blockchain has been researched in 
applications involving secure communication, digital 
identity verification, and transaction monitoring. How-
ever, despite all this promise, it has numerous challeng-
es facing it, with major ones having to do with scalabil-
ity and high energy consumption. These aspects limit 
its higher adoption into cybersecurity frameworks [13].

The other tool part of the application in modern 
cybersecurity efforts is the Security Information and 
Event Management (SIEM) systems which facilitate the 
monitoring of data from different sources in support of 
real-time threat visibility [6]. With SOAR, SIEM platforms 
can provide faster and more effective incident respons-
es and therefore potentially contain situations before 
significant damages are incurred [14]. Such systems are 
critical to guiding organizations to better manage the 
thousands of alerts thrown off by modern cybersecu-
rity tools [7].

In the future, therefore, it is going to be one of the 
most significant challenges for cybersecurity. Once 
achieved, and fully realized, quantum computers may 

break most encryption algorithms that today are used 
to secure data [12]. This puts direct endangerment to 
confidentiality related to sensitive information because 
quantum algorithms can be used to decrypt data that 
currently is considered secure [15]. As an answer, re-
searchers are developing quantum-resistant crypto-
graphic algorithms, which will be obligatory to main-
tain data security post-quantum [13], [14].

While there are many review studies in the field of 
cybersecurity, the majority concentrate on either indi-
vidual technologies, for instance, machine learning for 
intrusion detection, or individual fields like cloud or IoT 
security. Even fewer works offer a broad understanding 
across technical, architectural, and ethical aspects. This 
paper tries to bridge the gap by providing a systematic, 
multi-domain overview that categorizes and contrasts 
current threats and defenses and highlights their inter-
dependencies and real-world implications. In contrast to 
descriptive only surveys, this overview focuses on com-
parative analysis through summarizing recent empiri-
cal literature, reviewing defense methods with perfor-
mance-based assessments, and signaling new issues like 
AI-enabled attacks, quantum-age vulnerabilities, and 
the ethical need for governing cybersecurity systems.

Through synthesizing existing literature using a do-
main-based perspective and analysing strengths and 
weaknesses of dominating methodologies, this paper 
intends to act as an encompassing guide for research-
ers, professionals, and policymakers. Not only does it 
scan available work, but it also critically outlines ar-
eas of research gaps and suggests avenues for future 
investigation—especially in adaptive AI frameworks, 
quantum-resilient cryptographic protocols, and cross-
disciplinary security paradigms.

2.	 CYBER THREATS AND ATTACK VECTORS

Cyber threats are diverse, employing various tactics 
to exploit vulnerabilities in systems and networks. The 
most common attack are as given below.

2.1.	 Malware

A malicious software whose forms include viruses, 
worms, ransomware, and spyware; they are primarily 
targeted at harming or stealing data from systems. It 
mainly spreads through phishing emails or com- prom-
ised websites or malicious downloads on personal as 
well as corporate devices [16]. A very destructive form 
of malware is ransomware that encrypts data and 
demands ransom payments for recovery. It has also 
shown a drastic surge in its attacks lately targeting 
sectors such as healthcare and finance that resulted in 
losses not only to the financial implications but also to 
the operational shutdowns [17]. The polymorphic mal-
ware does pose other kinds of challenges due to the 
constant changing of code so as not to be detected by 
the traditional antivirus solutions [18]. Mobile malware 
has gained and risen where attackers exploit flaws in 
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mobile applications and utilize this to gain access to 
sensitive information on the smartphone [19].

2.2.	 Phishing

Phishing remains one of the very successful attack 
vectors, operating on deception to steal sensitive infor-
mation or install malware. While initially email-centric, 
phishing now encompasses various modes like social 
media and SMS, commonly known as smishing [20]. 
Phishing attacks typically capture login credentials, 
financial information, or personal details. One type of 
targeted phishing attack such as Spear phishing tar-
gets a specific individual, usually with a high position 
or handling sensitive and critical systems [21]. Most 
attacks use phishing as the entry point to launch a 
large-scale attack, for example, a business email com-
promise, wherein attackers impersonate executives to 
approve fraudulent financial transactions [22].

2.3.	 Social Engineering and Insider 
	 Threats

They exploit psychological vulnerabilities rather 
than technical ones. In any case, their means is always 
the psychological manipulation that forces users to 
divulge confidential information. Other attacks with 
phishing or impersonation attempts are usually found 
along with these attacks. The insider threat is another 
major one-person threat. Insider refers to those who 
gain authorized access and accidentally or intentional-
ly compromise security. A disgruntled employee or one 
who has mal-intentions may misuse this access to steal 
sensitive data or sabotage operations [23]. Even unin-
tentional acts, for instance, clicking an email phishing, 
or sharing one’s credentials, can potentially cause large 
breaches in security [24].

2.4.	 APT Advanced Persistent Threats

Advanced Persistent Threats, also known as APTs, 
are long-lasting attacks that are usually performed by 
nation-state actors or well-funded criminal enterprises. 
They usually employ a combination of social engineer-
ing, phishing, and zero-day exploits to gain a presence in 
the target’s network and can evade detection for years. 
The purpose of such an attack is to steal sensitive data or 
disrupt operations in critical infrastructure sectors, such 
as energy, finance, or defense [25]. This is why APTs, with 
persistence and stealth attributes, are highly dangerous 
as they most of the time evade the traditional security 
measures implemented, and when caught late in the 
day, it might lead to catastrophic damage.

2.5.	 Emerging Threats 

Cyber threats are numerous, using various tactics they 
are exploiting weaknesses in the network. Of the many 
attack vectors, malware, phishing, insider threats, and 
APTs are the most common. Each is constantly evolving, 
becoming more complicated and destructive with time.

2.5.1.	 IoT Vulnerabilities

IoT devices have drastically increased the attack sur-
face for cybercriminals with their sheer growth. IoT 
devices are mostly not very secure with minimum en-
cryption and authentication in place. As a result, these 
devices have now become the most sought-after by 
hackers [26]. They are increasingly connected to critical 
systems, including healthcare and industrial controls 
and their compromise will have very disastrous impacts. 
Botnet attacks, including the Mirai botnet, have proved 
the power of hacking unsecured IoT devices in massive 
Distributed Denial of Service (DDoS) attacks [27].

2.5.2.	 AI-driven Attacks

Cyber-criminals are now arming themselves with 
Artificial Intelligence to carry out more efficient and 
evasive attacks. It has been referenced that AI-based 
attacks use the algorithm in machine learning to auto- 
scanner vulnerabilities, craft sophisticated phishing 
campaigns, and avoid discovery while in the learning 
phase about defensive patterns of targeted systems 
[28]. For instance, AI can prepare customized phishing 
messages that may most probably fool their recipient, 
thus raising the success percentage of these assaults as 
seen in [29].

2.5.3.	 Ransomware Evolution

The trend with ransomware attacks has become even 
more aggressive in terms of methods, one of which is 
double extortion. In such an approach, unless a ransom 
is paid, attackers encrypt the data and they jeopardize 
divulging sensitive information. Indeed, this method 
has been widely proven to be highly effective at forcing 
organizations to pay ransoms due to reputational dam-
age and legal consequences [30]. Critical infrastructure 
targeting, including hospitals and energy sectors, is also 
one of the types of attacks that made ransomware one 
of the significant cybersecurity threats of today [27].

3.	 CYBER DEFENSE TECHNIQUES

Cyber defense techniques have various techniques 
aimed at proactively identifying and mitigating cyber 
threats as well as preventing them. Based on the com-
bination of detection, response, and adaptive security 
measures to ensure defense against evolving attack 
vectors that might otherwise compromise the systems, 
cyber defense techniques protect critical systems from 
evolving attack vectors and reduce potential risks.

3.1.	 Intrusion Detection System

IDS is a subelement within the cybersecurity, moni-
toring network and system activities for suspicious 
behavior. Intrusion detection means obtaining infor-
mation regarding unauthorized access, violations of 
system policy, or malicious activity that may put the 
integrity, confidentiality, or availability of the system in 
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danger. IDS operates through network packets as well 
as system logs, which are patterns indicating that an at-
tack or policy violation is underway or has already been 
set in motion [31, 32]. Contemporary IDS solutions of-
fer immediate alerts to their administrators regarding 
the occurrence of an intrusion, meaning that response 
time and damage are being achieved in a rather short-
er period [33]. There are several types of IDS based on 
the detection methodology adopted:

3.1.1. 	 Signature-based Intrusion Detection 
	 Systems (SIDS)

SIDS rely on the comparison of network traffic with 
a pre-established database containing a set of known 
attack signatures. These work well on the detection 
of known attacks because they match a specific pat-
tern, for instance, a byte sequence, packet headers, 
or known malware footprints. However, SIDS, by their 
nature, cannot identify new, zero-day attacks because 
they rely solely on signatures that yet do not exist for 
threats [32, 34]. For example, if malware has assumed 
a new version that adopts a payload structure that is 
not known to any signature, then the SIDS will miss it 
until there has been an update in the signature data-
base [35].

3.1.2.	 Rule-based IDS

Also known as policy-based IDS, these systems iden-
tify intrusions by comparing and checking net- work 
activity against predefined rules. Such systems are very 
highly adaptable because an administrator can define 
specific behaviors that should be flagged. For example, 
a rule may mark traffic coming from a particular IP 
address or volumes of traffic over a certain threshold 
within a timeframe [36, 37]. Although rule-based IDS 
are flexible, they need continuous tuning and mainte-
nance to stay effective, especially as network config- 
urations change and various new attack techniques 
appear [33].

3.1.3.	 Anomaly-Based Intrusion Detection 
	 Systems (AIDS)

AIDS use an altogether different approach: instead 
of trying to match specific signatures or rules, it iden-
tifies deviations from the norm. In these systems, ML 
is employed to baseline normal network behavior and 
detect intrusions based on recognizing activities that 
significantly deviate from this baseline [31, 36]. The 
strength of AIDS is its ability to identify zero-day at-
tacks, since it does not depend on a database of known 
signatures [38]. However, when there’s a higher false 
positive rate, benign anomalies are often mislabeled as 
a threat [35, 37].

3.1.4.	 Hybrid Intrusion Detection Systems

The hybrid IDS takes the best from the signature-
based and anomaly-based approaches. They try to 

of- fer better defense from threats for which signatures 
exist and anomaly detection for emerging unknown 
threats. Hybrid systems are very efficient in all high-
traffic production environments where a significant 
number of known and emerging threats is expected in 
place - this could be the case for enterprises or critical 
infrastructure [39, 40].

3.1.5.	 Host-based vs. Network-based IDS

IDS can also be classified based on what environment 
they monitor. The host-based IDS (HIDS) keeps an eye 
on each device, focusing on system logs, file integrity, 
and user activity to discover the malicious behavior at 
host level. This is as opposed to the NIDS which moni-
tors in real-time network traffic for signs of attacks any-
where in the network. NIDS is more appropriate to de-
tect high-level attacks that contain DDoS attacks, while 
HIDS is more appropriate to detect malware or insider 
threats at the endpoint [32, 41].

3.2.	 Anomaly Detection

Anomaly detection techniques are critical to iden-
tify that there is some kind of deviation from normal 
behavior in a network, which might be raising signals 
towards probable cyber threats. Traditional, old school, 
rule-based systems have matured into more complex 
forms, namely graph-based methods as well as unsu-
per- vised learning, especially in such environments as 
the Internet of Battlefield Things (IoBT), where adver-
sarial attacks prevail [38, 42]. Machine learning models 
combined with adversarial training, therefore, promise 
to resist such attacks by dynamically updating accord-
ing to changing threat landscapes [39, 42]. In addition, 
ensemble learning is a proven method to improve the 
performances of anomaly detection systems in terms 
of precision and resistance within adversarial environ-
ments [38, 39].

3.3.	 ML and Deep Learning

ML and deep learning also bring new innovations 
in cybersecurity, specially in multi-stage complex at-
tacks detection. Recent advances in the field involve 
state-of-art techniques, including Convolutional Neu-
ral Networks (CNNs) and Recurrent Neural Networks 
(RNNs), which are useful in malware classification and 
network intrusion detection [43]. As they are able to 
recognize patterns in huge amounts of data, it can be 
used in actual time to detect advanced threats, includ-
ing ransomware and insider attacks [43, 44]. Also, un-
supervised learning methods, often used for anomaly 
detection with unlabeled data, thus make them handy 
for discovering unknown patterns of attacks [45].

3.4.	 Threat Response Techniques

Other than detection, strong incident response skills 
are required that can rapidly respond in appropri- ate 
and timely manners to incidents. Responding to the 
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threat relates to what may be done in order to contain, 
to mitigate or remediative losses with security breach-
es that eventually will minimize its impacts against an 
organization’s operations and assets.

3.4.1.	 Security Information and Event 
	 Management (SIEM)

The SIEM systems collect, aggregate, and analyze 
varied sources of information such as firewalls and 
endpoint logs, and even network devices, in real time 
to detect security-related incidents. With the advance-
ment of recent machine learning algorithm integra-
tion, SIEM solutions are more equipped to detect 
mature advanced threats with much fewer false posi-
tives. SIEM use in a critical infrastructure environment 
has proven to be very efficient in managing large and 
multi-layered security operations [46, 47].

3.4.2.	 Security Orchestration, Automation,  
	 and Response (SOAR)

Security operations are automated by SOAR to fa-
cilitate fast and effective incident response. The SOAR 
platforms interface with the SIEM systems and other 
tools for seamless threat response across the total 
infrastructure while ensuring standard processes in 
managing incidents [48, 49]. A new version of SOAR 
technology also offers automation through artificial 
intelligence for threat hunting and remediation work, 
thereby saving much manual effort for the security 
analyst. On top of that, SOAR provides advanced case 
management and incident analysis capabilities with 
minimal complexity in post-incident reviews and in-
creases the overall security posture [48].

3.4.3.	 Endpoint Detection and Response

The EDR tool is concentrated on continuous monitor-
ing and response at the endpoint level, as it provides 
deep insights into the behavior of the individual de-
vices. EDR systems build on the strengths of behavioral 
analysis and ML algorithms, to identify APTs which 
would otherwise avoid detection by traditional anti-
virus solutions [50]. EDR also includes forensics and 
threat hunting capabilities that allow security teams 
the ability to unpack incidents in full detail and neutral-
ize threats before they can spread throughout a net-
work [50],[51].

4.	 CYBERSECURITY IN DIFFERENT DOMAINS

Cybersecurity in various domains demands special-
ized approaches to address distinct challenges unique 
to each environment.The following section highlights 
attack vectors and remediation techniques for different 
domains like cloud, mobile, iot, network security and 
the role of artificial intelligence in cybersecurity.

4.1.	 Cloud Security

Multi-tenant architectures present gigantic challenges 
in terms of cloud security due to vulnerabilities exploit-
ed by potential attacks, which may take advantage of 
shared resources and thus compromise the isolation be-
tween the tenants and perhaps data leakage [52]. Data 
privacy becomes challenging in cloud infrastructure 
because it is stored in distributed networks scattered 
all over, allowing for potential unauthorized access and 
some accidental breaches [53]. Furthermore, regulatory 
requirements such as tighter conditions like GDPR make 
cloud security more complex because the cloud service 
providers handle data storage in geographically remote 
locations which complicates issues of legal jurisdiction 
as well as data sovereignty [54]. The best cloud security 
solutions will balance protection for high levels of data 
integrity in conjunction with confidentiality but with 
performance optimizations. Encryption and other secu-
rity measures heavily impact system efficiency so that 
large amounts of data often become too slow to pro-
cess easily with security measures on [55]. Techniques 
such as homomorphic encryption have demonstrated 
promising early results in performing computations on 
encrypted data using secure protocols in a Cloud-based 
environment but are quite limited for commercial use 
due to the high computational costs that pervade the 
development of efficient scalable versions [56].

4.2.	 Mobile Security

The malicious phishing and malware attacks are 
highly targeted on mobile apps due to the wide per-
missions given to applications as well as third-party in-
voked libraries within an application, which may lead to 
leakage of private user information to malicious parties 
[57]. This has also given rise to new forms of risks, as the 
increased complexity of the infrastructures involved in 
5G is vulnerable to attacks on the signaling plane and 
DDoS attacks, affecting layers of both application and 
network [58]. These threats require counter-measures 
from Mobile Device Management (MDM) solutions for 
organizations to monitor and control usage on devices. 
However, MDM systems themselves are also vulnerable 
to such advanced persistent threats (APTs) and mobile 
botnets that potentially bypass traditional detection 
mechanisms and breach enterprise security [59]. Re-
cent works have come forward with blockchain-based 
MDM solutions as a promising advancement for secur-
ing mobile devices, proposing a decentralized manner 
of managing and securing communication channels, 
while persistent scalability challenges remain [60]. 
Adaptive security measures capable of real-time re-
sponses will be indispensable in protecting both net-
works and devices from evolved mobile threats [61].

4.3.	 IoT Security

IoT security is a complex issue for the widespread 
deployment of these IoT gadgets in a variety of envi-
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ronments and the minimal adoption of general secu-
rity standards that expose these devices to multiple 
attack vectors [62]. Most of the IoT devices are always 
constrained in their potential for computational and 
power capacity to provide traditional security proto-
cols like intrusion detection systems and encryption in 
terms of feasibility [63]. Adding to this, the heterogene-
ity of IoT systems-ranging from industrial applications 
to consumer devices-made it even harder to imple-
ment uniform security standards. This made communi-
cation channels and privacy over data very vulnerable 
[64]. Moreover, the high volume of interconnecting IoT 
devices significantly expands the attack surface and 
leaves them open for large-scale attacks like DDoS and 
malware- based intrusions [65]. With regard to such 
security issues, lightweight encryption techniques and 
adaptive architectures are some researches being car-
ried out to protect IoT networks with minimal resource 
usage over individual devices [66]. Despite this, persis-
tent challenges persist, such as inconsistent implemen-
tation of authentication protocols and the difficulty in 
managing timely software updates that expose many 
potential IoT threats [67].

4.4.	 Network Security

Network security is under immense pressure because 
of the fast and continually advancing network architec-
tures that require strong and adaptive protocols to de-
fend against sophisticated attacks [68]. Sophisticated 
secure communication protocols have especially been 
advanced in 5G, and it is still found to be vulnerable to- 
wards attacks on control planes and signaling systems 
that disrupt critical network functions [69]. Real-time 
network monitoring is typically deployed using anom-
aly-based detection systems, which can be well-suited 
to catching suspicious activities but are not without 
the challenge of finding an appropriate balance be-
tween high detection rates and low false positives [70]. 
SDN promises to open up centralized security manage-
ment capabilities that might otherwise be unmanage-
able but poses a risk in favoring single points of failure 
that at- tackers might enjoy exploiting [71]. Addressing 
such weaknesses of SDN, frameworks are now surfac-
ing that automatically react to the threats once discov-
ered for a more responsive defense to novel attacks 
[72]. However, managing extremely large software-
defined networks is challenging, which is why research 
continues in secure and efficient protocols for when 
those demands are needed [73].

4.5.	 Artificial Intelligence in  
	 Cybersecurity 

Artificial Intelligence (AI) has transformed the field 
of cybersecurity as it offers real-time response and 
detection capabilities with greater accuracy through 
advanced machine learning models [74]. In fact, these 
innovations are significant for using anomaly detection 
and predictive analytics in detecting zero-day vulnera-

bilities in a more proactive manner than traditional ap-
proaches to threat identification [75]. Neural networks 
have improved the reliability of IDS but these systems 
still face challenges like high false-positive rates and 
dependence on large data sets [76]. AI-based defenses 
are still vulnerable to attacks in the form of adversarial 
inputs that could mislead models into producing cer-
tain output, which would further create dangers to se-
curity [77]. To counter this, researchers are developing 
Explainable AI, or XAI, as an essential intervention to 
increase the transparency of decisions in AI, which may 
also reduce vulnerabilities to adversarial attacks [78]. 
Despite the above developments, integrating AI into 
cybersecurity still faces challenges with meeting the 
balance between security and efficiency when dealing 
with these very extensive and ever-increasing datasets 
that characterize modern networks [79].

5.	 CYBERSECURITY CHALLENGES

Cybersecurity is a dynamic field, and with newer 
advanced technologies and more profound attackers, 
security professionals face more challenges. The fol-
lowing section outlines some of the key challenges in 
cybersecurity including human factors and social engi-
neering, privacy and ethical issues, and regulatory and 
legal challenges.

5.1.	 Human Factors and Social 
	 Engineering

Human factor is the most significant challenge in 
cybersecurity. Humans often are the most vulnerable 
point in the security chain, as it is said, and attackers 
have exploited this more over time using social engi-
neering. Social engineering attacks include phishing, 
baiting, and pretexting, where users are convinced to 
provide information or access to secure systems [101]. 
Phishing attacks are one of the most common forms of 
social engineering where attackers are taking advan-
tage of users’ trust in official-looking communications 
to steal credentials or spread malware [102]. Another 
very significant risk in the case of cybersecurity is in-
sider threats. Insider threats refer to persons inside the 
organization that may misuse their access to adversely 
affect the organization on purpose, accidentally, or 
otherwise [80]. According to [80], insider threats are 
very difficult to detect because they emanate from 
trusted employees or contractors who already have 
legitimate access to the system. Insider incidents can 
result from malicious intent or negligence; in the latter 
case, the user unintentionally compromises sensitive 
information due to unawareness or unsafe practices 
[80, 101]. A poor understanding among users is one of 
the major human-related causes. In most cases, users 
do not know about the emerging threats, and there is 
not adequate education provided to identify or control 
potential dangers [103]. The organizations that do not 
spend their money on continuous security education 
for its employees are prone to being breached [80, 101].
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5.2.	 Privacy and Ethical Issues 

Balancing security and user privacy is also another 
major challenge in cybersecurity. Although organiza-
tions institute more enhanced security measures like 
surveillance, logging, and monitoring, privacy issues 
begin to creep in [84]. For instance, organizations may 
collect vast amounts of user data for security purposes; 
however, sometimes this collection might infringe on 
the user privacy rights if mishandled [83]. For example, 
the GDPR in Europe demonstrates how privacy and 
data protection laws have evolved in this regard with 
a tendency to develop more user control and their in-
formation [6]. Nonetheless, enforcement of such regu-
lations might likely prove challenging while adhering 
to robust security. According to research, integration of 
such privacy-enhancing technologies into security so-
lutions must be achieved to establish a good balance 
between protection of users’ information and compli-
ance with regulations [83]. Ethical hacking, or penetra-
tion testing, is the practice that attempts to unveil vul-
nerabilities within systems before these malicious ac-
tors can access them [90]. Even though this process is 
necessary for strengthening security, ethical concerns 
emerge when considering the possible misuse of test-
ing tools [91]. Ethical boundaries must restrain hackers 
in penetration testing roles so that their activities do 
not violate law or user privacy requirements [84]. Sec-
ond, ethical hacking, if performed well, enables organi-
zations to examine and analyze security vulnerabilities 
without breaking users’ trust or neglecting the privacy 
of any individual, laws [84], [90].

5.3.	 Regulatory and Legal Challenges

Yet another challenge in the domain of cybersecurity 
is a complexity in the legal and regulatory land- scape. 
Regulations involving GDPR in Europe and HIPAA in 
the U.S. put stringent standards of data protection on 
organizations to adhere to these standards [90, 93]. 
However, a borderless internet has made laws radically 
vary from country to country, thus creating a patch-
work of regulations where multinational organizations 
need to navigate through a different kind of legisla-
tion in almost every country [87, 94]. The challenge for 
businesses would then be to reconcile the divergent 
demands of different regulatory bodies in frequently 
conflicting jurisdictions [88]. For example, some coun-
tries impose data localization policies that mandate 
the storage of data within country borders, but other 
countries require data to be accessible for international 
investigations [87, 94]. Hence, organizations would 
have to adopt flexible yet robust cybersecurity policies 
that cater to a wide range of legal standards [93-95]. 
Another issue, therefore, is the fact that cyber threats 
evolve in manners that no one can keep track of with 
the pace of cybersecurity legislation [93]. Even though 
regulators try to make sure their rule-making remains 
abreast of the latest in cybersecurity issues, the law is 
too slow and often plays catch-up in catching up with 

new emerging threats [94]. Indeed, there has been a 
stream of recommendations to implement more flex-
ible legal systems that can rapidly respond to new cy-
bersecurity advances [87, 93, 95].

6.	 FUTURE TRENDS IN CYBERSECURITY

Future cybersecurity has many challenges along 
with opportunities. This section identifies some ar- eas 
where we can expect potential impacts on the future 
landscape of cybersecurity in the age of quantum com-
puting, 5G networks, AI-driven systems, and edge com-
puting.

6.1	 Quantum Computing and 
	 Cybersecurity

Quantum Computing threatens to undermine the 
underpinning of modern cryptography. Algorithms 
like RSA and ECC rely on issues that may be challenging 
to solve for computers, such as factoring large num-
bers. Quantum computers are able to answer those is-
sues much more rapidly using Shor’s algorithm [97, 99], 
breaking many widely-used encryption methods. Most 
of today’s secure communications are thus at risk when 
large-scale quantum computers come along. Pre-emp-
tion of this is being done by post-quantum cryptog- ra-
phy which is developing quantum-resistant encryption 
algorithms. Methods like lattice-based cryptography 
and multivariate polynomials are some of the promis-
ing solutions considered [98]. As these methods do not 
depend on mathematical problems which can read-
ily be answered by a quantum computer, they cannot 
be used to perform quantum attacks on them. This 
has resulted in active development of cryptographic 
standards that withstand threats from quantum com-
puting, as led by organizations like NIST [98]. Lastly, 
blockchain technology is also vulnerable to the threats 
of quantum computing. The fundamental foundation 
for securing a blockchain relies on cryptographic prin-
ciples that quantum computers may breach, primarily 
at public key algorithms related to transaction verifica-
tion [99]. Scientists are thus looking to develop post-
quantum crypto- graphic algorithms to secure block-
chain and distributed ledger systems to ensure that 
blockchain systems can still function securely into the 
quantum future [97].

6.2.	 5G Security Challenges

Apart from being faster and more real-time, 5G net-
works pose new security challenges in communi- cat-
ion. Unlike previous generations, 5G systems are much 
more decentralized, based on virtualization, with their 
attack surface increased [92]. Due to decentralization, 
several attacks could occur on these 5G networks by 
targeting virtualized environments and SDN. Here the 
attacker exploits weak points in the control systems of 
the network [91, 92]. The most critical problem with the 
surge of IoT devices is the case with 5G. Amount of IoT 
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gadgets which are expected to be using 5G networks is 
very high, yet these devices do not have inbuilt security 
protections. A hacker can attack the network through 
vulnerable devices, and such an attack will likely result 
in a DDoS [100]. This large number of connected de-
vices, coupled with heterogeneous security stan- dards 
developed by manufacturers, means securing the net-
work is a task that is quite complex [100]. Against this 
backdrop, security researchers are concentrating on 
developing enhanced encryption protocols, anomaly 
detection systems, and zero-trust architectures for se-
curing 5G networks. Network slicing, one of the major 
features of 5G, will allow for personalized and custom-
ized virtual networks for each application, but a breach 
in one slice can have a ripple effect on others [91]. This 
means that continuous innovation in network security 
solutions is then required to fill these vulnerabilities, 
such as more advanced real-time monitoring systems 
and adaptive encryption techniques [92].

6.3.	 Cybersecurity in AI-driven Systems

AI is being incorporated into the cybersecurity de-
fenses more and more, from real-time threat de- tection 
to automated systems of response. However, AI systems 
may be prone to many exploits including adversarial in-
puts-subtle changes to input data can deceive AI mod-
els into making wrong predictions [89]. These have been 
demonstrated in many domains, such as both image 
detection, natural language processing, demonstrating 
that there is a high critical need for better defenses [89]. 
Another emerging concern is that AI is increasingly be-
ing adopted by cyber attackers to enhance their mali-
cious capability. Attackers use AI automa- tion tools to 
build up automated phishing campaigns, to create more 
sophisticated malware types and even for retaliating 
against adaptive cybersecurity efforts [85]. In this ”arms 
race” between defenders and attackers in wits, each of 
them becomes increasingly smart at outpacing the oth-
er in this cyber battle of wits [85]. Because of this reality, 
ensuring AI systems is of extreme importance, especially 
since maliciously applied AI automa- tion can now be 
deployed to execute attacks [81]. Multi-level Approach 
towards the Integrity and Security of AI Models The 
strength of adversarial training techniques combined 
with secure deployment of models and encrypted data-
sets prevent tampering with AI models [75]. In addition, 
the data used in the training of AI systems needs to be 
carefully chosen in order not to fall victim to any bias or 
manipulation that would lead to compromised decision-
making processes in important systems, such as medical 
care and vehicles 4. With continued pace of AI evolution, 
it would also be important that its security be ensured to 
continue the trust value in AI-related systems 8.

6.4.	 Edge and Fog Computing Security

Fog computing pushes the cloud closer to the net-
work’s edge, providing better mobility with low latency 
for the IoT devices; however, this shift of data introduc-

es an important security challenge [103]. For example, 
there is a need to secure data as it moves from fog nodes 
to multiple nodes in the cloud [103]. Because of the geo-
graphical distribution of fog nodes, they will face physi-
cal and cyber attacks based on the isolated nodes with 
lesser degrees of protection [104]. Indeed, maintaining 
data confidentiality and integrity at the edge is critical in 
carrying out operations in a secure manner as resources 
are limited [105]. Heterogeneity of devices involved in 
a fog environment complicates the implementation of 
uniform security protocols, hence possible security gaps 
[104]. To address the issues identified, researchers have 
developed access control systems and mechanisms for 
resource management specifically designed for fog en-
vironments [103]. An adaptive resource management 
framework presented to improve the protection of the 
fog, with monitoring user behavior through issue risk-
based access certificates [105]. It conducts trust evalua-
tions in real-time such that assessment whether to allow 
or deny will be made instantaneously thereby reducing 
the latency of the process in the access control mecha-
nism [105]. Lightweight encryption frameworks are also 
important to achieve data protection on scalable and 
flexible resource-constrained fog devices with growing 
demands [104]. Such solutions are significant for ensur-
ing security without any trade-off in the performance 
of fog-based networks [103]. Besides the protection of 
data transfer, protecting the nodes at the fog itself is a 
priority because the fog nodes are very critical in a fog 
architecture [104]. The distributed nodes usually have 
very limited security oversight, making these nodes suit-
able for use by a cybercrook to deploy malicious applica-
tions and manipulate sensitive data [103]. To overcome 
this, advanced risk estimation and trust management 
models are developed to detect anomalies and prevent 
unauthorized access of the deployed fog services [105]. 
These models will allow the fog network to dynamically 
assess the threat level and undertake proactive mea-
sures toward protecting infrastructure [104]. With these 
security advancements, fog computing can provide the 
flexibility required for future IoT applications while en-
suring robust security [105].

7.	 	COMPARATIVE ANALYSIS OF EXISTING 
RESEARCH

AI and machine learning approaches have become 
increasingly important in cybersecurity research and 
the goal being improving both defensive and offen-
sive capabilities. By automating threat detection and 
response processes, AI has the ability to provide real-
time and adaptive solutions for a wide range of cyber 
threats.

7.1. Categorization of Research

Both offensive and defensive applications of AI draw 
attention to the various machine learning tech- niques 
for proactive threat modeling and intrusion detection 
[106]. Developing AI/ML models have a privacy focus 
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which handle sophisticated cyberthreats and balance 
security with ethical considerations [107]. There are 
IoT-specific cyberthreats which exist. Machine learning 
approaches have the capacity to improve real-world 
security in IoT frameworks. [108]. Highlights of research 
on big data analytics applications in cybersecurity, spe-
cifically in identifying trends and patterns in massive 
datasets to reduce security breaches is another area of 
research [109].

7.2. Critical Analysis

Existing AI methods have shortcomings in respond-
ing to new cyberthreats, especially when it comes to 
managing changing attack strategies. There is an ab-
sence of frameworks which are capable of evolving 
with these threats. Additionally, limitations in dataset 
generalizability affect real-time application which re-
duces the effectiveness of AI in dynamic cybersecurity 
[110]. Offensive AI applications with short exploration 
focus on adversarial AI techniques and defense mecha-
nisms while pointing out the gap in strategic policies 
for such attacks. [111]. Underlining ethical risks such as 
privacy invasion, human deskilling and AI-controlled 
cyber escalation is another major area of study. These 
topics highlight the need for comprehensive policies 

on AI’s role in cybersecurity [112]. To provide a quick 
glance of comparative knowledge of cybersecurity is-
sues across future technologies, Table 1 consolidates 
into a single view the challenges, implications, and di-
rections of future research.

8.	 RECOMMENDATIONS FOR FUTURE RESEARCH

Future research should focus on developing adap-
tive AI models. These should be capable of evolving in 
response to emerging threats and shifting cyber land-
scapes. Interdisciplinary collaboration is necessary to 
address complex cybersecurity concerns, including do-
mains such as ethics, law and data science.

8.1.	 Emerging Areas Needing Attention

A thorough investigation into quantum-resistant al-
gorithms is required. There is also a need to establish 
cybersecurity policies for dangers posed by quantum 
computing [107]. Ethical framework in cybersecurity 
is another area which needs attention. Issues such as 
privacy, autonomy and surveillance risks should be 
taken into account. Integrating ethical standards into 
AI model development in cybersecurity can help solve 
these issues [112].

Table 1. Quick overview of the future trends in Cybersecurity

Technology Key Challenges Security Implications Emerging Solutions Research Gaps

5G
Decentralized architecture, 

network slicing 
vulnerability

DDoS, signaling plane 
attacks, inter-slice leaks

Zero-trust architectures, 
secure network slicing

Standardization across 
slices, real-time anomaly 

detection

Quantum Computing Ability to break RSA, ECC 
encryption

Cryptographic failure, data 
leakage

Post-quantum 
cryptography (e.g., lattice-

based, code-based)

Scalability, migration 
to quantum-resistant 

protocols

AI in Security Adversarial attacks, model 
poisoning

Misclassification, bypassing 
IDS/EDR

Explainable AI, adversarial 
training, federated learning

Real-world robustness, 
transparency, ethics 

integration

Edge Computing Distributed trust, physical 
node exposure

Data interception, rogue 
edge nodes

Lightweight encryption, 
risk-aware access control

Standardized security 
frameworks for fog/edge 

nodes

8.2.	 Improvement in Existing Strategies

Enhanced data processing methods for real-time 
threat detection within big data framework displayed 
the potential of robust data-driven analytics to identify 
and prevent complex attacks effectively [109]. There 
should also be advancements in DL and metaheuristic 
algorithms to improve response accuracy. Some mod-
els are also proposed which are capable of handling dy-
namic cyber threats and reducing false positives [110].

9.	 NOVELTY OF THE WORK

The paper presents a comprehensive consolidation 
of existing research in cybersecurity with a structured, 
cross-domain perspective that distinguishes it from 
generic surveys. The key novelty lies in the multi-lay-

ered comparative analysis of cybersecurity techniques 
across five critical domains: cloud, IoT, mobile, network, 
and AI-integrated systems. By organizing content not 
just thematically but also through tabular performance 
comparisons, the study offers accessible and evaluative 
insight into complex technical trends such as anomaly 
detection, EDR systems, SOAR platforms, and post-
quantum cryptographic considerations. Moreover, the 
inclusion of emerging threat vectors like AI-driven cy-
berattacks, evolving ransomware tactics (e.g., double 
extortion), and 5G-induced vulnerabilities adds depth 
and relevance to the review, reflecting the shifting cy-
bersecurity landscape. Unlike many generic reviews, 
this paper highlights defense-offense symmetry in AI 
usage, covering both adversarial inputs and defensive 
ML strategies, which is further contextualized through 
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a categorization of research efforts (Section 7.1) and 
critical analysis of dataset generalizability (Section 7.2).

The survey also integrates regulatory, ethical, and 
human-factor dimensions, an often-overlooked as-
pect in purely technical reviews by synthesizing in-
sights from cross-disciplinary studies (Table 4), thus 
presenting a more holistic view of cybersecurity chal-
lenges. The forward-looking research agenda (Section 
8) not only outlines future trends like post-quantum 
cryptography and Explainable AI (XAI) but also ad-
vocates for adaptive and scalable cybersecurity solu-
tions, filling gaps identified in current implementa-
tions. Overall, the novelty stems from the structured 
synthesis of current research, comparative tabula-
tions with performance metrics, and cross-domain 
evaluation of threats and solutions, all while embed-
ding future-forward and ethical dimensions within 
the cybersecurity discourse.

10.	 NOVELTY IN THE DOMAIN OF 
CYBERSECURITY

Cybersecurity is no longer confined to firewalls and 
antivirus software; it is rapidly transforming into a 
dynamic, intelligent, and deeply integrated defense 
ecosystem. As highlighted in this paper, the domain is 
undergoing a paradigm shift, driven by the infusion of 
cutting-edge technologies and the ever-evolving na-
ture of threats.

At the forefront of this transformation is the adop-
tion of Artificial Intelligence (AI) and Machine Learning 
(ML), which are revolutionizing threat detection and 
response. These technologies enable cybersecurity 
systems to go beyond static defenses, learning from 
network behavior to detect zero-day attacks, uncover 
anomalies, and even automate responses in real time. 
The field is also witnessing a new breed of AI-powered 
threats, where adversaries use machine learning to 
craft evasive malware and hyper-personalized phish-
ing campaigns marking the rise of an AI-versus-AI se-
curity battlefield.

The novelty further extends to the emergence of 
post-quantum cryptography, as the threat of quantum 
computing looms over conventional encryption algo-
rithms. This has sparked a race to develop quantum-re-
sistant protocols that can withstand the computational 
power of future quantum systems, an innovation criti-
cal to safeguarding national infrastructure and sensi-
tive data. Cybersecurity is also being redefined by its 
expansion into complex, heterogeneous environments 
like 5G, IoT, cloud, and edge computing. Each of these 
domains introduces novel challenges ranging from se-
curing billions of low-power IoT devices to protecting 
decentralized fog nodes against tampering. As a result, 
there is a surge in lightweight cryptography, real-time 
threat intelligence, and decentralized defense strate-
gies. Meanwhile, advanced platforms such as SOAR 
and EDR are reshaping security operations through au-

tomation, orchestration, and behavioral analytics offer-
ing rapid containment of threats that would otherwise 
evade traditional controls. These systems embody the 
shift toward intelligent, scalable, and responsive cy-
bersecurity frameworks. Equally groundbreaking is the 
integration of ethical, legal, and human-centric dimen-
sions into the cybersecurity conversation. The focus is 
shifting from purely technical safeguards to respon-
sible AI, privacy-aware design, and resilience against 
insider threats ensuring that future solutions are not 
just powerful, but also accountable and trustworthy. 
The domain of cybersecurity is evolving from reactive 
defense into a proactive, predictive, and adaptive disci-
pline ready to meet the challenges of a hyperconnect-
ed and increasingly intelligent digital world.

11.	CONCLUSION

This landscape of cybersecurity requires robust, 
adaptable, and forward-thinking defense mechanisms. 
This research has thrown light on how modern cyber 
threats, from traditional malware to AI-enhanced at-
tacks, pose new challenges across different sectors of 
IoT, cloud, and network security. These are the defensive 
technologies that would fight these threats: IDS, SIEM, 
SOAR, and even solutions based on machine learning. 
But all of these have their limitations, especially as the 
evasion techniques become more sophisticated in the 
hands of cybercriminals. The newest entrants into the 
technologies - quantum computing and 5G - open new 
avenues of vulnerability and thus a call for quantum-
resistant encryption and advanced network protocols. 
Moreover, ethical considerations need to be incorpo-
rated into the development of AI for cybersecurity as 
its role continues to expand so that there is no misuse 
and it gains trustworthiness. The paper underlines the 
fact that cybersecurity requires continuous research 
and adaptation, with innovative, data-driven, and ethi-
cally grounded solutions. The future directions remain 
in the development of tailored AI models for threat 
detection, resilient cryptographic frameworks for the 
quantum era, and regulatory challenges to establish a 
secure digital environment for all users.
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1.	 	INTRODUCTION

In today's world, strongly shaped by digital transfor-
mation, information technologies, and pervasive auto-
mation, computer science plays a crucial role in solving 
complex problems that require systematic decision-
making [1]. Decisions are increasingly made in contexts 
marked by uncertainty, resource limitations, and the 
presence of multiple conflicting criteria [2]. Under such 

conditions, Multi-Criteria Decision Making (MCDM) 
emerges as a necessary methodological framework that 
enables analytical ranking, selection, and evaluation of 
alternatives based on clearly defined criteria [3]. Due 
to its flexibility and applicability, MCDM methods have 
found a solid foundation in various areas of computer 
science, from algorithm optimization and software eval-
uation to technology selection, resource planning, and 
large-scale data system management [4]. 
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With the rapid development of artificial intelligence 
methods, machine learning, IoT technologies, natural 
language processing, and decision support systems, 
there is a growing need for structured and transpar-
ent decision-making approaches [5]. In this context, 
MCDM methods such as the Analytic Hierarchy Process 
(AHP), TOPSIS, VI-KOR, ELECTRE, PIPRECIA, and SWARA 
provide formal models that integrate both quantitative 
and qualitative criteria, allowing for a balance between 
technical performance, functional requirements, and 
system constraints [6]. These methods not only enable 
multidimensional problem analysis but also provide a 
basis for objectively comparing complex alternatives in 
real-time, with minimal risk of subjectivity [7]. 

Alongside methodological advancements, scientific 
output in the field of MCDM has seen a significant in-
crease, indicating growing interest from the academic 
community [8]. However, due to its wide application 
and fragmented terminology, there is a need for map-
ping, systematizing, and critically analyzing the exist-
ing research to identify key trends, influential authors, 
institutions, journals, and thematic focuses. In this re-
gard, bibliometric analysis emerges as an effective tool 
for quantitatively mapping scientific production and 
gaining insight into the structure, dynamics, and evo-
lution of a specific research domain.

This study aims to provide a comprehensive over-
view of research activities related to the application of 
MCDM methods within computer science through bib-
liometric analysis. The focus is on analyzing publication 
trends over the past seven years (2019–2025), iden-
tifying the most influential authors and institutions, 
detecting key research topics, and evaluating collabo-
ration networks. Using data from the Web of Science 
database and tools such as Biblioshiny, RStudio, and 
Excel, this paper offers an empirically grounded view 
of the state of the field and highlights directions for its 
future development [9]. 

The significance of this analysis lies not only in its 
descriptive representation of scientific output but also 
in its ability to offer researchers a clear orientation 
regarding strategic positioning within the research 
community, the selection of relevant journals, and the 
identification of thematic niches with innovation po-
tential. Furthermore, the results of this study can serve 
as a foundation for meta-research syntheses, strategic 
research management, and the promotion of interdis-
ciplinary and international collaboration in decision-
making within computer science.

1.1.	 Background and 
	 Importance of the Topic

Multi-Criteria Decision Making (MCDM) represents a 
class of quantitative methods that enable structured 
problem-solving in situations requiring the simulta-
neous consideration of multiple, often conflicting, cri-
teria [3]. In today’s information-driven society, simple 

analyses are increasingly insufficient for making high-
quality decisions, particularly in fields such as system 
design, risk management, algorithm selection, and 
performance evaluation [10]. MCDM methods have be-
come essential in computer science because they offer 
the capability for precise, transparent, and replicable 
evaluation of alternative solutions' qualities that are es-
pecially critical in software engineering, computational 
intelligence, automation, and other related disciplines 
[4].

In this context, particular attention is given to meth-
ods such as AHP, TOPSIS, ELECTRE, VIKOR, PIPRECIA, 
and SWARA, which allow for the evaluation and rank-
ing of alternatives based on weighted criteria [11, 12]. 
This makes them suitable for complex engineering and 
information technology applications. Their use in com-
puter science spans a wide range from the selection of 
computer networks, algorithms, and system architec-
tures to the analysis of security, energy efficiency, and 
user experience. The growing complexity of informa-
tion systems and the need for decisions that integrate 
technical, functional, and operational factors further 
emphasize the value of the MCDM approach [4].

The significance of this topic is also reflected in the 
increasing volume of global scientific output. The large 
number of publications in recent years demonstrates 
not only the academic maturity of this field but also the 
expanding application of MCDM methods in real-world 
and interdisciplinary contexts. Therefore, a comprehen-
sive bibliometric analysis is necessary to map the re-
search landscape, identify major research streams, and 
provide a foundation for future strategic directions.

1.2.	 Objectives and Research Questions

The main objective of this paper is to identify and 
analyze scientific publications related to the applica-
tion of MCDM methods in computer science through 
bibliometric analysis, focusing on the period from 2019 
to 2025. By applying quantitative methods of scientific 
production analysis, the study aims to present the main 
thematic directions, influential authors, institutions, 
and sources, as well as collaboration patterns that 
shape this field.

The specific research objectives are to:
•	 Map the volume and dynamics of scientific pro-

duction related to MCDM methods in computer 
science

•	 Identify the most influential authors, institutions, 
and journals in the field

•	 Detect the most common research topics and key 
terms associated with the use of MCDM methods

•	 Analyze the citation impact of individual publica-
tions

•	 Examine the structure of collaborative networks 
among authors and institutions

•	 Based on these goals, the following research ques-
tions have been formulated
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•	 What are the trends in publishing scientific papers 
on MCDM methods in computer science between 
2019 and 2025?

•	 Which authors, institutions, and journals have the 
greatest influence in this field?

•	 What are the most common research topics and 
terms associated with the application of MCDM 
methods?

•	 Which papers have the highest citation impact, 
and how has their influence evolved?

•	 How are collaboration networks among research-
ers structured, and what are the key nodes of con-
nection within these networks?

Answers to these questions will enable a deeper un-
derstanding of the current state of research and serve 
as a foundation for future studies and applications of 
MCDM methodology in computer science.

2.	 FUNDAMENTAL DEFINITIONS AND CONCEPTS 
OF MCDM METHODS 

MCDM is an approach used for making decisions in 
situations where multiple options must be evaluated 
based on several criteria [13]. MCDM methods enable 
systematic analysis and comparison of different al-
ternatives by taking into account their strengths and 
weaknesses with respect to defined evaluation criteria 
[14]. The core concepts include identifying relevant cri-
teria, assigning weights to each criterion, and applying 
mathematical or heuristic models to rank or select the 
best options [15]. MCDM methods are widely used in 
fields such as management, engineering, and econom-
ics because they provide an objective and transparent 
basis for decision-making [16]. 

2.1.	 Analytic Hierarchy Process (AHP)

The Analytic Hierarchy Process (AHP) is an MCDM 
method developed by Thomas L. Saaty in the 1970s 
[17]. The first significant work that formally describes 
AHP is “A scaling method for priorities in hierarchical 
structures”, published in 1977 in the Journal of Math-
ematical Psychology [18]. AHP facilitates structural 
analysis of complex decisions by decomposing a prob-
lem into hierarchical levels, which typically include the 
overall goal, criteria, and alternative options [19].

Users first construct a hierarchy of the problem and 
then perform pairwise comparisons of the elements at 
each level of the hierarchy using a relative importance 
scale [18]. These comparisons allow for the calculation 
of weights for the criteria and for the alternatives. The 
outcome is a ranked list of alternatives based on their 
overall weighted scores.

AHP is particularly useful in decision-making sce-
narios that require the integration of subjective judg-
ments and intuitive preferences, making it a valuable 
tool when both qualitative and quantitative data must 
be considered.

2.2.	P IPRECIA Method

The PIPRECIA (PIvot Pairwise RElative Criteria Impor-
tance Assessment) method is an advanced technique 
for determining the weights of criteria through pair-
wise comparisons [20]. This method is relatively recent 
compared to other MCDM methods. The first work de-
scribing the PIPRECIA method is “A novel multi-criteria 
decision-making method: pivot pairwise relative crite-
ria importance assessment (PIPRECIA)”, authored by R.K. 
Pamučar and M. Ćirović and published in 2015 in the 
journal Operational Research in Engineering Sciences: 
Theory and Applications. PIPRECIA involves iterative 
comparisons of criteria, where the relative weights are 
gradually adjusted based on mutual relationships. This 
method is especially useful in situations that require 
flexibility and adaptability in assigning criteria weights 
during the decision-making process.

2.3.	 TOPSIS Method

TOPSIS (Technique for Order Preference by Similar-
ity to Ideal Solution) is an MCDM method developed 
by Hwang and Yoon in 1981. [21]. The foundational 
work that describes this method in detail is the book 
“Multiple Attribute Decision Making: Methods and Ap-
plications”, published in the same year [22]. The TOPSIS 
method is based on identifying a positive ideal solution 
(the best values for all criteria) and a negative ideal so-
lution (the worst values for all criteria) [23]. Alternatives 
are ranked according to their distance from these ideal 
solutions. This method is particularly useful in scenari-
os where it is important to balance multiple criteria and 
choose the option that represents the most optimal 
combination of characteristics.

2.4.	 ELECTRE Method

ELECTRE (ELimination and Choice Expressing Reality) 
is a family of MCDM methods developed by Bernard 
Roy and collaborators [24]. The foundational work in-
troducing the ELECTRE method is “Classement et choix 
en présence de points de vue multiples (La méthode 
ELECTRE)”, published in 1968 [25]. ELECTRE methods 
use the principles of concordance and discordance 
to evaluate alternatives by establishing outranking 
relationships based on multiple criteria and eliminat-
ing those that do not meet specific thresholds [26]. 
ELECTRE is often applied to problems with conflicting 
criteria and where compromise solutions need to be 
identified. It is particularly valuable in situations char-
acterized by high levels of uncertainty and complexity.

2.5.	 VIKOR Method

VIKOR (VIseKriterijumska Optimizacija i Kompro-
misno Rešenje - Multicriteria Optimization and Com-
promise Solution) is an MCDM technique developed 
by Opricovic and Tzeng [27]. The first significant pub-
lication describing the VIKOR method is “Compromise 
solution by MCDM methods: A comparative analysis of 
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VIKOR and TOPSIS”, published in 2004 in the European 
Journal of Operational Research [23]. VIKOR focuses on 
identifying a compromise solution that best satisfies 
the conflicting criteria. The method uses linear pro-
gramming to rank alternatives based on their proxim-
ity to an ideal solution, taking into account both the 
weights of criteria and the degree of compromise. 
VIKOR is especially helpful in decision-making scenari-
os where finding a balanced trade-off among criteria is 
critical, particularly when there is uncertainty in setting 
criteria priorities [28].

2.6.	 SWARA Method

SWARA (Step-wise Weight Assessment Ratio Analy-
sis) is an MCDM method developed by Kersuliene, 
Zavadskas, and Turskis [29]. The first significant work 
describing the SWARA method is “Selection of rational 
dispute resolution method by applying new step-wise 
weight assessment ratio analysis (SWARA)”, published 
in 2010 in the Journal of business economics and man-
agement [29]. The SWARA method involves an itera-

tive assessment of the relative importance of criteria 
through a series of pairwise comparisons and succes-
sive adjustments of weights based on the outcome of 
each iteration [30]. SWARA supports decision-making 
processes that require accounting for changes in priori-
ties and the importance of criteria over time [31]. This 
method is particularly useful in situations where crite-
rion weights need to be dynamically adjusted to reflect 
evolving decision contexts.

3.	 RESEARCH METHODOLOGY

To achieve a systematic and comprehensive analysis 
of scientific output in the field of Multi-Criteria Decision 
Making (MCDM) within the domain of 

computer science, this study applies a bibliometric 
methodology, with a particular focus on scientomet-
ric techniques and PRISMA (Fig. 1) guidelines [32]. This 
approach enables the quantitative mapping of scien-
tific publications, identification of key researchers and 
themes, as well as the visualization of research net-
works and trends. 

Fig. 1. PRISMA flowchart

3.1.	 Database Selection

For the purpose of this study, the Web of Science Core 
Collection (Clarivate Analytics) was used as the primary 
database [33]. It is considered one of the most relevant 
sources for tracking scientific output in technical and en-
gineering disciplines.

 The search was conducted on June 15, 2025, and the 
selection of the WoS database is justified by its high 
relevance, standardized bibliographic records, and rich 
metadata necessary for conducting bibliometric analy-
ses (including authors, institutions, citations, keywords, 
journals, etc.), as illustrated in Fig. 2. 

3.2.	 Database Selection

The search was conducted in line with the predefined 
thematic orientation, focusing specifically on MCDM 
methods within the field of computer science. The fol-
lowing terms were used in the search query:

"Multi-Criteria Decision Method" (Title) OR "Analytic 
Hierarchy Process" (Title) OR "AHP method" (Title) OR 
"PIPRECIA method" (Title) OR "TOPSIS method" (Title) OR 
"ELECTRE method" (Title) OR "VIKOR method" (Title) OR 
"SWARA method" (Title) All terms were searched within 
the titles of the papers to ensure specificity and to ex-
clude publications that mention these methods only in-
cidentally. The initial search yielded 9,147 results.
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Fig. 2. Completeness of bibliographic metadata

3.3.	  Filtering Criteria and Result 
Refinement

Following the initial search, the following filtering 
criteria were applied to narrow down the focus to the 
most relevant publications:

•	 Publication years: 2019–2025.
•	 Document type: Articles only.
•	 Language: English only.
•	 Access type: Open Access only.
•	 Research area: Computer Science.

•	 After applying these filters, the number of results 
was successively reduced as follows:

•	 4,700 papers within the observed time frame 
(2019–2025).

•	 4,006 after selecting only articles.
•	 3,938 when restricted to English-language papers.
•	 1,975 Open Access papers.
•	 302 papers within the Computer Science research 

area.
As shown in Fig. 3, these 302 papers comprise the fi-

nal dataset analyzed in this study.  

Fig. 3. Main data information

3.4.	 Analysis Flow According to the 
	P RISMA Framework

The selection and screening process was conducted 
in accordance with the PRISMA guidelines (Preferred 
Reporting Items for Systematic Reviews and Meta-
Analyses), which require transparent reporting of the 
inclusion and exclusion flow of publications [33]. The 
PRISMA flow diagram (Fig. 1) illustrates the complete 
search and selection process, providing a clear over-
view of the steps taken from initial identification to the 
final inclusion of articles.

3.5.	 Tools and Analytical Approach

The following tools were used for processing and vi-
sualizing bibliometric data:

•	 RStudio 2023.12.1 (Build 402) and Biblioshiny 4.1.4 
– for conducting quantitative analyses, mapping 
thematic clusters, and generating network visual-
izations.

•	 Microsoft Excel v2407 – for additional data pro-
cessing, tabular presentations, and the creation of 
summary diagrams.
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•	 VOSviewer and Gephi (optional) – for advanced vi-
sualization of collaboration and citation networks.

This methodological framework ensures a com-
prehensive and reliable approach to identifying key 
research actors, thematic clusters, collaborative struc-
tures, and emerging trends in the domain of MCDM 
methods in computer science.

3.6.	 Limitations of the Search and 
	 Methodology

Although the search was carried out systematically 
and meticulously, with clearly defined criteria and ad-
herence to the PRISMA framework, there are several 
important limitations to consider when interpreting 
the results:
•	 The analysis is based exclusively on the Web of 

Science database, thereby excluding relevant pa-
pers indexed in other databases such as Scopus, 
Google Scholar, IEEE Xplore, and Dimensions. As 
a result, some influential papers or authors may 
not be captured.

•	 The search query was limited to article titles, mean-
ing studies that apply MCDM methods but do not 
mention them explicitly in the title (only in the ab-
stract or body text) might have been omitted.

•	 The filtering by research area (Computer Sci-
ence only) and language (English only) excludes 
potentially relevant interdisciplinary work or re-
search published in other languages.

•	 The focus on Open Access publications may also 
affect the representativeness of the dataset, as 
some significant contributions may be found in 
subscription-based journals.

•	 Finally, data for the year 2025 only includes the 
first half (up to June 15), and the number of pub-
lications for that year is not final and should be 
interpreted with caution.

Despite these limitations, the applied methodologi-
cal approach provides a solid foundation for conduct-
ing a reliable bibliometric analysis and enables the 
identification of key trends, influential contributors, 
and thematic directions within the dynamic field of 
MCDM methods in computer science.

4.	 RESULTS

This section provides a detailed overview of the key 
findings of the research, focusing on the analysis of the 
number of publications, influential authors, journals, 
and institutions in the field of Multi-Criteria Decision 
Making (MCDM). The analysis of publication trends and 
patterns contributes to a better understanding of the 
dynamics of research activity and identifies the main 
contributors to the advancement of this field.

4.1.	General  Publication Trends

The overview of general trends includes an analysis 
of the publication dynamics during the observed peri-

od, identification of key research areas, and prominent 
journals. The focus is on recognizing shifts in research 
interest and potential factors influencing fluctuations 
in publication volume, providing essential context for 
deeper result interpretation.

4.1.1. Publications

The number of publications per year reveals the 
dynamics of research activity in the field of MCDM in 
computer science over the past seven years. The analy-
sis highlights oscillations in publishing intensity result-
ing from a combination of global events, institutional 
policies, resource availability, and evolving research 
interests.

From 2019 to 2022, a stable growth in publication 
volume was recorded:
•	 2019: 40 papers.
•	 2020: 37 papers.
•	 2021: a notable increase to 53 publications.
•	 2022: 53 publications again.

This continuity indicates a strong academic interest 
in applying MCDM methods to address complex prob-
lems in computer science. In 2023, a slight decline to 
48 publications was observed, which may be attributed 
to a redistribution of research priorities or a delay be-
tween research execution and publication. However, 
2024 marks a recovery, reaching a peak of 54 publica-
tions, suggesting a regained momentum and increas-
ing interest in the topic.

For 2025, 17 publications were recorded by the data 
extraction date (June 15), representing only the first 
half of the year. This preliminary figure suggests contin-
ued researcher engagement, although results for this 
year must be interpreted with caution.

Fluctuations in publication volume may stem from 
factors such as reduced research funding, shifting fund-
ing priorities, or global crises such as the pandemic. 
On the other hand, a temporary decrease may prompt 
deeper and more focused studies with higher scientific 
contribution. Such a qualitative shift in research prac-
tice can enhance theoretical frameworks and promote 
the development of new methodological approaches in 
MCDM.

Despite annual variations, the overall trend remains 
positive, and the analysis confirms that MCDM in com-
puter science continues to be a vital and relevant field, 
maintaining consistent research interest and potential 
for future development.

4.1.2. Number of Publications by Year

The year-by-year breakdown provides a detailed 
view of the trajectory and intensity of research activ-
ity in the field of MCDM methods within computer sci-
ence. Changes in annual publication numbers reflect 
the impact of global conditions, evolving priorities, and 
availability of research resources.
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2019: A total of 40 papers marked a strong start, in-
dicating growing interest in applying MCDM methods 
in computing, largely driven by digital transformation 
and increasing system complexity.

2020: Publications slightly dropped to 37, likely in-
fluenced by the COVID-19 pandemic, which disrupted 
research cycles and publication dynamics.

2021: A sharp increase to 53 papers signals recovery 
from pandemic-related constraints and a growing reli-
ance on quantitative and data-driven methodologies.

2022: The same total of 53 papers suggests stability 
and maturity in the application of MCDM techniques 
across various computing subfields.

2023: A modest drop to 48 papers may reflect a tem-
porary reallocation of research funding or a shift to-
ward emerging topics such as AI ethics and sustainable 
digital solutions.

2024: A new peak is reached with 54 publications, 
indicating renewed momentum and broader MCDM 
adoption in industry and academia, possibly aided by 
open data and increased global collaboration.

2025: 17 papers recorded by June 15. Although par-
tial, this count points to a sustained interest, with expec-
tations for a significant increase by the end of the year.

The overall publication trend (illustrated in Fig. 4) shows 
gradual growth between 2019 and 2025, with peak years 
in 2021 and 2024. While minor fluctuations are natural, 
the trend is overall stable and positive, affirming the rel-
evance of MCDM in contemporary research and its neces-
sity for further application and refinement. 

Fig. 4. Number of Publications by Year

4.1.3. Most Influential Journals

The analysis of publication sources provides insight 
into the most represented journals in which papers 
related to Multi-Criteria Decision Making (MCDM) in 
computer science are published (as shown in Table 1). 
This analysis helps identify the platforms that serve as 
the main channels for disseminating research findings 
and advancing the field. Below is an overview of the 
ten most represented journals based on the number of 
published papers:

Table 1. Top 10 leading publishers

No. Journal Number of 
Publications

1. IEEE Access 74

2. International Journal of Intelligent Systems 14

3. Complex & Intelligent Systems 13

4. Expert Systems with Applications 13

5. ISPRS International Journal of Geo-
Information 9

6. Mobile Information Systems 9

7. Soft Computing 9

8. International Journal of Computational 
Intelligence Systems 8

9. Scientific Programming 8

10. Algorithms 7
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IEEE Access, with 74 published papers, stands out 
as the most represented journal in the field of MCDM 
methods. Its broad thematic scope, open access policy, 
and fast peer-review process contribute to its popular-
ity within the research community. This journal is par-
ticularly suitable for interdisciplinary studies that inte-
grate decision-making methods with contemporary 
challenges in engineering and information technology.

International Journal of Intelligent Systems, Complex 
& Intelligent Systems, and Expert Systems with Appli-
cations rank among the leading journals by publication 
volume, with similar numbers of papers (13–14). These 
journals are known for their focus on artificial intelli-
gence, computational intelligence, and the application 
of intelligent methods to real-world problems, making 
them ideal for publishing research that applies MCDM 
approaches.

In addition, a significant number of publications 
come from journals such as ISPRS International Journal 
of Geo-Information, Mobile Information Systems, and 
Soft Computing, indicating the broader application of 
MCDM methods in areas such as spatial information, 
mobile systems, and soft computing algorithms.

It is important to note that data on total citations and 
average citations per paper are currently unavailable, 
which somewhat limits a comprehensive assessment 
of these journals' impact. Nevertheless, the number 
of publications provides a clear picture of which jour-
nals serve as dominant platforms for research in this 
domain. Identifying the most prominent publication 
sources can help researchers choose appropriate jour-
nals for submitting future work and staying informed 
about current research trends. Focusing on these jour-
nals can contribute to greater visibility, wider reader-
ship, and stronger positioning of research findings 
within the global scientific community.

4.2.	General  Publication Trends

This section focuses on identifying the most influen-
tial authors and institutions shaping the development 
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of the Multi-Criteria Decision Making (MCDM) field. 
Analyzing research productivity, citation impact, and 
inter-institutional collaboration provides insight into 
the key factors contributing to scientific advancement, 
defining research trends, and disseminating results 
within this domain.

4.2.1. Key Author Analysis

Based on updated bibliometric data, two authors 
stand out as the most influential and productive in the 
MCDM field: Liu Y and Akram M (as shown in Fig. 5). 
Their research spans a wide range of MCDM applica-
tions, with a focus on integrating traditional decision-
making techniques with modern approaches such as 
fuzzy logic, optimization, geoinformation technolo-
gies, and artificial intelligence.

Liu Y consistently appears as one of the most prolific 
researchers in this domain. His most cited work from 
2019, "Distance Measure for Fermatean Fuzzy Linguis-
tic Term Sets Based on Linguistic Scale Function: An 
Illustration of the TODIM and TOPSIS Methods" [34], 
published in the International Journal of Intelligent 
Systems, has garnered 76 citations, averaging 10.8 ci-
tations per year, confirming his strong influence in the 
area of fuzzy MCDM models.

Another 2019 publication on landslide susceptibility 
assessment using GIS and the AHP method (published 
in ISPRS International Journal of Geo-Information) has 
received 42 citations (6.0 per year), highlighting his 
contribution to spatial decision-making and the ap-
plication of MCDM methods in geographic contexts. In 
the past three years, Liu Y has also published several 

works applying extended MCDM approaches, includ-
ing PSO-VIKOR, topological optimization, and AHP in 
the design of electric trucks and energy-efficient build-
ings. However, his 2024 article in Engineering Reports 
has not yet been cited, which is expected due to its re-
cent publication.

Akram M stands out as the leading author in 2023 in 
terms of citation intensity. His article, "Enhanced ELEC-
TRE II Method with 2-Tuple Linguistic M-Polar Fuzzy 
Sets for Multi-Criteria Group Decision Making" [35], 
published in Expert Systems with Applications, already 
has 35 citations, averaging 11.6 citations per year.

Two other works from the same year also show high 
impact:

•	 One on applying fuzzy ELECTRE for water system 
management (32 citations).

•	 Another on the selection of rehabilitation centers 
using M-polar fuzzy N-soft information (20 cita-
tions).

•	 Overall, Akram M demonstrates a very high annual 
citation rate, indicating not only the relevance of 
his research but also its strong practical applicabil-
ity, especially in group decision-making and AI ap-
plications in healthcare.

Considering their publication output, annual citation 
rates, and multidisciplinary scope, these authors repre-
sent the core of contemporary MCDM research. Their 
contributions expand the theoretical foundation of 
decision-making methods and open new research di-
rections through integration with intelligent systems, 
optimization, and applied statistics. 

Fig. 5. Key Author Analysis

4.2.2. Key Author Analysis

The analysis of institutional research productivity in 
the field of MCDM indicates a clear increase in global 
interest (as shown in Table 2), with several universi-
ties contributing a significant number of publications. 
Based on the latest data, the ten most active institutions 
in terms of the number of published papers during the 
observed period are presented in the table below.

Three institutions share the top position in terms of pub-
lication count (11 papers each): King Mongkut’s University 
of Technology Thonburi (KMUTT) from Thailand, National 
Defense University, and Sichuan University from China. 
Their leading positions indicate significant and ongoing 
dedication to research in decision theory, with particular 
emphasis on the application of MCDM methods in con-
texts such as engineering, security, and analytical systems.
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Table 2. Top 10 leading publishers by publications

University of the Punjab (Pakistan) and University of 
Salamanca (Spain), each with 10 publications, highlight 
the geographical diversity of research and point to the 
wide international dissemination of knowledge in this 
field. Both institutions demonstrate consistent produc-
tivity, likely supported by multidisciplinary research 
teams and international collaborations.

Other notable institutions on the list include Islamic 
Azad University, International Islamic University Islam-
abad, and Air Force Engineering University, which have 
previously been recognized as key contributors in this 
field. Their continued presence among the most pro-
ductive institutions reflects a stable research strategy 
and a sustained focus on the development and imple-
mentation of MCDM methods.

Although Jiangxi University of Finance and Econom-
ics and Budapest University of Technology and Eco-
nomics, with 9 and 8 papers respectively, have slightly 
fewer publications, their inclusion in the list signals a 
growing interest in applying multi-criteria analysis in 
economic and technical domains.

It is important to note that this analysis covers only 
the quantitative aspect (number of publications), while 
qualitative metrics such as citation count and research 
impact are not included. Nevertheless, these figures of-
fer a reliable insight into the institutions that contrib-
ute the most to advancing knowledge and promoting 
the use of MCDM approaches in computer science.

4.3.	 Analysis of Main Research Topics 
	and  Application Areas

The analysis of keyword frequency in titles and ab-
stracts allows for the identification of the most fre-
quently studied topics in the MCDM field (shown in 
Fig. 6), as well as insight into their evolution over time. 
Based on the analysis of term frequency and their oc-
currence quartiles (Q1 – initial presence, Q2 – peak 
frequency year, Q3 – end of active phase), several the-
matic focuses emerge:

The most frequent terms include model (47 occur-
rences), selection (36), sets (31), decision-making (30), 
AHP (29), and aggregation operators (23). These terms 

represent the core foundations of current MCDM re-
search, indicating the prevalent use of decision-mak-
ing models in alternative selection, work with various 
data sets, and a theoretical-operational base grounded 
in methods like AHP and aggregation theory.

Terms such as ranking (14), criteria (11), and weights 
(6) have become more prominent during the 2022–
2024 period, suggesting a growing interest in sophis-
ticated ranking techniques and weight optimization 
in the evaluation of alternatives. The relevance of ex-
pressions like multicriteria decision-making and priori-
ties, which appear predominantly between 2022 and 
2024, reflects a focus on formalizing priorities and the 
importance of criteria in increasingly complex problem 
domains.

Interestingly, terms such as extension (20) and ag-
gregation operators have been active since as early as 
2019, indicating that extending existing methods and 
developing new aggregation functions were among 
the top research priorities even in the early stages of 
the observed period. Methods such as VIKOR (9) and 
concepts like information (11) also hold a stable po-
sition within the thematic network, reaffirming the 
importance of multi-criteria compromise decision-
making and the growing integration with information 
systems and data management.

The analysis of key terms confirms that MCDM re-
search has evolved from foundational structural models 
and classical methods (such as AHP and VIKOR) toward 
more complex approaches involving criteria prioritiza-
tion, weight management, and extended versions of 
existing methods. The increased frequency of terms 
related to selection, ranking, and aggregation points 
to a high level of practical application in domains such 
as engineering decision-making, system performance 
evaluation, and intelligent informatics frameworks.

These findings confirm that the field of multi-criteria 
decision-making is continuously expanding and adapt-
ing to the demands of modern problems, relying on 
mathematical formalization, heuristic approaches, and 
intelligent models to support decision-making under 
conditions of complexity and uncertainty. 

No. Institution (Affiliation) Number of Publications

1. King Mongkut’s University of Technology Thonburi (KMUTT) 11

2. National Defense University 11

3. Sichuan University 11

4. University of the Punjab 10

5. University of Salamanca 10

6. Air Force Engineering University 9

7. International Islamic University Islamabad 9

8. Islamic Azad University 9

9. Jiangxi University of Finance and Economics 9

10. Budapest University of Technology and Economics 8
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Fig. 6. Trend topics

4.4.	 Citation Analysis: Identifying the 
	 Most Influential Papers and 
	 Authors

Citation analysis is a key element in identifying the 
most influential authors and publications in the MCDM 
field. By using metrics such as total citation count, aver-
age citations per year (TC/year), and normalized citation 
count (Normalized TC), it is possible to highlight the pa-
pers that have a long-term and global impact on the de-
velopment of this discipline (as shown in Fig. 7).

According to the analysis, the most cited paper in 
the dataset is a 2019 article by Akram M, published in 
the International Journal of Intelligent Systems (DOI: 
10.1002/int.22103), with 172 total citations and an 
average of 24.5 citations per year, confirming its sus-
tained relevance. Moreover, its normalized citation 
value (5.54) indicates that this work is widely used as a 
reference in numerous studies.

Another standout publication is the 2024 paper by 
Moslem S, published in Engineering Applications of 
Artificial Intelligence, which, despite its recency, has 
already reached 85 citations in less than two years (av-
eraging 42.5 per year) with a normalized TC of 18.14, 
making it the most intensely cited work over a short 
timeframe. This reflects its high relevance and rapid in-
tegration into ongoing research.

Other significant papers include:

•	 Chan HK (2019) – Decision Support Systems 
(DOI: 10.1016/j.dss.2019.113114): 
120 citations, 17.1 per year, Normalized TC: 3.86.

•	 Mohammed MA (2020) – IEEE Access: 
115 citations, 19.1 per year, Normalized TC: 5.21.

•	 Alkan N (2021) – Applied Soft Computing: 
94 citations, Normalized TC: 4.35.

•	 Al-Shami TM (2023) – Two papers in Complex & 
Intelligent Systems and Information with high 
normalized citation counts: 5.59 and 4.94, re-
spectively.

Among authors with multiple influential publica-
tions, Liu D stands out with two papers in the Interna-
tional Journal of Intelligent Systems, published in 2019 
and 2020 (with 76 and 69 citations, respectively), con-
firming his consistent contribution to the fields of fuzzy 
logic and intelligent systems.

Additionally, a considerable number of high-impact 
papers are published in journals such as IEEE Access, 
Expert Systems with Applications, Engineering Appli-
cations of Artificial Intelligence, and Applied Soft Com-
puting, underlining their central role in disseminating 
MCDM research results.

Beyond total citations, the normalized citation count 
is a crucial metric for comparing the impact of papers 
published in different years, as it adjusts for the time 
advantage older publications have. Hence, papers from 
2023–2024 with high normalized values can be consid-
ered emerging references in the coming years.

In conclusion, the citation analysis reveals that the 
most influential papers cover a wide spectrum of top-
ics from group decision-making and fuzzy logic to arti-
ficial intelligence applications and real-world solution 
evaluation. These works are shaping the theoretical 
foundations, methodological innovations, and practi-
cal implementations of MCDM approaches in modern 
research. 
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Fig. 7. Most Global Cited Documents

4.5.	 Network Analysis: Collaboration 
	 Among Authors and Institutions

Network analysis enables the identification of col-
laboration patterns among researchers, highlighting 
key authors and institutions that act as connectors and 
hubs of influence in the MCDM field (as shown in Fig. 
8). The analysis was conducted using network metrics 
such as betweenness centrality (intermediary impor-
tance), closeness centrality (network proximity), and 
PageRank (influence based on connectivity). 

Based on cluster analysis, several research groups 
have been identified as shaping the global MCDM 
community:

Cluster 1 – “Li-Wu-Xu-Chen” Network
This group is led by authors such as Li F (between-

ness: 69), Li J, and Wu Y, known for their high intercon-
nectedness and strategic network positioning. This 
cluster likely represents strong regional collaboration 
within Chinese institutions, with a focus on applica-
tions of AHP and GIS in decision-making. Their proxim-
ity in the network reflects frequent co-authorship and 
mutual citation.

Cluster 2 – “Wang-Li-Xu-Zhang” Network

The largest cluster by number of authors includes 
some of the most influential figures, such as Wang Y 
(betweenness: 124.46, closeness: 0.017), Wang Z (120), 
Li Q, Xu J, Zhang C, and Wang Q. These authors form 
a dense collaboration network with high centrality, 
indicating their key role in bridging various research 
subgroups. Their high PageRank and closeness values 
further affirm their visibility and role in knowledge dis-
semination within the community.

Cluster 3 – “Liu-Zhang” Group
Led by Liu Y, Liu P, Liu D, Zhang X, and Li Y, this clus-

ter exhibits strong internal collaboration, especially 
through work linking MCDM with fuzzy logic, heuris-
tic methods, and complex decision-making models. 

Notably, Zhang X has a high PageRank (0.0356), while 
Liu Y plays a crucial intermediary role (betweenness: 
60.52), positioning him as a central figure in the global 
research network.

Cluster 4 – “Akram-Deveci-Alcantud” Network

Dominated by Akram M, who has a high closeness 
centrality (0.0417) and a solid PageRank (0.0265), this 
cluster highlights his role as a key actor in international 
collaborations. Alongside Deveci M, Mahmood T, Al-
Kenani AN, and Alcantud JCR, the group focuses on 
group decision-making, fuzzy sets, and the application 
of ELECTRE and VIKOR methods in practical domains 
such as healthcare and resource management.

Cluster 5 – “Moslem-Duleba”

This smaller cluster includes Moslem S and Duleba S, 
with relatively lower centrality values but recognizable 
contributions in applied studies, likely in the areas of 
urban planning and spatial analysis using MCDM tech-
niques.

Clusters 6 and 7 – “Kumar-Agrawal” and “Salabun-
Watrobski”

These clusters include authors like Kumar R, Agrawal 
A, Salabun W, Wieckowski J, and Kizielewicz B, with high 
closeness centrality (up to 1.0 for Cluster 6 and 0.333 
for Cluster 7), but lower PageRank and betweenness 
values. This suggests that they are positioned in pe-
ripheral yet internally cohesive research groups, likely 
working on specialized methodologies within national 
or institutional research projects.

The network analysis reveals that the MCDM research 
community is structured around clearly defined cen-
ters of influence and strong collaborative links, with 
key hubs connecting different knowledge clusters. Au-
thors with high betweenness centrality play a critical 
role in knowledge transfer across groups, while those 
with high PageRank values indicate greater global vis-
ibility and impact on research directions. 
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Fig. 8. Collaboration Among Authors and Institutions

5.	 DISCUSSION

The discussion of recent findings in the MCDM field 
reveals several important trends and insights that shed 
light on the dynamics of scientific activity during the 
period from 2019 to mid-2025. Quantitative data on 
publication output indicate steady growth in research 
interest, with peaks in 2021 and 2024, and slight de-
clines in 2020 and 2023. Notably, even in the first half 
of 2025, there is evident research activity with 17 pub-
lished papers, suggesting that the current year will also 
be productive. This trend shows that the MCDM domain 
remains highly relevant despite global challenges such 
as the COVID-19 pandemic, economic uncertainty, and 
shifts in research priorities.

Citation analysis further confirms the importance of 
specific authors and publications. Akram M stands out 
with the most cited paper from 2019 (172 citations), 
while Moslem S demonstrates an exceptionally high 
citation rate (42.5 citations per year) for his 2024 publi-
cation and holds the highest normalized citation value 
(18.14), despite the short time since publication. These 
findings confirm that high research impact can be 
achieved in a short time when the topics are innovative 
and practically relevant. The cited works span diverse 
applications of MCDM approaches from healthcare, 
energy efficiency, and urban planning to soft comput-
ing systems and intelligent platforms, highlighting the 
transdisciplinary nature of the methodology.

In terms of research topics, the analysis of key terms 
reveals a shift in researchers’ focus over time from clas-
sical methods such as AHP and VIKOR toward extended 
models, complex aggregation operators, and strate-
gies for ranking, criteria weighting, and option selec-
tion. Dominant terms like model, decision-making, and 
selection confirm the practical orientation of research 
toward the development of methodological frame-
works for solving real-world decision problems. Newer 
terms like priorities and multicriteria decision-making, 
especially prevalent during 2023–2024, reflect a grow-

ing need to formalize decision hierarchies in increas-
ingly complex systems.

Similar conclusions are supported by the analysis of key 
institutions. KMUTT, National Defense University, and Si-
chuan University emerge as leading research institutions, 
each with 11 publications. Their top rankings suggest 
systemic support for decision-making research and well-
organized research teams. Other highly active institutions 
include the University of the Punjab, Islamic Azad Univer-
sity, and University of Salamanca, highlighting global cov-
erage and collaboration in this scientific domain.

Additional insights into collaboration are provided by 
the network analysis of authors and institutions, which 
identified key collaboration clusters. For instance, the 
“Wang–Li–Zhang” cluster demonstrates strong internal 
connectivity and a high degree of centrality, enabling 
effective knowledge transfer within the network. Wang 
Y shows the highest betweenness centrality (124.46), 
positioning him as a “bridge” between different re-
search groups. Akram M, in a separate cluster, also has 
a high closeness centrality and PageRank, confirming 
his role as a central figure in the global MCDM network. 
The presence of authors with high local centrality (e.g., 
Moslem S, Zhang X, Liu D) points to highly influential 
micro-clusters generating specialized knowledge.

This comprehensive analysis demonstrates that the 
MCDM field is dynamic and expanding, with stable 
growth in publication volume, high citation levels for 
key works, and increasingly diverse geographic and 
thematic coverage. Despite fluctuations caused by 
global events, it is evident that MCDM methods remain 
essential tools for solving complex problems in com-
puter science and beyond.

For future research, it is recommended to:

•	 continue monitoring normalized citation scores of 
newer works;

•	 identify emerging topics through trend analysis of 
key terms;
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•	 conduct expanded network analyses with a focus 
on international projects and co-authorship net-
works.

Additionally, integrating qualitative approaches, 
such as content analysis and assessments of method-
ological quality, could complement quantitative find-
ings and contribute to a deeper understanding of the 
impact and relevance of MCDM research.

6.	 CONCLUSIONS

This bibliometric analysis provides a comprehensive 
overview of research activity in the field of Multi-Crite-
ria Decision Making (MCDM) in computer science from 
2019 to mid-2025. Based on the analysis of 302 pub-
lications extracted from the Web of Science database, 
key trends, authors, institutions, research topics, and 
collaboration networks shaping the field have been 
identified. The total number of publications indicates 
a steady and growing interest from the research com-
munity, with notable peaks in 2021 and 2024, while 
preliminary data for 2025 already demonstrate contin-
ued productivity. This quantitative trend reinforces the 
increasing use of MCDM methods in solving complex 
problems, especially in areas such as artificial intelli-
gence, resource optimization, urban planning, and in-
formation security.

The citation analysis highlights the most influential 
papers and authors, notably Akram M, Moslem S, and 
Liu D, whose works combine classical MCDM techniques 
with advanced approaches such as fuzzy sets, group de-
cision-making, and hybrid models. Papers published in 
2023 and 2024 are already achieving high citation rates, 
suggesting rapid recognition of quality and relevance in 
recent research. The most frequently studied themes in-
clude terms such as model, decision-making, selection, 
aggregation operators, AHP, and ranking, reflecting a 
focus on practical applications and algorithmic frame-
works for complex system evaluation. The rising use of 
terms like multicriteria decision-making and priorities in 
the last two years reflects a deepening of both theoreti-
cal and operational aspects of the field.

Key institutions KMUTT, National Defense University, 
Sichuan University, University of the Punjab, and Islam-
ic Azad University, emerge as regional centers of exper-
tise and collaboration. Network analysis further illumi-
nates the structure of academic cooperation, with au-
thors such as Wang Y, Zhang X, and Akram M occupying 
central positions within interconnected clusters.

The findings of this study not only confirm the steady 
growth of the MCDM field but also point to the key 
contributors, thematic directions, and institutional 
hubs that are likely to shape its future development. 
This analysis serves as a reference point for researchers 
and institutions aiming to position themselves within 
the global MCDM community, and as a foundation for 
strategic planning in scientific projects and interna-
tional collaborations.

6.1.	 Significance and Scientific 
	 Contribution

The significance of this study lies in its ability to map 
the entire research structure of MCDM methods through 
quantitative indicators. The analysis highlights the most 
active authors, most cited papers, key institutions, and 
leading journals, offering a valuable tool for researchers 
seeking to understand thematic and network flows in 
the field. The work also contributes to the identification 
of dominant thematic trends, including AHP, VIKOR, fuzzy 
sets, aggregation operators, and alternative evaluation.

Beyond academic value, the results offer practical 
insights for researchers and decision-makers, helping 
them identify reliable sources of knowledge, high-po-
tential research niches, and valuable collaborators. In 
this way, the study not only reflects the current land-
scape but also encourages strategic planning, resource 
optimization, and increased international visibility for 
both domestic and regional scholars.

6.2.	 Research Limitations

Despite its comprehensive approach, this study has sev-
eral methodological limitations. The analysis relies solely 
on the Web of Science database, which may exclude im-
portant contributions indexed in Scopus, Google Scholar, 
or Dimensions. Additionally, data for 2025 covers only the 
first half of the year, making results for this period incom-
parable to full-year data from previous years.

The study is predominantly quantitative, lacking a 
deeper qualitative evaluation of the most cited papers, 
which could enhance the understanding of their scien-
tific contributions and methodological rigor. Moreover, 
citation normalization does not account for disciplin-
ary differences in citation behavior, which may impact 
the objectivity of comparisons between authors from 
different domains.

6.3.	 Recommendations for Future 
	 Research 

Future studies should consider incorporating data 
from multiple databases to gain a more comprehen-
sive view of global scientific output. Combining quan-
titative bibliometrics with qualitative content analysis 
would provide deeper insights into the impact and 
value of the most cited works. Researchers are also en-
couraged to follow emerging interdisciplinary trends, 
such as the application of MCDM in AI, cybersecurity, 
energy efficiency, and smart cities.

Time-series analyses of keyword trends and thematic 
shifts can help detect new research niches early. Par-
ticular attention should also be given to network dy-
namics to identify authors with key intermediary roles 
in connecting different research communities. Lastly, 
fostering international and interdisciplinary collabora-
tion remains one of the most critical factors for the con-
tinued growth and evolution of the MCDM field.
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